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NCheck

1 INTRODUCTION

NCheck is a biometric time and attendance managements system. It is used to manage and control the employee
and visitor attendance. NCheck is easy and convenient attendance recording for employees and visitor and
simplify the employee attendance management. Following features are available with NCheck.

e  Web based attendance system administration and configuration
e Running on Android, iOS and windows

e Use of devices available in the market (No special hardware)

e  Face, Fingerprint and Iris biometric

e RFID, Barcode and manual ID

e Use of integrated camera for face recognition

e Configurable with IP camera

e Support many fingerprint scanning devices available in the market
e Configurable employee attendance authentication with ID, biometric or ID+Biometric
e Automatic or Manual In/Out selection

e Configurable day start time

e  Work shift

e  Work Rosters

e Visitor schedules

e  Visitor appointments

e  Configurable work time

e Configurable overtime

e In/Out time restriction

e Attendance location data collection

e Unidentified attempts

e Geo fencing

e Attendance location map

e Configurable report generation

e PDFand CSV reports

e Multilingual support

e Scheduling report generation and delivery

e Duplicate biometric detection

e Employee group

e  Group administrators

e  Read only administrators (Auditors)

e  Admin operation logs

e (CSV data import and export

e  Employee self-service login

e Event administration

e Attendance device management

e In/out restriction

e Door lock/external events trigger

e Offline attendance (Attendance recording while no connection to the server)




NCheck

2 GETTING STARTED

This getting started document guides you to setup your NCheck system and perform the initial configuration of
the attendance control system. You can follow the steps below to set up and configure the system and start
attendance recording.

1. Planning your attendance management system

2. Start the attendance management system

3. Set up attendance and visitor management system
4. Launch web control panel

5. Set up client devices
2.1 Planning your attendance management system

NCheck can support employee time attendance of any organization from small offices to large multi-site
organizations. It is scalable from a single standalone device to thousands of devices distributed in multiple
locations. Therefore, it provides the following deployment options. Deployment option is differentiate based on
the place attendance data storage.

Table 2.1 NCheck deployment options

DEPLOYMENT OPTION PLACE OF ATTENDANCE DATA REMARKS

CLOUD SUBSCRIPTION NCheck cloud IT Expertise are not needed

ON PREMISES NCheck on-premises server Additional overhead on system
maintenance

STANDALONE NCheck Admin Application Simple cost-effective solution for
small office

2.2 Start the attendance management system

Starting a NCheck biometric attendance management system prepares the attendance system database and
the service to communicate with NCheck clients. NCheck database and the service can be set up

e Cloud - In NCheck cloud service
e  On-premises — NCheck server installed in your place.

2.2.1 Start an attendance management system with Cloud
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1. Go to NCheck web site
2. Select Sign up button

3. From the getting started page, select create new organization.

Getting Started

Create a new team or join existing team on NCheck Cloud
services.

Manage time tacking for my team:

Create new organization

Join my team with invitation

Join an existing organization

Already have an account? Login here

Figure 2.1 Getting started page of cloud signup

4. In the create account page, enter full name, email and password. Then check captcha to verify yourself
and select the continue button.
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Create account

Provide personal information

{5 Sign up with Google [ Sign up with Intuit ]

or

Full name

Email

This will be your login name

Password

I'm not a robot e

reCAPTCHA
Frivacy - Tarms

By continuing, you agree to our Terms and Conditions and Privacy Policy

Already have an account? Login here

Figure 2.2 NCheck sign up view

5. In the next step complete your company details including company name, country. Phone number and
organization size. Select continue button.
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Company details

Provide additional information

Company name

Country

United States of America (the)

Phone
-v

Organization size

1-10 11-20 21-50 51-100 100+

Figure 2.3 Company details page of the cloud signup

6. In the next step you will be asked where did hear about NCheck. Check the information source from
available and select the continue button.
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Where did you first
hear about us?

Search engine
E. g. Google

Social media
E. g. Facebook etc.

Software review site
E. g. Capterra

Apple Store or Play Store
A friend or colleague

Other

Figure 2.4 where did you hear about us page of cloud
signup

7. After that you will see the signup completion page as below. It includes NCheck. Clients download links to
download client. If you need demonstration about using NCheckcloud bio attendance and visitor
management system, you can request from request demonstration button. Select Go to control panel
option to login to the web control panel.

Free plan will be assigned to your NCheck Cloud subscription. You can change the plan of
your subscription from the administration control panel. Refer pricing for more details
about available subscriptions.

2.2.2 Start an attendance and visitor management system with the server

NCheck can be set up in Windows and Linux platforms.

1. Setup NCheck server in Windows
2. Setup NCheck server in Linux
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2.2.2.1 Setup NCheck server in Windows
2.2.2.1.1 System requirements

1. Microsoft Windows 8 or higher operating system
2. 1GB of disk space

3. 4GB of RAM

4. JAVA runtime environment 11

5. One biometric capture device such as a camera, fingerprint, or iris scanner. Android and iOS, inbuild
camera, Windows integrated and USB web cams are used for face capture. For other supported IP
cameras, fingerprint readers and iris scanners, visit support devices at our web site

2.2.2.1.2 Download and install

NCheck can be downloaded from product downloads section of the web site

Important: Your windows user account should have administrative privileges to install NCheck
server.

Note: If the required Java runtime environment is not installed, Installer will ask to install Java
runtime environment and stop NCheck installation.

® Run the installer.

* Activate NCheck license @ NCheck - Licensing .
NCheck installer will show the license License Activation
activation window After the successful

installation of the server. ) ] , )
Activate your license by choosing your preferred option.

Current Activation:

® Trial

O Non trial

Current Activation:TRIAL

Status: True
Issues with license activation? Contact us

Figure 2.5 Licensing window for NCheck Admin client for Windows
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e Starting NCheck server
NCheck server will start automatically, and server icon will be displayed
in the windows tray. When the server is ready, the icon will be shown in
the Windows tray as Figure 2.6 NCheck tray icon view when the server

is ready.
833 AM
8/21/2019
Figure 2.6 NCheck tray icon view
when the server is ready
e Finish installation i3 Setup - NCheck Bio Attendance —

Optionally, you can choose to
launch Server Configuration
window, NCheck Admin client and
User’s guide. Completion dialog
also shows the NCheck server
status and TCP port of the server.

Completing the NCheck Bio
Attendance Setup Wizard

Setup has finished installing NCheck Bio Attendance on your
computer. The application may be launched by selecting the
installed shortcuts.

Click Finish to exit Setup.
[[] start NCheck Bio Attendance Server Configuration

Run NCheck Bio Attendance Client
[ view user guide file

The NCheck service is running on port 8443.
Configure NCheck server

Figure 2.7 NCheck installation completion dialogue for Windows

Refer Install for windows section for
more details about install NCheck server in Windows.

You can activate the trial for evaluation purposes. Trial activation requires permanent
internet connectivity. See license activation section for more details.

2.2.2.2  Setup NCheck server in Linux
Refer this link to setup Docker image for Linux. Refer Install On-premises server on Linux section for more details.

2.3 Set up attendance and visitor management system

Following basic configuration requires to set up the attendance and management system for attendance and
visitor managements

1. Launch web control panel

2. Add a new user

3. Enroll user biometrics

4. Create user groups (Optional)
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2.3.1 Launch web control panel

NCheck administration and configuration application is NCheck control panel application. This is a web-based
application that can be accessed using popular web browsers using following URL.

Table 2.2 Access NCheck web control panel

URL REMARKS
CLOUD https://cloud.ncheck.net
ON PREMISES https://server:port e  Server —Sever name or IP address

e Port — NCheck service port configured on the
server. Default port is 8443.

NCheck control panel launcher application with extended data capture capabilities is available with the NCheck
Server and NCheck client installations. This application can be launched from

Configuration

Start
Stop

Control Panel
NCheck Bio Attendance
Application logs

License Manager
Generate Diagnostic Info

Exit

Figure 2.8 NCheck system tray menu view

Table 2.3 Login to the NCheck control panel

Server Right click on the NCheck server tray application icon and select “Control
panel” menu item as shown in Figure 2.8 NCheck system tray menu view.

Windows client Open the application menu and select login to control panel.

Android Client

NCheck server interface will work with recent versions of Mozilla Firefox, Google Chrome,
Microsoft Edge, Opera and most common web browsers. It does not work with the
Internet Explorer browser.




2.3.1.1  Signin to web Control Panel

Log in to continue

Welcome back

{5 Login with Google [ Log in with Intuit ]

or

Email address

Password

Forgot your password?

[ | Remember me

Do not have an account? Register here

Figure 2.9 NCheck login page

NCheck

If you used used gmail or intuit account to sign up with NCheck cloud, you can use Gmail/intuit credentials to
login with NCheck Control panel. Otherwise, you can use username and password used to sign up with NCheck

cloud.

For on-premises server, the default username and password are “admin”.

NCheck

(A Dashboard

&+ User management
12, User groups

(© Schedule and shifts
@ Locations

@ Appointments

& Leave and holiday
LT Devices

Eventlog

B Reports

8 Settings

& Subscription

® Admintasks

& Download app

Abc company

Free Plan

< Collapsesidebar

Welcome back, David norah

EMPLOYEES

Onboarding checklist

Welcome to NCheck Bio Attendancel

quick steps below:

DEVICES © Addusers

—
— Download the app and register the device to startl
onteave
Add users ] [ Register devices
LEAVES AND HOLIDAYS
November, 2024 < >
Mon Tue Wed Thu Fi Sat Sun
1 2 3
4 5 6 7 8 9 10 No date
noz[B]u s e 17
1819 2w N 2 23 24
25 2 27 28 29 30
Curentday WLeaves @ Holdays @ Recurring holidays [Managele@vesand holidays

Register devices

Create group

Create shifts

Create employee schedules

Create visitor schedules

Finish onboarding

@ 0 0 &

Access

2]
a_i

O

[

Fix altendance events

[ Manage overtime approvals

Figure 2.10 NCheck control panel initial dashboard view

Speed up your organization setup with these  jups - Employee | Visitor
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After signing in, you will be landed in the NCheck Control Panel Dashboard as shown in Figure 2.10 NCheck
control panel initial dashboard view

Once you logged in first time, it will show the onboarding checklist to help you to configuring the stet

Refer Sign in to web Control Panel section for more details about sign in NCheck control panel. When signing in
second time onwards, you will be landed to the last time accessed page.

If the initial required data is not set up, it will be notified to perform the initial setting up. First the users should
be enrolled as mentioned in Add a new user section.

2.3.2 Add a new user

+ Adduser « [¥] Import Type to search Q

0O First Name Last Name Phone H
3GOHY David norah :
l« 4 11 e »l so v items per page 1-10f 1items

Figure 2.11 User management view of control panel
e Select the Add button to create a new user.

Add user X

User details > Biometric authentication > Register employee's device

Full name *
Enter first name
Employee email
email@example.com

Employee code *

(®) Generate code (_) Employee code exists

No employee code generated Generate

Send invite email to new users @

~ See more fields

Figure 2.12 NCheckr add new employyr view

Refer Add employee/visitor section for more details about add users. After adding users, refer Enroll user
biometrics section to enroll user biometrics.
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2.3.3 Enroll user biometrics

User biometric is used to authenticate users in attendance recording.
e Select User

e Select “Update biometrics” button in the Employee/visitor view

Details Devices Groups Locations Leaves

Profile image: (@

Full name David norah

Email ugggp@livinitlarge.net ...
Phone Not provided.

Address Not provided.

Employee code 3GOHY
Status Active

Biometrics No biometric enrolled

‘ Update biometrics H Register devices H Edit profile ‘

Figure 2.13 Launch enroll biometric for the selected user

User Biometric data dialogue can be used to manage user biometric. It allows adding biometrics

1. From event history
2. Capture from devices such as camera,
fingerprint and iris scanners using NCheck client applications.

3.  Fromimages in the local file system

Refer Update employee/visitor biometrics section for more details about enroll biometrics.

12
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Update biometrics X

biometrics (?)

Upload face image v Enroll from history

Figure 2.14 Biometric data dialogue

After enrolled user biometrics, you are allowed to Set up client or either Create user groups (Optional) shown in
Figure 2.15 proceed to setup clients flow.

Enroll users — |-——————— oo

Create Shifts

v

1
1
1
1
1
1
1
1
1
1
1
1
1
Create Rosters |
1
1
1
1
1
1
1
1
1
1
1

.

Add roster items

\

Set up client

Figure 2.15 proceed to setup clients flow
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2.3.4 Create user groups (Optional)

-+ Create group 4] Import Type to search Q

Description H

All users

Default group for all users

l« 4« 1 [ . | 50 v items per page 1-10f 1items

Figure 2.16 User group management view

User group represents multiple users, and all the settings applied to user group apply to each user
representing the user group. To create the user group,

e Select User group management in the control panel.
e Select Add button

User group detail dialogue is shown in below

Add user group X

Group details > Addusers > Register shared device

User group code *

User group code

description *(3)

Description

Figure 2.17Group details of ass user group dialo
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Add user group X

Group details > Addusers > Register shared device

Type to search Q
[  Employee Code First Name Last Name Email H

O vapvNo Andrew Nadal andrewn@abc.com i
: NjbF2X Karl Mark karlm@abc.com

: YmLkSV Kathrine dowd kathd@abc.com

[[] Aa2xaQ Kavin Donald kavind@abc.com

O gzGs7H Lawrence Miller lawrencem@abc.com

O VjuQoo Mike Holden mikeh@abc.com

M TWixvPC Perter Karl peterk@abc.com -
4« < 1 1 e 50 v items perpage 1-13of 13 items

I'll do this later Back m

Figure 2.18 Add users of the Add user group dialog

Refer Manage Employee Groups section for more details about user group management.

2.3.5 Create visitor appointment (Optional)

To manage visitor attendance, first an appointment must be made for each employee for the selected date as
below.

-+ New appointment £ Advanced ~ H Refresh data Enter visitor name to searcQ

Type to sqrch schedule Q 2024-11-13-2024-11-13

Visitor Schedule Appointment start Appointment end =t

|4 4 1 /1r » 50 v items per page

Figure 2.19 Appointment management view

Select new appointment button to create appointment for visitor schedule as below.

15
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@& New appointment - Default visitor schedule X

Booking details

o O o Default visitor schedule Start time
L%-QEJ‘DJ From 00:00 to 23:59 on 2024-11-13

Appointment number: 1

08:00 ®.

End time

Visitor details

Enter your details below

Name To meet

Full name Name of the person to meet
Email Phone

Email address Personal phone number

Ccvus [ v [ oo

Figure 2.20 New appointment dialog

Select appointment start and end time and visitor details and select create button to create appointment

Once appointment created, to enroll  Appointment details  Visitor details
biometrics for visitor select
“Biometrics” button from the visitor
details section of the appointment view
as below.

William Edisson

2 Tomeet: Karl mark
h &3 Email:  willedissin@asd.com

Phone: 3324

[ Edit visitor ][ New visitor appointment ][ Biometrics ]

Figure 2.21 Visitor details of appointment view
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Refer Visitor details section for more information about updating visitor biometrics.

24

Set up client devices

2.4.1 Install client application

The NCheck client applications are available for Windows, Android and 10S platforms.

1.

Install NCheck clients in Windows

Refer Install for windows section for more details.

Install NCheck clients in Android

Refer Install client for Android section for more details.

Install NCheck Attend client in Android

Refer Install NCheck Attend client for iOS section for more details.

2.4.2 Register client application

The Client application is required to register with the server to perform attendance recording. To register a client
application.

+ Create group (*] Import Type to search Q Details  Employees  Devices Locations  Admins

[}

Group Code Description

Group code Al users (@)
All users Default group for all users Description Default group for all users
Developer Dev Users 13
. Devices = 0 am
HR Human resource i 0 Xiaomi23117RA68G
Marketting mkt 0 rockchip TPS980P
O wmsi
Support Support : 0 samsung SM-M346B
Technician Technician D msi
4« < A Y| 50w items perpage 1-6of 6items | Register devices ‘
Figure 2.22 Register device button in the user group management view
1. Go to user group management in control panel
2. Select a user group
3. Select Register devices button

It will show the device registration dialogue shown in Figure 2.23 Device registration view for the user group. To
register the device,

17
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Register devices X

® Enter this token into the app to register the shared device for group time tracking and link
it to the NCheck system.

Please proceed with the shared device registration in one of the following ways:

[Asend email |0 04038147

Send registration
token to provided
email address.

Click to copy to
Scan QR code that clipboard.
includes everything
required for the
registration process

Device registration token will be valid until 2024-11-20 13:17 PM

Figure 2.23 Device registration view

1. Launch NCheck Admin client
It should show the device registration window.

2. Select On-premises option
3. Enter registration token

4. Search or enter server user in <server:<port> format. When the server is running in the same
computer, it can use localhost:<port>. Default port number is 8443.

5. Select the Connect button to register.
6. After Successful registration, the client application is ready for attendance recording

Refer Client registering view section for more details.
2.5 Record Attendances

* NCheck Attend for Windows, Android and 10S
— Attach a camera compatible with the NCheck as mentioned in the website, if it is not available.

— Face to the camera directly and select the capture button when the preview is available with the
device.

* NCheck Admin for Windows and Android

— Attach a compatible biometric device (face, fingerprint or iris) with the NCheck as mentioned in the
website, if it is not available with the device.

¢ View recorded attendances

Select Manage Event logs to view all recorded events.

18
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3 INSTALLING AND ACTIVATION

NCheck software is available for following platforms

e Windows

e Linux

e Android

e i0S

Table 3.1 NCheck software supportable platforms
Server  Admin Client Attend Source
Client

Windows / ‘/ ‘/ Windows installer
Windows v X X Windows docker image
Linux v X v Linux docker image
Android X ‘/ ‘/ Google Paly Store and APK download
ioS X x ‘/ Apple App Store

3.1 Install for windows

Download

windows installer from https://www.ncheck.net web site. This installer has following

components

e N
e N
e N

Check Server
Check Admin Client
Check Attend client

NCheck Server installation also installs NCheck Admin client. NCheck Attend client and
Admin client cannot be installed together. Administrator privilege is required to install
NCheck on windows.

Before install NCheck for Windows, make sure that you have installed the latest Windows
updates in your computer.

To proceed with the installation, execute the downloaded installation file. It will proceed you through
the following screens.
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1. Accept NCheck license and
agreement.
2. Select Next button

3. The components need to be installed.
NCheck server and NCheck Admin can be
installed together or separately. NCheck
Attend client can be installed separately from
other components

4. Select Next button

5. Select Create a desktop shortcut option
to create a shortcut to open NCheck client
application if installed

6. Select Next button

NCheck

fy’ Setup - NCheck -

License Agreement
Please read the following important information before continuing.

Please read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

License Agreement I

NCheck v6.0

()1 accept the agreement

© 1do not accept the agreement

lext > Cancel

Figure 3.1 License agreement dialogue

=]

Select Components
Which components should be installed?

Select the components you want to install; clear the components you do not want to
install. Click Next when you are ready to continue.

1,824.5 MB
1,492.7 MB

Current selection requires at least 1,870.7 MB of disk space.

Figure 3.2 Select components dialogue

Cancel

o

Select Additional Tasks
Which additional tasks should be performed?

Select the additional tasks you would like Setup to perform while installing NCheck,
then click Next.

Additional shortcuts:

[ create a desktop shortcut

Fiqure 3.3 Select additional tasks

Cancel
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7.

Review the install configuration before

install the NCheck.

8.

9.

Select Install button to install application

Ready to Install

NCheck

Setup is now ready to begin installing NCheck on your computer.

Click Install to continue with the installation, or click Back if you want to review or
change any settings.

Setup type:
Full installation

Selected components:
NCheck Server
NCheck Admin

< Back Install I Cancel

Figure 3.4 Ready to install dialogue

Once installation completed successfully, completion dialog will be shown as below. In the

completion dialogue, you will be asked to

10.

e Start NCheck Server configuration
e Run NCheck client
e View the User’s Guide

Select Finish button

Completing the NCheck Setup
Wizard

Setup has finished installing NCheck on your computer. The
application may be launched by selecting the installed
shortcuts.

Click Finish to exit Setup.

(] start NCheck Server Configuration
Run NCheck Admin
[ view user guide file

The NCheck service is running.
Configure NCheck server

=

Figure 3.5 Completed dialogue
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3.1.1 Install server for Windows

To install NCheck server

1. Follow the Install for windows section above.
Select “NCheck Server” component as showing in Figure 3.2 Select components dialogue. It will also
allow to select NCheck Admin Client component.

3. Ifthis installation is an update of the existing installation it may ask to stop running tasks.

ﬁ! Setup - NCheck —

Preparing to Install
Setup is preparing to install NCheck on your computer.

License Activation

Activate your license by choosing your preferred option
€ The following applications are using files that need to be updated by Setup. I is
recommended that you allow Setup to automatically close these applications.

After the installation has completed, Setup will attempt to restart the Current Activation:
applications.
@® Trial
NCheckTray
O Non trial

Current Activation:TRIAL

Status: True
© Automatically close the applications o .
= Issues with license activation? Contactus
() Do not close the applications

Activate
< Back Cancel

Figure 3.7 Server setup dialogue Figure 3.6 Server licensing dialogue

4. Inthe completion of the installation it will guide you to activate a license as showing in Figure 3.7 Server
setup dialogue..Please refer “License Activation” section for more details.

5. Ininstallation completion, it will show the server installation completion dialog as showen in Figure 3.5
Completed dialogue

6. In successful completion, the Server will be installed, and the
server icon will be appearing in the Windows system tray as
shown in Figure 3.8 Tray icon.

Figure 3.8 Tray icon

3.1.2 Install client For Windows

1. Follow the Install for windows section above
2. Ifthis installation is an update of existing installation it may ask to stop running tasks
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D Setup Wizard
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-t doer T e oy
| |
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s Lo ) [o=

) ) . Figure 3.9 Client setup completed dialogue
Figure 3.10 Client setup dialogue

3. Ininstallation completion, it will show the client installation completion dialogue as showen in Figure
3.9 Client setup completed dialogue in the completion window, You have following options
1. Run NCheck client

2. View the User’s Guide

3.2 Install for Linux

Follow this link to set up docker image for Linux. Refer Install On-premises server on Linux section for more
details.

3.3 Install client for Android

Download and install NCheck Admin or NCheck Attend client from Google play store or APK download from
https://www.ncheck.net/free-trials/.

3.4 Install NCheck Attend client for iOS

Install NCheck Attend client from Apple App Store.

3.5 Use extension

NCheck features can be extended or customized based on the customer requirements. The
extended/customized features are provided as an extension(extension.jar) to the system. To place the
extension,

1. Stop the server from the trey application menu as mentioned in Tray icon menu section.
Places the extension.jar in the root directory of the NCheck installation folder. For an example if the
server has installed in C:\Program Files\Neurotechnology\NCheck Visitor Management, the path of
the extension.jar will be C:\Program Files\Neurotechnology\NCheck Visitor
Management\extension.jar

3. Start the server from the trey application menu as mentioned in Tray icon menu section.

NCheck is validating the provided extension when server start using the filter signature
due to the security concern.
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3.6 Activation

NCheck Software licenses and Cloud subscription plan for different components are shown below.

Table 3.2 licenses and Cloud subscription plan for different components

COMPONENT LICENSE/PLAN

SERVER Cloud Monthly Subscription for a Plan
On-Premises License for no of users

CLIENT Attend Free
Admin License

3.6.1 Cloud plans

After signing up for NCheck Cloud server account, user will be offered a free subscription. Account administrator
can be changed to below plan. Refer pricing page for more information about cloud plans.

3.6.2 On-premises server and Admin client licenses

New installation of NCheck on-premises server and Admin client can be used for one-month trial period. After
the expiration of the trial period, a valid license should be activated.

Please contact us to purchase license for on-premises server and Admin clients.

3.6.2.1 License activation/deactivation
3.6.2.1.1 License Manager

The License manager option is used to activate licenses. License manager can be launched as below

1. NCheck on-premises server as shown in Figure 3.13 Licensing manager option of the on-premises server
2. NCheck clients for Windows as shown in Figure 3.12

1. NCheck Admin client for Windows

2. NCheck Surveillance client for Windows
3. NCheck Android clients as shown in Figure 3.11

1. NCheck Admin client for Android

2. NCheck Guard client for Android
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Configuration

Start

Stop

Control Panel

NCheck Bio Attendance
Application logs

License Manager

Generate Diagnostic Info

Exit

Figure 3.13 Licensing
manager option of the on-
premises server

License Manager views are shown below

English

Control Panel

Register

Synchronize

i License Manager

About

Figure 3.12 Licensing manager
option of the Windows clients

NCheck

Settings
o Register device
ﬁ Control panel
\ Preferences

Q Synchronize

5 License manager
@ About

Figure 3.11 Licensing manager
option of the Android clients
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License Activation

Activate your license by choosing your preferred option.

@—b Current Activation:

O Trial

@ Non trial

@—’ Activation options

@ License Text
O License file

O Dongle

O—=) |

Current Activation:TRIAL

( : ) » Status: True
O

Issues with license activation? Contactus

Figure 3.14 License manager view

1. Current activated license details
a. Current license type
Refer License types section for more details
b. License status
As obtained or not
c. License expiration date if exist
2. Current activation
Current activation as trial or non-trial.
3. Activation option
If the current activation is non-trial, select activation option for available
a. License text
b. License file
c. Dongle
This option available for Windows only.
4. License field
Field to enter/select license text/license
5. Activate button
Activate the selected license. The possible error messages are shown below.
6. Deactivate button

NCheck

Deactivate the current license if the license is serial. Refer License deactivation section for more details.
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3.6.2.1.2

NCheck

Table 3.3 Error messages of the server and client lances activation

Error code Error message

2001 Trial license has expired.

2002 License cannot be obtained

2003 The license is already in use.

2004 The license limit has exceeded. Please contact administrator/
NCheck support

2005 No valid NCheck license has found.

Note: After activating NCheck Android client license, the application should be restated
after clear from the memory.

License types

Following license types are available to activate the Admin clients for Windows and Android, Windows
Surveillance client.

1.

3.6.2.1.3

Trial

NCheck can use for 30 days period in the trial mode. An internet connection is required to activate the
license and constant internet connection is required to maintain the activation. After the trial period,
NCheck should be activated with a valid license.

License

License can be NCheck Serial number or internet license. It requires an internet connection to activate
both licenses. After activation using serial number application can be used without internet. But if
activation is performed using internet license, application must be connected with internet in order to
validate the license.

Application can be activated either the selecting the license file or license text.

Dongle

NCheck server and Windows client can be activated using activation dongle. Please contact NCheck
support team for more details.

License deactivation

NCheck Internet and serial licenses work only in a specific device on which activation was carried out (unique
hardware Id for this device is generated). But in some cases, a license should be stopped (deactivated) on this
device and activated again. Deactivation is required in the following cases,

e When you need to transfer another device

e Device in which license was activated is malfunctioned.

e Hardware components such as processors or hard disk have been changed.

e User changed a device (a computer).

e InAndroid 10 or later OS, it is strongly recommended to deactivate the serial number license, in
case of re-installing the application. Deactivate the license before uninstalling and activate again
after re-installing.

e Also, it is strongly recommended to deactivate a license before reinstalling an operating system
or installing a different OS version.
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Deactivation should be performed on the same device where it was activated. When you have an internet
connection, a license will be deactivated automatically. When a device is not connected to the internet, user
will be asked a location within the device to save Deactivation ID, which can be used with the license file to
deactivation uploading to the Neurotechnology website.

To deactivate the license,
1. Select the Deactivate button

2. If the device is not connected to the internet, you will be asked to select a location in the device to
save the deactivation id file

3. Upload the file with the serial number file to the Neurotechnology web site. Table 3.4 Error messages
of NCheck server and client license deactivation shows error messages that could appear for license
deactivation.

Table 3.4 Error messages of NCheck server and client license deactivation

Error code Error message
2005 No valid NCheck license has found.
2006 License deactivation has failed. The license has not been activated.
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4 SERVER

4.1 Cloud server setup
Refer Start an attendance management system with Cloud section for more details.
4.2 Install On-premises server on Linux

Refer this document to setup Docker for Linux.
Once setup the Docker, follow the below sections to complete setup.

1. Prepare the program data directory
2. Run the server

4.2.1 Prepare the program data directory

To prepare the program data directory

1. Create a directory “ProgramData”

2. Copy the following license files to “ProgramData/NCheck/License” directory.
a. license.lic
b. config.xml

4.2.2 Run the server

Use the following commands.

1. Runthe server
docker run -d -p <port>:8443 -v <ProgramData>:/ProgramData --name ncheck
ncheckadmin/bioattendance:<version>
2. Stopthe server
docker stop ncheck
3. Start the server
docker start ncheck
4. Configurations
Refer Configurations section for more details.

4.2.2.1 Configurations

Additional Arguments can be passed as Environment variables.

docker run -d -p <port>:8443 -v <ProgramData>:/ProgramData -e VARIABLE1="valuel’ -e VARIABLE2="value2’ --
name ncheck ncheckadmin/bioattendance:<version>

The following configurations can be used.

Database type (Optional)
Keystore (Optional)

Restore (Optional)

NMatcher configuration(optional)

AWDNR
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4.2.2.1.1 Database type (Optional)

Database type can be selected to configure the database to connect to HASQL, MySQL, MSSQL, Oracle. If not,
HSQL will be used. For each database type (DB_TYPE) the following configuration should be used

1. .SQLITE
a. DB_FILE
Database file name. Database will be stored in “ProgramData/NCheck/databases/server”
2. MYSQL, MSSQL or ORACLE
a. DB_URL
Database URL.
b. DB_USER_NAME
Database username
c. DB_PASSWORD
Database password
d. DB_MAX_CONNECTIONS
Maximum connections for the database. Default value for connection type is 30.

4.2.2.1.2 Keystore (Optional)

To setup SSL Certificate copy the keystore file (pfx) to “ProgramData”/NCheck/Keystore/<KeystoreFile>.

1. KEYSTORE
Keystore file name

2. KEYSTORE_ALIAS
Keystore Alias

3. KEYSTORE_PASSWORD
Keystore password

4.2.2.1.3 Restore (Optional)

Copy the Backup file to “ProgramData>/NCheck/databases/server”

1. DB_BACKUP_FILENAME
Backup filename

2. DB_BACKUP_PASSWORD
Backup file password

4.2.2.1.4 NMatcher configuration(optional)

1. NMATCHER_HOST
NMatcher name

2. NMACTHER_PORT
NMacther port

4.3 Install On-premises server for Windows

Refer Install server for Windows section for more details.
4.4 Monitoring and Managing On-premises server

NCheck server monitoring and managing is done through the server tray.

4.4.1 On-premises server tray

NCheck On-premises server tray provides the following options to monitor and control NCheck On-premises
server.

30



® [con status

e Notifications

e Tray icon tooltip
e Tray icon menu

44.1.1 Icon status

NCheck On-premises server tray icon indicates the following status.

Table 4.Tray icon statuses

Server is running and ready

Server has stopped

Server has stopped with errors

Server is running with warnings

4.4.1.2 Notifications

NCheck

NCheck On-premises server notifications are showing when the status changes. Sample notifications are as

follows,

Notification image

Server has started

NCheck Server

Figure 4.1 Notification when server is started
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Server has stopped

NCheck Server

Figure 4.2 Notification when server is stopped

Server has ready

NCheck Server

¢ Server is ready.

Figure 4.3 Notification when server is ready

Table 4.1 Server tray notifications

4.4.1.3 Trayicon tooltip

Tray icon tooltip shows the following information.
1.Status of the NCheck service
2.Status of the NCheck On-premises server
3.NCheck On-premises server database path

4.NCheck On-premises server port

@—.?.C"eck Bio Attendance service is started
@—.Niheck Server is ready.

®—— —@Database: SQLite, File: C:\ProgramData\NCheck\Databases\Server\NCheckDb.db
@—.Ser-.'er Port:8443

Figure 4.4 NCheck tray icon tool tip
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4.4.1.4 Trayicon menu

Configuration
Start

Stop

Control panel
NCheck Bio Attendance

Application logs

ITTTT0

License Manager
—b Generate Diagnostic Info

Exit

méri’eﬂﬁ?

% B B N
& 0 @
= S

Figure 4.5 NCheck tray icon menu

1.Configuration
Open NCheck On-premises server configuration as mentioned in On-premises server configuration section.

2.Start
Start NCheck On-premises server.

3.Stop
Stop NCheck On-premises server.

4.Control panel
Open the NCheck Control panel.

5.NCheck
Open NCheck client application for Windows.

6.Application logs
Open NCheck logs files folder.

7.License manager
Open NCheck licensing window.

8.Generate diagnostic info
Diagnostic info can be generated to keep track of existing problems and bugs in the NCheck On-premises
server or windows client application for NCheck developers. The diagnostic file is generating in
“C:/ProgramData/NCheck/Diagnostic” folder.
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9.Exit
Exit NCheck On-premises server tray icon.

4.4.2 On-premises server configuration

NCheck On-premises server using the configuration can be
applied using the NCheck configuration window. It has the
following configuration sections

Server

Database

Restore database

Load default button

Load default values to configuration dialogue.

5. Save button

Save the configuration and restart the server. The error
messages could appear when saving configuration has
shown below.

el A

L 4

Server

8443

Database

NCheck

Database restore

QuickBooks support

LOAD DEFAULT ﬂ

Figure 4.6 Windows service configuration window

Table 4.2 Error messages of server configuration save

Error code Description

1001 Could not connect with MYSQL/MSSQL {server url}: {port} server.

1002 Could not connect with the email server {host name}: {port}.

2006 Invalid SSL certificate file.

2007 Invalid key store password or SSL key alias.

2008 Invalid port number. Please select the valid port.

2009 Port is used by another application.

2010 Invalid SQLite database or password. Please recheck the database file or
password.

2012 {database name} could not be found.
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2013 Invalid MYSQL/MSSQL username and password.

1002 Could not connect with the email server {host name}: {port}.

2016 Could not connect with the email server {host}: {port}. Invalid username or
password.

4.4.2.1 Server

The Server configuration section allows to add SSL certificate to the NCheck On-premises server. SSL certificate
is significance to,

1.Encrypt the data sent across internet so that only the intended recipient can access it

2.Authentication to ensure that you communicate with the right server

You are allowed to use self-signed certificate without purchasing a certificate. NCheck
server uses a self-signed certificate to enable SSL features.

The SSL configuration settings are, ‘ ‘
[ : } > |

1. Key store file

SSL certificate file path @_.‘ o

2. Key store password
Password of the certificate file. : ‘
3. SSL key alias ‘

4. Port
HTTPS port for NCheck server. @_. _

The default port is 8443.

8443 ‘

Figure 4.7 NCheck Windows SSL configuration

4.4.2.2 Database

NCheck server can be configured with following databases
* HSQL e MSSQL
e MySql e Oracle
Proceed through the Setup database section to for more details.

4.4.2.2.1 Setup database

44.2.2.1.1 HsSQL
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HSQL - l

C\ProgramData\NCheck\Databases\Server\NCheckDb db ‘ | ]

(L=
(2D—> @ |

Figure 4.8 NCheck Windows SQLlIte configuration

1. Provide the location of the Sqlite database file. If the file does not exist, a new database will be created.
Provide the password of the database.
The password should be given to use with the NCheck system. Once the password is given, it will be saved
securely by the application.

If the provided HSQL database file is out of date,
the database will migrate to the new version
automatically when the NCheck server is starting.
The status of the database migration will be
shown in tray icon tooltip as shown in Tray icon
tooltip section. The possible errors on database
migration have been shown below.

% Doyou need to change the database enryption password? If
L & not, it will correct the database encryption password in
= configuration

Figure 4.9 Confirmation dialogue on password encryption change

Table 4.3 Error messages of SQLite database migration

Error code Description

2011 SQLite database migration has failed with the following errors.
1. Errorl
2. Error2
4.42.2.1.2 MySql

NCheck on-premises server compatible with MySql product version 5.6 onward.

E ]
(= )
CSE \
o |
o |
o :

Figure 4.10 NCheck Windows MySql configuration

1. Provide MySql Server name or IP address
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2. Provide the MySql server TCP port. This is 3306 by default

3. Provide existing database names in the server. Otherwise, you must create a database first
4. provide a username with all privileges on the database

5. Provide the password of the users

4.4.2.2.1.3 MSSQL

NCheck on-premises server compatible with MSSql version 2014 onward.

MSSql -

localhost

1433

o

79599

Figure 4.11 NCheck Windows MsSQL configuration

Provide MSSql Server name or IP address.

Provide the MSSql server TCP port. This is 1423 by default

Provide existing database name in the server. Otherwise, you must create a database first
provide a username with all privileges on the database

Provide the password of the users

A wN e

NCheck connect to MSSql server using TCP/IP protocol. TCP/IP protocol for the SQL server
should have enabled in the SQL server Network configuration\

4.4.2.2.1.4 Oracle

It is required to install and configure Oracle database as mentioned in here. After installing the Oracle
database,

1. Create a full privileged user for the oracle db
2. Configure service and network as mentioned in this link.

To configure Oracle database with NCheck server,
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l Oracle \d

oS
o \
o \
oN

Figure 4.12 NCheck Windows Oracle configuration

Provide Oracle Server name or IP address.

Provide the Oracle server port. This is 1521 by default

Provide existing database name in the server. Otherwise, you must create a database first
provide a username with all privileges on the database

Provide the password of the users

ok wnN e

4.4.2.3 Restore database

The database can be restored back to C
NCheck server.

1.Backup file @—b ®

Select the database backup (zip

file format) to restore. The

database backup can be created

as mentioned in Backup data section.

Figure 4.13 NCheck Windows database restore configuration

2.Password
Enter the database backup password

Database restore status are shown in the trey icon tooltip as shown in Tray icon tooltip section. The possible
error messages when restored database are shown below.

Table 4.4 Error messages of restore database

Error code Description

2015 Data restore has failed. Could not decrypt the file with the given password.

2014 Data restore has failed. Invalid backup file.

4002 An unidentified error occurred during data restore. Please contact administrator

or NCheck support for more details.
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5 BOOKING PAGE

NCheck booking page is an online portal which allows to book visit appointments. NCheck has provided default
online page to book appointments.

By default, there are custom Customer can request custom online page and add as NCheck extension. Refer Use
extension section for more details.

Refer Start online appointment booking section for to start appointment booking.

5.1 Start online appointment booking

To access appointment booking, browse NCheck from following URLs.

1. Cloud
I URL
https://vmcloud.ncheck.net/web/public/template/home/html/{customerCode}
I Remarks
CustomerCode: A unique id receive after successful signup for the cloud.
2. On-premises
I URL
https://server:port
I Remarks
Server: Sever name or IP address, Port: Service port configured on the server. The default
port is 8443.

Once the page loaded you will see NCheck home page as mentioned in Online appointment booking home page
section.

At least one schedule should be available to create appointments. Refer Add/edit visitor schedules
section for more information about creating visitor schedules. Note that to be visible the schedules
in online page, Online setting should be enabled for each schedule.

5.2 Online appointment booking home page
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12.00 am 12:00 am
©_. Available for booking Available for booking

NCheck

i .11

¢ Quick start guide & Documentation . Contact ) About

v Ewe W
Make an appomtment online

1a4wd.zmyotx:r'w-1r\d*cxmb' <fme in premises; fm,r own safety

‘ ‘
o Adam's Standup Comedy Show m o .. | Thinkers Meet m
AUABC Company (pvt) Lid 0_0_3 AtABC Company (pv) Ltd
Start from 18-07-2022 12:00 am lo 19-07-2022 @i‘ ﬁﬂ Start from 18-07-2022 12:00 am lo 19-07-2022
12.00 am 12:00 am
Available for booking Availabie for booking

At Simpia Main Office At Super City Building
Zo

) Start from 18-07-2022 12:00 am fo 19-07-2022 o Start from 18-07-2022 12:00 am to 19-07-2022

~ ~_~ Simpla Office - Employee Access m Super City Apartment Access m
- T

o
[

[ 19.07.2022 [ wore.. [0z (20072022 [ ore.. |
Submit residence documents m o .. Visit human resource m

o

C‘Qj 'AUABC Company (pvt) Ltd I°Q‘_’) At ABC Company {pv1) Ltd

% é) Start from 19-07-2022 12:00 am to 20-07-2022 ‘% @ Start from 18-07-2022 12:00 am to 19-07-2022
12.00 am 12.00 am

Available for booking Available for booking

(20072022 J 21072022 ] ore. T 10072022 | 20072022 | Mo

B 8 ¢ i v]

@ 2022 Neurotechnology. Al rights reserved. - Privacy - Terms

bo :

Figure 5.1 NCheck online home page view

Quick start guide link

Link to open NCheck quick start guide.

Documentation link

Link to open NCheck documentation

Contact link

Link to open NCheck contact information

About link

Link to open NCheck About page

Admin login button

Log in to NCheck.as mentioned in Sign in to web Control Panel section

Schedules list view

Schedule list view in the home page is showing 6 schedules from available as shown in Schedule list
view section. Refer Schedule section form more details about manage schedules.
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7. More button

Browse all schedules as mentioned in Filter schedules section.
8. Privacy link

Open NCheck privacy policy
9. Terms link

Open NCheck Terms link

10. Social media links
Links to open NCheck YouTube, Facebook, LinkedIn, and Tweeter social medias.

5.3 Create an appointment

A visitor must follow the sections below to create an appointment successfully.

1. Appointment time and seat selection section
2. Visitor detail section
3. Appointment completion section

5.3.1 Appointment time and seat selection section

In this section visitors must select appointment time and seating as mentioned below.
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‘ Adam's Standup Comedy Show - Select seats ‘

O Adam's Standup Comedy Show Starttime| 100AM | © | Endtime| 1200PM | © +—®

(At ABC Company (pvi) Lic |

From 08:00 am to 05:00 pm on 25-05-2023

Break times

® Lunch break Tea break
1200 PM- 01:00 PM  03:00 PM - 03:30 PM

Select the time slot from available slots below

03:00 AM - 09:00 AM 09:00 AM - 10:00 AM 10:00 AM - 11:00 AM 11:00 AM - 12:00 PM 12:00 PM - 01:00 PM 01:00 PM - 02:00 PM
Slot ended Slot ended Slot ended A 30 available A 30 available A 30 available
B: 30 available B: 30 available B: 30 available
Lunch break
02:00 PM - 03:00 PM 03:00 PM - 04:00 PM 04:00 PM - 05:00 PM
A 30 available B: 30 A 30 available A 30 lable
avaiable B: 30 available B: 30 available

Select seats

D A D B Occupied Selected

MEEEEEEEEE
15 5 | e
©—e 0 72 o v o
EEEEEEEEEE
EEMMEEEEEE
1 o o o o o

Check out
D A 2x$20.00 $40.00
D B 2x$10.00 $20.00
Total amount: $60.00

®

Figure 5.2 Appointment time and seat selection view

1. Schedule quick view
Start time and end time of the appointment
Select appointment start and end time for the appointment if Allow change appointment time setting
has enabled as mentioned in Add/edit visitor schedules section. Default value of the appointment
starts and end time.
e Ifthe Slot time is equal to 0, schedule starts and end time.
e If the slot time is greater than 0, Selected time slot start, and end time as mentioned in
time slot view section.
3. Break time list view
4. Time slots view
Refer Time slots section for more details.
5. Seat selection view
Refer Seat selection section for more details.
6. Next button
Procced to the visitor detail view
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5.3.2 Visitor detail section

Visitors must provide visitor details in this section.

@é?“% From 08:00 am to 05:00 pm on 25-05-2023

‘ Adam's Standup Comedy Show - Visit details Complete within 0550.—@

©  Adam's Standup Comedy Show
i) Lid Selected seats

D"‘ 2 x$20.00 $40.00
DB 1 x $10.00 £10.00
Total amount: $50.00

Visitor details

Name Fhone
®©—e

Email Address

I have accepted the NCheck Visitor management terms and conditions.

@—. I'm not a robot

w

o

™

oy - Tews

Figure 5.3 Visitor detail view

Booking timeout
The selected booking is hold until Reservation time out for schedules created from following scenarios
with mentioned configurations.

a. For Travel and entertainment scenario, it will be not allowed to select reserved seat for the

selected time (if Slot time > 0).
b. For other scenarios, a booking will be hold from available for the selected time (if Slot time >
0), if Slot occupancy >0

Schedule quick view
Appointment time
Selected seat details
Number of selected seats and pricing for each group. This is showing the schedules created from
travel and entertainment scenario.
Visitor form
NCheck term and conditions
Captcha verification
Captcha verification is available for online booking page of NCheck cloud.
Submit/Next button
If the payment is configured for the schedules as mentioned in Payment detail view, Next button will
be appeared to procced to the Payment section. Otherwise, the Submit button will appear to create
the appointment and redirect to the appointment completion section on successful appointment
section.

5.3.3 Appointment completion section

Refer Appointment completion section for more details.
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6 WEB CONTROL PANEL

NCheck administration and configuration application is a control panel application. This is a web-based

application that can be accessed using popular web browsers using following URL.

6.1 Start web Control panel

Table 6.1 Launch NCheck control panel from Browser

URL Remarks
Cloud https://cloud.ncheck.net/login
On https://server:port/login e Server —Sever name or IP address

Premises

e  Port —Service port configured on the server.
Default port is 8443.

NCheck control panel launcher application with extended data capture capabilities is available with the NCheck
Server and NCheck Admin client installations. This application can be launched from

Table 6.2 Launch NCheck control panel from server and clients

Server 1.

Windows Admin client

Android Admin Client 1.

Right click on the NCheck server tray application icon
select Control panel menu item as Figure 4.5 NCheck tray
icon menu

Open the application menu
select control panel as shown in Figure 6.1 NCheck
Windows Admin client main menu.

Open the side bar menu
Select control panel as shown in Figure 6.2 NCheck Android
Admin client main menu
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Q Synchronize

3£ Control panel

&, Diagnostic data
-4 Login

[F3 Select resolution
f:) Unregister

G synchronize Q) Go to admin mode
£ Settings dur Show recent events
B License Manager [ Login to Control panel
& Diagnostic information S Buy now
© Avout @ About
Figure 6.1 NCheck Windows Figure 6.2 NCheck Android Admin
Admin client main menu client main menu

NCheck server interface will work with recent versions of Mozilla Firefox, Google Chrome,
Microsoft Edge, Opera and most common web browsers. It does not work with the
Internet Explorer browser.

6.2 Signin to web Control Panel

Once the NCheck control panel sign in is triggered in
on-premises mode, you may see browser warning as A

shown in Figure 6.3 Browser warning without SSL

certificate because it fails to validate the SSL  Yourconnection s not private

certificate with trusted certificate authority. To " mom i s e e v o o ossihest i e
prevent this warning R RO

° You may use the browser option to skip and
proceed to the site.
. You may use valid SSL certificate as mentioned

in the On-premises server configuration Advanced
section.

° You may add your server to the trusted server Figure 6.3 Browser warning without SSL certificate
list.
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Once the warning has been resolved as mentioned
above, user will be asked to login to NCheck control
panel as shown in Figure 6.4 NCheck control panel
signin.

1.

E

Google login button
If you are using your Gmail email address to
login to the NCheck control panel, you can use
this option to login into control panel, signing
with the Gmail account.
Intuit login button
If you have Quickbook account, you can login to
the NCheck control panel if you are using same
email address.
Username
Password.
Forget password link
The forgot password view appears as shown in
Figure 6.5 Request password reset.

1. Email address

2. Security check for human

3.  Reset password button

NCheck

NCheck EN -

by Newrotechnology

Log in to continue

Welcome back

®—. {5 Login with Google Log in with Intuit g

Email address

—e

©

Password

®
.

Forgot your password?

Remember me

{77

r:o not have an account? Register here

Figure 6.4 NCheck control panel sign in

Password reset email will be sent to the email address if that is specified to a user in NCheck. In
on-premises mode Administrator allows to reset user password as mentioned in Change
password section. The error message could appear as shown in Table 6.4 Error messages when

reset password
Remember me

Once you logged in to the NCheck control panel, the logged in session will expire after limited time and
you will be asked to login again. To continue the logged in session without expiration, select this option.

Login button

After successful login in, you will be landed in the NCheck Control Panel Dashboard. The possible error
messages after selecting login button are shown in Table 6.3 Error messages of web control panel sign-in

Sign up link

This is available only on NCheck Cloud. It loads the signup page for subscribing to NCheck Cloud.

For NCheck on-premises server, the default admin username and password are “admin”.

Table 6.3 Error messages of web control panel sign-in

Error code Error message
2018 Invalid username or password.
Table 6.4 Error messages when reset password
Error code Error message
2019 Could not find the user associated with {email address} email address.
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Reset your password

Enter the email address linked to your account

Email

m not & robot

Reset password

Figure 6.5 Request password reset

After signing in, those who have administrator privileges will be landed in the NCheck Control Panel Dashboard,
it will show a tour to demonstrate how to setup NCheck for attendance recording.

NCheck

(R Dashboard

& User management
222 User groups

(© Schedule and shifts
@ Locations

& Appointments

% Leave and holiday
[0 Devices

Eventlog

& Reponts

£3 Settings

@ Admintasks

& Downisagapp
Nourotechnology
Bio teniance

¢ Collapse sidebar

® 0 0 &=~ O

I back, hnology Adr Empioyee | Vsior |
EMPLOVEES DEVICES Add users > 5]
Register devices > m Access
>
No users avalable Downlcad the app and register the dovica to startl L
Create shills >
Create smployee schedules >
Add users Register devices S 5
@ Configure nofications
LEAVES AND HOLIDAYS -
Finish onboarding -
November, 2024 <
Mon Tue Wed Thu Fri Sat Su
12 3
4 05 6 7 8 9 10 Ho data
Moz 13 1 15 16 17
w1 n o2 o3 o
25 26 27 28 29 30
[ Fix attendance events |

Currentday W Lewves B Holidays

Recuring holdays | Manage leaves and holidays [ Manage overtimo speravals |

Figure 6.6 Tour guide for NCheck
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Once you login to the system, it will show onboarding checklist menu Onboarding checklist

in the Navigation bar. This will guide you to set up the attendance and
visitor management system for the first time use. The onboarding

Welcome to NCheck Bio Attendance!

L Speed L Ir organization setup with these
checklist is shown below. quick st oW
1. Onboarding checklist progress Add users >
2. Onboarding checklist
a. Add users Register devices >
This will open Add employee dialog as mentioned Creat R
. .. . reate group
()
in A.dd emplgyee/wsﬁor section. (2
b. Register devices Create shifte >
This will open Register device dialog as mentioned
in Register device section to generate registration Create employee schedules &
token to register NCheck client device with the
system Create visitor schedules >
c. Create group Configure notifications
This will guide open Add employee group dialog to
. G}_' Finish onboardin
create new employee group as mentioned Create L= 2
group in section. Figure 6.7 Onboarding checklist menu

3.

d. Create shifts
This will open Add shift dialog to create new shift as mentioned in Add/edit shift section.
e. Creates employee schedules
This will open create schedule dialog to create employee schedule as mentioned in Add/edit
bio attendance schedule section.
f.  Create visitor schedules.
This will open create schedule dialog to create visitor schedule as mentioned in Add/edit
visitor schedules section.
Finish onboarding
Once the onboarding checklist is done, select the finish onboarding section to close the menu.

Once the initial setting up has done, users will be able to access the NCheck control panel as assigned roles
mentioned in Web Control Panel Roles section.

6.3 Web Control Panel Roles

The current role of the control panel logged in user is shown in the login options. It can be

1.

Account administrator

Account administrator is the owner of the account. He has full authority and can perform all
administrative operations.

Administrator

System users can also be assigned administrative privileges. These administrators can do all the admin
operations except subscription management and account detail editing.

Admin Auditor

Admin auditor can access all control panel data like administrator. But cannot change and save them.
Visitor administrator

Visitor administrator can manage all visitor data such as visitors, schedules, appointments, etc.
Visitor admin auditor

Visitor admin auditor can access all visitor data as visitor administrator. But it does not allow to
change and save.
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6. Group Administrator
Group administrator is an Administrator who can manage an assigned group of users.
7. Group admin auditor
Group admin is also can access all the data which can accessed by a group administrator. But cannot
change and save
8. Standard user
NCheck Control Panel provides self service functions for standard users.

6.4 Web Control Panel View

NCheck Control Panel has following HiChack [ot=] 0 0 2 @ Ae(D)
components Welcome back, Neurotechnology Administrator Grow 4l user groups. + ‘

APPOINTMENTS RECENT EMPLOVEE ACTIVITY o

1. Navigation bar
2. Side bar
3. Tab content view

» . Kl Mar
Snown Peral Snown peral
’ s

Add sppointment ponaldtn . Ronala By

EMPLOVEES

‘SCHEDULES AND APPOINTMENTS LEAVES AND HOLIDAYS

octover 2024 > October, 2024

7 8 3 m M 123 e 78 3 0N 12
RO AR IEIE: TR

ERESE IR R 2z
FNETIEED FRET)

¢ Collapn skl [vanage opoirmmens | Manage leaves

Figure 6.8 NCheck control panel

RS

NCheck Onboarding checklist - ® ® N @ EN

6.4.1 Navigation bar

Figure 6.9 NCheck Bio Attendance navigation bar

1. Bradinglogo
Onboarding checklist menu
A virtual demonstration which guides how to setup NCheck for attendance recording. This will be
popup once you login to the system as mentioned in Sign in to web Control Panel section.
3. Resource center
a. Onboarding tutorial
Open onboarding checklist menu.
b. User guide
Open NCheck user guide.
c. Contactus
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6.4.1.1

My

uh LR

d. Reportabug

NCheck

This will open the email client application installed in the device to report bugs via email.

NCheck support team will respond immediately.

System info

Show information such as NCheck server version, terms and conditions, privacy policy.

Notification button
Open notification dialog
Language selection

To change NCheck server control panel language.

Account menu
Refer section for more details.

Account menu

@—b

@—D Switch profile by role

Neurotechnology
Administrator
admin

Customer

A

@—b My Account

@—P Login options

@—bSign out

Figure 6.10 NCheck sign in user account view

Logged in user account details view
Switch profile by role

Account

Login options
Sign out

Sign out from NCheck server control panel.

6.4.1.1.1

PwNE

Logged in user account details view

C Neurotechnology
Administrator

admin

Customer

A-

Figure 6.11 Logged in user account detail’s view

Company logo
Name of the admin user
Role name

This appears, if the user logged in from the customer account
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6.4.1.1.2 Switch profile by role

6.4.1.1.3 My Account

This can be used to edit your account
details. Depending on the current role,
this view is different.

For normal users, it will show his/her
details.

If you are an account administrator, you
will get the account details. For other
administrators cannot access account
details.

1. Profile picture

2. Browse button
Select the profile picture from
the local file system.

3. Remove photo
Rest the profile picture to the
NCheck default profile picture as
shown in Error! Reference
source not found.

4. Admin name
Owner of the attendance system
account

5. Company name

6. Comment
If any

7. Email
The email address of the owner

8. Addressline 1

9. Address line 2

10. City

11. Country

12. State

13. Zip code

14. Mobile

15. Telephone

16. Update button

NCheck

Account settings x +—1(17)

(4 ——— Admin name *
Neurotechnology Ad

(5 ) Company *
-

(6} = Comment
() ———wEmai

(8 )——maddressline 1

(a) — e Address line 2

(10)———mciy

(11— country

—~
(12)——mstate

F o=
(B)F—™7pcode

({3]4> Mobile

(15— Telephone

Company logo

MY COMPANY LOGO

Upload phato - {2)

Remove photo - (3)

Updat (16)

Figure 6.12 Edit account details

Figure 6.13 Default profile picture

The update button will be disabled if the Validation errors exists.
All error messages that could be appeared are sown in Table 6.5.

17. Close button

Table 6.5 Error messages of my account view

Error code

3001

Error message

Mobile/telephone

number

country/region.

is not valid for the selected
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3002 Invalid email address.

6.4.1.1.4 Login options

Login options dialog allows to change login details for the admin role as follows.

Login options - admin x-—(8)

Customer (username: admin) @ Profile picture

Full name
: ABC Company (pvt) Ltd 17®
Password should include:
« Atleast 8 characters
* At least one uppercase letter, lowercase letter, number

and a special character from (1", "@", "#","$", "%", """, "&",

e

. Sht;u\d not include Non-English characters. ST
Remove phot(:ﬂii@
New password

Enter new password

Repeat new password

Repeat password

Password Strength:

o )

Figure 6.14 Login options dialog

1. Profile picture
Upload button
To select the profile image from locale file system.
3. Remove button
Remove profile image.
4. Full name
5. New password
Password must contain at least 8 characters including once upper case, lower case, number and
special character from ("!1", "@", "#", "S", "%", "A", "&", "*").
6. Confirm password
7. Update button
The update button will be disabled if data Validation errors exists. All error messages are shown
in the table below.
8. Close button

Table 6.6 Error messages of changes password in login options view

Error code Description

3003 Password does not match.
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3004 Password must contain at least 6 characters with one number.

6.4.2 Side bar

The side bar contains branding, and the main menu is as follows.

uhwN R

6.4.2.1

Main menu
Download app
Name of the organization

Number of existing users out of total number of users allowed.
Number of existing appointments out of total number of appointments

allowed.
Collapse sidebar
Collapse/show sidebar

Main menu

(@ Dashboard

2# User management

2&s User groups

(© Schedule and shifts
& Locations

®‘. Appointments

&, Leave and holiday

[0 Devices

Event log

E] Reports

83 Settings

@ Admin tasks

@—. &, Download app
@—. A Neurotechnology

Bio Aftendance
-
User limit: 100

: Visitor management

Appointment limit: 20

@‘b < Collapse sidebar

Figure 6.15 NCheck Bio
Attendance side bar

NCheck Web Control Panel Menu is used to access main functions of control panel. Control panel provides the

following functions through the menu.

1. Dashboard
2. User Management
3. User groups.
Manage Employee Groups
4.  Schedule and shifts
Manage schedule and shifts
5. Locations
Manage Locations
6. Appointments
Manage appointments
7. Leave and holiday
Manage Leaves and holidays
8. Devices
Manage devices
9. Eventlog
Manage Event logs
10. Reports
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11. Settings
12. Admin Tasks
13. Subscription

Based on the current role, available menu items may be different. Also, the functionality inside the menu item
is also different.

6.7 NCheck Bio Attendance menu accessibility

Menu Item Role
Account Admin Admin Group Group Standard
Admin Auditor Admin Admin User
Auditor
Dashboard

User Management
Manage Employee Groups
Manage

Manage leaves and
holidays

Manage devices
Manage Event logs
Reports

Admin Tasks

Settings

UL UL U UL NUE S NUE SN NN
p RN UL N N NI N N NG N N
b (NI N N NI N UL U NI NN
(I IR U N N N N N NI NI N
p (RN UL N NUE NI N NI UL R N
p (R NI U NI NUE NS N N NG N N

Subscription
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6.4.3 Tab content view

NCheck

Tab content view is where the content of the select menu from Side bar is showing. Menu content view is shown

below.

[0  employee code
NppF2x
955IM
AQ2XAD
Q9sLPe
Vapuo
Viudoo
gesTH
WaPC
YmLkSY
Bmkdsp

DjRHOU

Woa 1 e

First Name

Karl

Shawn

Kavin

Ronald

Andrew

Mike

Lawrence

Perter

Kathrine

wawgd

Sue

s |itams per page

LastName.

Mark

Dameon

Phone

-110f 11 ftems

Detalls  Dovices

Full name
Emall

Phane
Address
Employee code
Status

Biometrics

Groups  Locations  Leaves

Kathrine dowd Profile image: (D

kathd@abe com -~

Not provided.
United States
¥mLksY
Active

Update blometrics pagmevuav\cas” Edit profile ‘ : ‘

Figure 6.16 user management tab content view

1. Bio attendance and visitor management mode selection switch
Switch between bio attendance and visitor management features for the selected tab.

2. Content area

6.4.3.1

Bio attendance and visitor mode selection

NCheck allows to manage employee and visitor functions in the system. In the control panel, for menus such as
Dashboard, User Management, Manage schedule and shifts, etc. are showing bio attendance and visitor mode
selection view to show the specific view in the content area. Bio attendance and visitor mode selection controller
can appear in following ways.

Employee

Visitor

Figure 6.18 Employee and visitor switch

view

Attendance

Visitor management

Figure 6.17 Bio attendance and visitor management
switch view
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6.5 Dashboard

The dashboard provides a graphical summary of the employee and visitor activities of the NCheck customer
account. Customer account administrator and users marked as administrators can access the Dashboard.
Summary includes.

Dashboard view is shown below.

w’\ff—-We\comeback,NeurolechnolagyAdminisﬂatur Group Al user groups - m
EMPLOVEES DEVICES RECENT EMPLOYEE ACTIVITY ]
v In out Access
Karl Mark
— Checkatin
Gow
onese
Ronald Bay e
20241112 15:42:22 o
~ Andrew Nadal T
& ) Cheexer i
Add users Reglster devices
Mike Holden S
ez isaz
LEAVES AND HOLIDAYS Loaves Holidays
Kathrine dows
20041119 084951
November, 2024 < Ronald Bay -
20241119
Mon Tue Wed Thu Fri Sat Sur
1]12)38 Sue Dameon ot
4 5 6 7 8 9 10 241119
Moz 13 4 15 e 17
w[19]20 2 2 23 2
25 26 27 28 B 30
I Fi attendance events I
Currentday @ Leaves @ Holidays © Recuming holidays Manageleevesandﬂolldas'S‘ I Manage overtime approvals |

Figure 6.19 Dashboard view

1. Dashboard controls
2. Dashboard data view
Dashboard data view is showing Employee dashboard and Visitor dashboard.

6.5.1 Dashboard controls

7 ?

Welcome back, Neurotechnology Administrator Group  All user groups - Employee | Visitor

Figure 6.20 Dashboard controls view

1. Welcome note for logged in user
User group selection
Select a user group from the list to load the statistics in the Employee dashboard. This is unavailable
for Visitor dashboard.
3. Employee/visitor switch
Switch between Employee dashboard and Visitor dashboard.

6.5.2 Employee dashboard

Employee dashboard is shown below.
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6.5.2.1

EMPLOYEES DEVICES

"/

NCheck

7 1

RECENT EMPLOYEE ACTIVITY O

In Out Access

N Karl Mark Checked-in
— " — rersona 20241112 19:43.07 -
— *.’I - — Group
Ronald Bay Checked-in
2024112154222 o
Andrew Nadal Checied-n
20241112 154222 i
Add users ‘ 1 Register devices
Mike Holden Checked-in
Leaves Holidays i
LEAVES AND HOLIDAYS Kathrine dowd
20241119 08.49.51 Checkedn
November, 2024 < > Ronald Bay OnLeave
20241119
Mon T Wed Thu Fri
12 3 Sue Dameon

4 5 6 78|91 20241119
1012 (13 [14 1516 | 17

1B[19]20 2 2 23 2

25 26 27 28 29 30

Currentday  Leaves @ Holidays * Recurring holidays

OnLeave

[ Fix attendance events |

‘ Manage leaves and holidays I iaan oertive Rouaavale |

Figure 6.21 Employee dashboard view

Employees Summary
Employee device summery
Recent Employee activity
Leaves and holidays

Employees Summary

The employee summery graph shows an
overview of the employee activities at the
current date and time.

vk wN e

Legend

Percentage of checked-in users
Percentage of checked-out users
Percentage of users on leave

Add user button

Open add employee dialog to create
new employee as mentioned in Add
employee/visitor section.

EMPLOYEES

@—b{ Add users ]

Figure 6.22 Employee summery view of the Dashboard

The number of users of each activity is showing when hovering on the graph.
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6.5.2.2

Employee device summery

The employee device summary is showing the NCheck
Windows, Android and 10S admin and attend clients
registered with the system.

6.5.2.3

1. Legend

DEVICES

NCheck

R

Number of Windows, Android and 10S Attend @—»

clients registered for employees.

3. Number of Windows And droid Admin clients
registered with the selected group.

4. Register devices button
This will open register device dialog to
generate registration token to register Admin

I FPersonal - ( 1 :
. Group

O—

Register devices

Figure 6.23 Employee device summery view

and attend clients as mentioned in Register device section.

Recent Employee activity

The recent employee activity view shows the last event
of all employees in the current day.

1.

Event type tabs

Select event type from check-in, check-out and
access, to filter out the last user events.

Event list

Event list is showing check-in, check-out and
access events according to the selected event type
from the event type tab. Refer Recent employee
event view section for more details about event
information.

Fix attendance events button

Add events for users. This opens the Events view
for employee/visitor event logs in Manage Event
logs.

Manage overtime approvals button

Manager overtime approvals. This opens the
Overtime view for employee events logs in
Manage Event logs section.

Refresh button

RECENT EMPLOYEE ACTIVITY

(D)=

In Qut

04—@

Access

Karl Mark

7:53:00

Shown Peral

01 08:10:00

: Kavin Donald

Ronald Bay

08:20:00

-01 08:05:00

Andrew Nadal

0-01 08:01:00

Lawrence Miller

01 08:07:00

(D=

Fix attendance events

l

(O

Manage overtime approvals

l

Figure 6.24 Employee activity view of the Dashboard
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6.5.2.3.1 Recent employee event view

1. Username and event date time

2. Eventtype

@_. Lawrence Miller

Figure 6.25 Recent employee event view

Event type as in(check-in), out(check-out) or access

6.5.2.4 Leaves and holidays

LEAVES AND HOLIDAYS

October, 2024

Mon Tue Wed Thu Fri
2 3 4
7 8 9 10 1
@_.T 15 16 17 18
21 22 23 24 25

8 20 30 a1

NCheck

r"'_@

Leaves

Holidays

Ema Gwsonki
2024-10-01

Perter Karl
20241001

On Leave

On Leave

@*’ Current day @ Leaves @ Holidays Recurring holidays

1. Legend

The leaves and holidays calendar
Calendar is showing dates with available leaves and holidays. Leaves, holidays and recurring holidays
are shown in separate color codes. For the selected date, all available leaves and holidays are shown
in the leave and holidays list view. The leave tab shows a list of Leave view and holiday tab is showing
list of Holiday view available for the selected date in the calendar.

3. Leave and holidays list view

Manage leaves F—@

Figure 6.26 Leave and holiday view

This view is showing available leaves and holidays for the selected date from the calendar.

4. Manage leaves button

You will be redirect to the Leave and holiday section.

6.5.2.4.1 Leave view

O,

Figure 6.27 Leave view

» Ema Gwsonki
2024-10-01

On Leave
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1. Username and leave date

6.5.2.4.2  Holiday view

: Annual trip Holiday
2024-10-07
Figure 6.28 Holiday view
1. Holiday name and date
6.5.3 Visitor dashboard
The visitor dashboard is shown below.
APPOINTMENTS DEVICES
®_. No appointments available — Fersonal
—— Group
Add appointment ] l Register devices
SCHEDULES AND APPOINTMENTS FSCIO ikt 2 sppointments
Type: Personal
November, 2024 < >
Mon Tue Wed Thu Fri Sat Sun f;pluymvisﬁ 2 appointments
3 12 3
4 5 6 7 9 10 itoicn 2 appointments
112 13 14 15 16 17 e
18 (19|20 21 22 23 24 Training e

25 26 27 28 29 30

Currentday M Leaves M Holidays © Recurring holidays

Recent visitor activity

ALWNR

Manage appointments

Figure 6.29 Visitor dashboard view

Appointment summery
Visitor device summery

Recent visitor event view

T

In Out

RECENT VISITOR ACTIVITY

Ray desmond
20241112 09:0000

Shelton Harper
20241119 10:0000

NCheck

Access

Checkedn

Checked-n

| Fix visitor events
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6.5.3.1 Appointment summery

Appointment summery graph shows an overview of
all appointments on the current date.

1. Not attended
The appointments are considered as not
attended if the visitor has not been
recorded for the appointment before
finished

2. Pending appointments
The appointments that visitors have not
been recorded

3. In progress appointments
The appointments that visitors have already
been recorded as in progress appointments.

4. Cancelled appointments
The appointments set a cancelled

5. Completed appointments

NCheck

APPOINTMENTS

(1 )—»

@—'l Add appointment

Figure 6.30 Appointment summery view

The appointments set as completed appointments

6. Add appointments

This will redirect to the Appointments section to add new appointment.

6.5.3.2  Visitor device summery

The visitor devices summary is showing the NCheck
Windows, Android and 10S admin and attend clients
registered with the system.

1. Legend
Number of Windows, Android and 10S Attend
clients registered for a location.

3. Register devices button
This will open register device dialog to
generate registration token to register Admin
and attend clients as mentioned in Register
device section.

DEVICES

R

I FPersonal
. Group

G—

®—>| Register devices

Figure 6.31 Employee device summery view
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6.5.3.3

Recent visitor activity

The recent visitor activity view shows last event of the
visitors in the current day.

1.

6.5.3.3.1

1.
2.

6.5.3.4

Event type tabs

Select event type from check-in, check-out
and access, to filter out the last visitor
events

Event list

Event list is showing all recent events of
visitors according to the selected event type
from the event type tab. Refer Recent visitor
event view section for more information
about visitor events.

Fix visitor event button

Add events for visitors. This opens the
Events view for employee/visitor event logs
in Manage Event logs.

Refresh button

Recent visitor event view

Lawrence Miller
2024-10-01 080700

(1)—>

RECENT VISITOR ACTIVITY

In Out

NCheck

04—@

Access

@—»

@

Karl Mark

2024-10-01 07-53:00

Shown Peral

2024-10-01 081000

Kavin Donald

2024-10-01 082000

Ronald Bay

Andrew Madal

Lawrence Miller

Fix visitor events

l

Figure 6.32 Recent visitor activity view of the dashboard

ey

Figure 6.33 Recent visitor event view

Username and event date time
Event type

Event type as in(check-in), out(check-out) or access

Schedules view

Schedule and appointment view is shown below.
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SCHEDULES AND APPOINTMENTS

November, 2024

<

Mon Tue Wed Thu Fri Sat Sun
12 3
@_’ 4 5 6 7 8 9 10
1 12 13 14 15 16 17
18 (1920 21 22 23 24
25 26 27 28 29 30

Scheule calendar
List of schedules view

NCheck

Factory visit
Type: Personal

2 appointments

Employee visit
Type

| —
Interviews

2 appointments

2 appointments

Type: Personal

Training

7 znnnintrmants

Manage appointments e

Figure 6.34 Schedules view

The list of schedules and number of appointments for the selected date showing this view.

Manage appointments button

This opens Manage appointments view.
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6.6 User Management

NCheck

User management allows employees to manage and visitors’ data such as personal information’s, biometrics,
appointments etc. The user management view can be switched to either employee or visitor as mentioned in

Bio attendance and visitor mode selection section.

The user management view is shown below.

1.

OS[ -— [Eaa]

Type to search

Q<—@

O Employee Code

vapvNo

PWhPTY
NjbF2X

YmLkSY
AQ2XAQ
gzGs7H
VjuOoo

TWxvPC
qoSLPa

gsGjiM

50

FirstName A

Andrew

Ema

Karl

Kathrine

Kavin

Lawrence

Mike

Perter

Ronald

shown

~ items per page

Last Name

Nadal

Gwsonki

Mark

dowd

Donald

Miller

Holden

Karl

Bay

peral

Phone

1-100f 10items

@—-‘ + Add visitor | [ Import ‘

Figure 6.35 Employee management view

Type to sea

rch Q 4——@

O Employee Code
HBS9ONUSBJ
6FZ1JRJFIO
XO7XSQ54N6

@—' WI0QI73Q5Y

V3YIVQYVKK

9XLUC9408Q

50

FirstName A

Fashil

Helen

Kathie

Kyle

Mari

Tom

v items per page

Last Name

Ahamad

Marget

James

Iwanska

Dhoral

Parlor

Phone

0738090123

0718923455

0728934567

0728903456

0731892345

0728361278

1-60f 6items

Action view

Figure 6.36 Visitor management view

a. Add employees/visitor menu
i. Add employee/visitor button
Refer Add employee/visitor section for more details.
ii. Create employee from deleted employees (Employee only)
Refer Create employee from deleted employees section for more details.
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b. Import button
Refer Import employees/visitors section for more details.
Employee/visitor list view
A Data table represent list of employees/visitors. Selected employee/visitor information can be seen
in Employee/visitor view. The employee/visitor Quick access menu is showing following options

a. Edit
Refer Edit profile section for more details.
b. Delete

Refer Remove section for more details.
c. Biometrics
Refer Update employee/visitor biometrics section for more details.
Search employee/visitor
Search employee/visitor from the list

6.6.1 Add employee/visitor

Add employee/visitor is a 3 steps flow including followings.

1.

Add employee/visitor information

This step is mandatory. Employee/visitor name, employee/visitor code should be given.
Biometric authentication

Enroll biometrics such as face, finger and iris. This is not mandatory.

Register client application (Employee only)

Register NCheck client application for the employee for personal attendance recording. This step is
not mandatory.

Add employee/visitor dialog is shown below.

1.
2.

Add user X
O ®

(:) 3 Basic user details > Biometric authentication > Register NCheck app

Less than 5 minutes Less than 5 minutes Less than 5 minutes

Full name *

Enter first name

Employee email
email@example.com
: Employee code *

(®) Generate code (() Employee code exists

[] Send invite email to new users ®

No
No

v See more fields

e

Figure 6.37 Add employee/Vvisitor dialog

Title as adds employee or adds visitor
Steps involve adding a new employee/visitor. The current step is highlighted in blue color.
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5.
6.6.1.1

Content area to show the current step

The current steps will be shown in this area. The available steps are
a. Basic employee/visitor detail’s view
b. Biometric authentication view
c. Register NCheck app (Employee only)

Next button

Proceed to the next step.

Close button

Basic employee/visitor detail’s view

Full name *
Enter first name

@—b Employee email

email@example.com

Employee code *

(®) Generate code () Employee code exists

No employee code generated
@—+ [] Send invite email to new users @
@—b ~ See more fields

Figure 6.38 Basic employee/visitor details view

Full name

This is a mandatory field.

Employee/visitor email

Employee/visitor code

This is a mandatory field. Refer Employee/visitor code for more details
Send invite email to new employees (Employee only)

NCheck

The employee will receive an email containing a one-time registration token and links to download
NCheck client application once employee created successfully. To send email notifications, Email

notification settings should be configured first.
See more fields

Click this to expand additional fields for employee/visitor. Refer Additional employee/visitor fields

section for more details.

6.6.1.1.1 Employee/visitor code

The employee/visitor code is a unique identification for
employee/visitor. Employee/visitor code can be given as

(®) Generate code () Employee code exists

following when adding employee/visitor No employee code generated Generate

1.

2.

Generate code Figure 6.39 Employee/Vvisitor code view

Generate code by the system
Use existing code
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6.6.1.1.2

NCheck

Additional employee/visitor fields

Additional information for employees/visitors which are not mandatory when adding.

w

s

© 0N w;

(3)—bkale

Employes -

(2 —»roups

All Employees

—~
(3 }—Primary group

—
(4 )——muser name

Use emall address as username. (You need to provide email for usemname when login.)

5 j——®Addressline 1

{\6\,—. Address line 2

(@)r—mciy

Q/)f » Country
United States of America (the) .

— cor
(9 }—m State
=

(10— Zip code

(12— Telephone

-
(12— Designatior
(12) E

Select a designation

(13— ~ Seeless fields

Figure 6.40 Additional employee/Vvisitor fields

Role (Employee only)

Assign employee role as employee, admin, or admin auditor. Refer Web Control Panel Roles section
for more details.

Groups (Employee only)

Employee groups to assign employees. By default, employees are assigned to the all-user group. Refer
Manage Employee Groups section for more details about employee groups.

Primary group (Employee only)

Username (Employee only)

The username to allow to login users to the NCheck control panel. Select User email address as
username option to use the email address as the username.

Address line 1

Address line 2

City

Country

State

10. Zip code
11. Telephone
12. Designation
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6.6.1.2 Biometric authentication view

Biometric authentication view is used to enroll (1)— Biometrics @
biometrics for the employee and visitors.

1. Biometrics
List of enrolled biometrics for the
employee/visitor are showing here. To see the
biometric details, click on each biometric

image, ’ Enroll from history ‘ Delete ‘
2. Upload biometrics button @ é

Upload face, finger and iris images from the
local file system. A warning message will
appear if the selected image is larger than 2 MB
as shown in Figure 6.42.
3. Enroll from history button
Refer Enroll biometric from history section for more details.
4. Delete button
Delete selected biometrics.

Figure 6.41 Biometric authentication view

© Image size too large X

Captured image is larger than 2MB. For larger images,
sometimes enrolling might get failed. Do you want to continue?

Figure 6.42 Biometric image size warning

6.6.1.2.1  Enroll biometric from history

Enroll biometric from history option allows users to enroll biometric for unidentified event images.
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9.

10.
11.

12.

NCheck

O Select from history - Karl Mark X

From To

2024-10-02 B 2024-10-02 E @

Biometric type

Face v

Closely matching biometrics

Filter by personal Device

Filter by user group All user groups ~

Please select biometrics to enroll

2024-10-02 2024-10-02 2024-10-02 2024-10-02 2024-10-02
15:20:50 15:20:48 15:20:46 15:20:42 15:20:40

2 templates selected (2 faces ) | Deselect all

P I 71771

2024-10-02 2024-10-02
First PrewousZ Next | Last o215 15:2034._@

Page 1 of 2

Figure 6.43 Enroll biometrics from history dialog

P 7

Date selection controls

Select the from and to date to retrieve unidentified images
Biometric type

Biometric type from Face, finger and iris

Closely matching biometrics

Filter by person device

Filter by user group

Filter unidentified event images according to the selected group which client devices are registered.
Refresh button

Refresh unidentified event images.

Unidentified event images list

Number of selected images to enroll.

Select deselect button to deselect all.

Paging for unidentified event image list

Timeline of the event image list retrieved.

Enroll button

Enroll selected images

Close button
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6.6.1.3  Register NCheck app (Employee only)

Refer Client registering view section for more details.

6.6.2 Import employees/visitors

The import option is to add many employees/visitors to the system as a zip file. Refer Import and Export
information section for more details for importing file structure.

To import employees/visitors,

I Select data to import - Users X (5

Import data from external sources. Zip files and csv files are accepted. If your data archive is protected
with a password, use "Password protected” option when importing

[#] User profile information
User location restrictions
Biometrics

(i)—b Once import is finished, send invitation email to successfully imported users

f\ﬁ ———»(v] Send device registration token with email

Figure 6.44 Import users data view

1.The employee/visitor information to be imported
Check information needs to be imported.

1. User profile information
Refer User profile information section for more details about user profile information.
o User location restrictions (Employees only)
Refer User/user group location restrictions information section for more details.
o Biometrics
Refer User biometrics and template files section for more details about importing
biometrics.

2.0ption to send invitation emails for successfully imported employees/visitors

3.0ption to send device registration token with invitation email (Employees only)
Select this option to send registration token to register NCheck personal client for the user for
attendance recording.

4.lmport button
Select the Import button to select the import location. Refer Select import location section for more
details about selecting import location.

5.Close button

6.6.3 Create employee from deleted employees

Deleted employees can be restored from this option. This option will restore the employee details only. Previous
biometric data, event logs and other data will not be restored.

Create employee from deleted employees’ dialog is shown below.
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) Create employee from deleted employees X

Select a deleted user to restore.

Employee Code First Name Last Name Phone :
27ysbu Kathrine dowd
@—-b PWhPTY Ema Gwsonki
bN9ps9 Kathrine dowd
l« < |1 1 50 | items per page 1-30f 3items

@ -.- X Close 1—@

Figure 6.455.6.3  Create employee from deleted employees dialog

1. Deleted employees

A Data table represent a list of deleted employee list. Select employees from the list to be restored.
2. Restore button

Restore selected employees.
3. Close button

6.6.4 Employee/visitor view

Employee/visitor view allows employees/visitor data to manage as below.

(1 —» Details Appointments

(=—
Full name Mari Dhoral Profile image: (@
Email maridhi@gmail.com
Phone 0731892345 m
o Address Nol provided.
3>

Employee Code V3YIVQYVKK

Status Active

Biometrics Face: 1 ] Finger: 0 ] riz: 0]

Addbiometricsl Edit profile | ‘ $ ‘

Figure 5.41 Visitor data view

Figure 6.46 Employee data view
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1.

6.6.4.1

NoukwnN

NCheck

Employee/visitor data type tab view
A list of data types available for employees/visitor

a. Details

Refer Employee/visitor details section for more information.
b. Appointments (Visitor only)

Refer Appointments section for more information.
c. Devices (Employee only)

Refer Devices section for more information.
d. Groups (Employees only)

Refer Groups section for more details.
e. Locations (Employees only)

Refer Locations section for more details.
f. Leaves (Employees only)

Refer Leaves section for more details.
Employee/visitor content view
The content related to the selected employee/visitor data type is shown here.

Employee/visitor details

Full name Kathrine dowd Profile image: (@
Email kathd{@abhc.com
Phone Not provided.

Address United States

Employee Code YmLkSV

Status Active

Biometrics (Face: 1] Finger:0Y i

T8

©

'_"" Add biometrics H Register devices H Edit profile ‘ ‘ : }4—@

Figure 6.47 Employee/Vvisitor detail view

Profile image
Hover the profile image to update profile image as mentioned in Manage profile image section.
Full name
Email
Phone
Address
Employee code
Status
The status either activate, block or terminate.
Biometrics
Number of enrolled face, finger and iris biometrics are showing here.
Employee/visitor options

a. Add biometrics button

Refer Update employee/visitor biometrics section for more details
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b.

C.

NCheck

Register devices button (Employee only)
Refer Client registering view section for more details.
Edit profile

10. Employee/visitor additional options

a.

>SQ ™o oo

Passes

Refer Passes section for more details.

Show events
Show all events for the employee/visitor. You will be navigated to the event logs section. Refer
Manage Event logs section for more information.

Change password

Block

Terminate

Activate

Export

Remove

6.6.4.1.1 Manage profile image

Profile image of employee/visitor can be updated as below. This view is
showing when hovering the mouse icon over profile image.,

1. Upload photo button
Select profile image from the local file system

2. History button
Select profile image from unidentified event images. Refer
Choose from unidentified images section for more details.

Upload photo

£

Figure 6.48 Manage profile image view

6.6.4.1.1.1 Choose from unidentified images

Once employee/visitor event record events which are not matched with any employee/visitor in the system,
which are known as unidentified events. Unidentified event images can be selected as employee/visitor profile
images as follows.

74



NCheck

&+ Choose from unidentified images

From To

2024-09-03 n 2024-10-03

(D—>

Please select an image for profile picture

/ M“’"HU‘ I

. »
w2

Page 1 of 2

o~

4
EB-©

O,

- B3

Figure 6.49 Choose from unidentified images dialog

1. Unidentified events dates filters
Select from and to date to retrieve all
unidentified images in between.

2. Refresh button
Refresh unidentified event images.

3. Unidentified event images list

6.6.4.1.2 Update employee/visitor biometrics

Update biometrics dialog is shown below.

Previous button

Browse previous page of unidentified
event images

Next button

Browse previous page of unidentified
event images.

Select button

Close button
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Update biometrics X+—3)

Biometrics @

Upload faceimage v Enroll from history ‘ Delete ‘

| sve SO

Figure 6.50 Update biometrics dialog

1. Biometric authentication view

Refer Biometric authentication view section for more information.
2. Save button
3. Close button

Biometric enrollment will fail if the image already enrolled for another employee/visitor.

6.6.4.1.3  Register devices

Register NCheck personal client for employee

Register devices X+—)

1. Download NCheck Lite app

[ASend email

D 01851648
or o Send registration
token to provided

Click to copy to

Scan QR code to

clipboard. ‘
copy registration email address.
token
Device registration token will be valid until 2024-10-10 11:25 AM Generate new token

Figure 6.51 Register device dialog
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1. Registration information view

Refer Register NCheck app (Employee only) section for more details.
2. Save button
3. Close button

6.6.4.1.4 Edit profile

Edit employee/visitor profile details. The edit profile dialog is shown below.

Update user X+—(4)

Full name * ~ profile photo: (@

Kathrine dowd

Employee email

: kathd@abc.com

Employee code *

(® Generate code () Employee code exists

[¥] send invite email to new users @

v See more fields >

Figure 6.52 Edit profile dialog view

1. Employee/visitor detail view
Refer Basic employee/visitor detail’s view section for more details.
2. Profile image
Hover on the profile image to update profile image as mentioned in Manage profile image section.
3. Save button
4. Close button
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6.6.4.1.5 Change password

After assigning a username & Change password x<+—(s)
as mentioned in Add
employee/visitor ~ section, User name Email O
the password can be kathd@abc.com kathd@abc.com

Password

consist of one digit and 6
characters.

--------

@ Show password

Password Strength:
1. User name (N WAL AUCCOTOVANIRNNNNY

O—>
changed. Password must @
O—

N

Email Password should include:

3. Password « Atleast 8 characters

Password must + At least one uppercase letter, lowercase letter, number and a special character from ("', "@", "#",
T S )
have atleaSt 6 » Should not include Non-English characters.

characters and one
dt -
To gegerate strong
password, click Figure 6.53 Change user password view
generate button
instead.
4. Graphical representatio for enetered password strength
5. Change button
Change button will be disabled if the Validation errors exits. Table 6.8 is showing the error messages
could appear.

6. Close button

Table 6.8 Error messages of change password

Error code Description
3003 Password does not match.
3004 Password must contain at least 6 characters with one number.

6.6.4.1.6  Block/unblock

Block/unblock employee/visitor from the system. Blocked employees/visitors are not allowed to record
attendances.

6.6.4.1.7 Terminate

Once employees/visitors terminate, they will not identify with the system.

6.6.4.1.8 Activate

Activate blocked/terminated employee/visitors.

6.6.4.1.9 Export

Refer Export data section for more information.
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6.6.4.1.10 Remove

Delete employee/visitor from the system.

6.6.4.2

Devices

The device view is showing all NCheck
client applications registered with the
selected employee as follows.

1.
2.

6.6.4.3

Name of the registered device

Unregister button

Unregister client application
registered to the employee.
Once unregistered, the client

Name

samsung SM-M346B

Figure 6.54 Employee devices view

cannot be used to record employee attendance until it registered again.

Groups

All employee groups that the
employee has been added are
shown under groups as follows.

1.

6.6.4.4

Name

Unique identification for
employee group

Code

Unique code for
employee group
Remove button
To remove employee
from the employee
group.

Locations

Name

mikt

Dev

Code

Marketting

Developer

Figure 6.55 Employee groups view

NCheck

Options

Unregister

Options
‘ Remove |

‘ Remove |

This option allows employees to restrict their specific locations. Refer Location restrictions section for more
information about location.

6.6.4.5

Leaves

The leave view is showing employee leave statistics as follows.
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@—» 2024

Leave type Days taken Days available
C ANNUAL a 14

CASUAL a 7

MEDICAL a 14

@—b‘ Details | | Edit entitlements

Figure 6.56 Employee leaves view

1. Leaveyear
. Leave table
3. Details button
Refer Leave details section for more details.
4. Edit entitlement button
Refer Edit leave entitlement section for more details.

6.6.4.5.1 Leave table

The leave table shows leave usage of the
employee. The left table is shown below.

1. Leave type

Refer Configure leave type section Leave ype Days taken
for more details about leave type.

ANNUAL 0
2. Days taken
3. Days available CASUAL 0
Number of total leaves for each
leave type. MEDICAL 0

Days available

14

14

Figure 6.57 Employee leave table
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6.6.4.5.2 Leave details

(1y—= % Leave summary - 2024 X
Leave No. of Reque... Appro... Leave .
Type Start Date End Date days reason reason policy Appr-.. 3
@_,» ANNUAL 2024-10-14 2024-10-18 5 Peronal Entitled - Approved
CASUAL 2024-09-06 2024-09-06 1 Personal Entitled - Approved
|« 4 1 /1 » ] 50 v | items per page 1-2of 2items

@—b [JShow rejected leaves
| cose Sl

Figure 6.58 Employee leave summery dialog

1. Leave summer for the selected year
2. Leaves table
A Data table represent list of employee leaves requested. Table contains the following data.
a. Leavetype
Configured leave type. Refer Configure leave type section for more information about
configuring leave types.
b. Start date
Start date of the applied leave(s).
c. Enddate
End date of the applied leave(s).
No of days
Reasons request
Approval reason
Leave policy
Approval state
Approval state as pending, rejected or approved.
3. Show rejected leave option
Show rejected leaves in the leaves table
4. Close button

S0 o o

6.6.4.5.3  Edit leave entitlement

Edit existing leave entitlement for employees. Edit leave entitlement dialog is shown below.
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@ Edit Leave entitlement - Kathrine

dowd
ANNUAL (Taken - 5) ———————
14 B
CASUAL (Taken - 1) cn————
’ a
MEDICAL akeniD)

14 B

Figure 6.59 Edit employee leave e6.60ntitIment dialog

1. Leave entitlement for leave type
2. Update button
3. Close button

6.6.4.5.3.1 Leave entitlement for leave type

(1)—m ANNUAL (Taken - 5) ————a—(2)
@—b 14 Eq—@

Figure 6.61 5.6.4.5.3.1Leave entitlement for leave type view

1. Leave type

2. Number of taken leave from total number of leaves

3. Number of leave entitlement

4. Reset button

Reset the default number of leave entitlement as mentioned in Configure leave type section.

6.6.4.6  Appointments

Appointments for the visitors can be seen @_. 20241003 B‘_@

in this view as shown below.

& Employee visit

1. New appointment button

Create new appointment for the 2021003 Agpoinments | vertiops
visitor. This will navigate to the

appointments section to create a Figure 6.62 Visitor appointment view

new appointment as mentioned in

section.
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2. Appointment date
3. Visitor appointment view

6.6.4.6.1 \Visitor appointment view

The visitor appointment view is shown below. @_. & Employee visit

[ Appointments H Eventlogs l

, 2024-10-03
1. Appointment schedule @—bmmm B
C:U

2. Appointment date and time

3. Appointments button

This will navigate to the appointment section Figure 6.63 visitor appointment view
to see the appointment information as

mentioned in section.

4. Event logs button

This will navigate to the visitor event log section to show the visitor events recorded to this
appointment.
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6.7 Manage Employee Groups

Administrator and employee group administrators allow managing users as user groups. All user groups are the
default employee group including all employees and it is accessible for administrator only. The employee group
management view is shown below.

P 7 7

+ Create group | [¥] Import | Type to search Q

|:| Group Code Description
All users Default group for all users
Developer Dev

O—»

HR Human resource
Marketting mkt
Support Support

I« 4 1w > 50  w items per page 1-50f 5items

Figure 6.64 Employe group management view

1. Create group button
. Import button
3. Search field
Search group
4. Employee group list view
A Data table represent list of employee groups. Selected employee group information can be seen in
employee group view. The employee group Quick access menu is showing following options.
a. Edit
b. Delete
c. Update employees

6.7.1 Create group

Creating an employee group is 3 steps flow as follows.
1. Enter group details
This is required step. This requires unique code for employee group and description
2. Add employees to the group
Add employees to the group
3. Register group device
Register NCheck client application for the group to record attendance of employees within the group.

Create group dialog is shown below.
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Create employee group x<—®

®—. Group details > Add employeetogroup > Register group device

Less than 5 minutes Less than & minutes Less than 5 minutes

Employee group code *

Employee group code

i

Description *

N 6

Figure 6.65 Create employee group view

1. Steps involve adding a employee group. The current step is highlighted in blue color.
Content area to show the current step
The current steps will be shown in this area. The available steps are
a. Group details
Refer Employee group detail view section for more information.
b. Add employees to group
Refer Add employees to the group view section for more details.
c. Register group device
Refer Register group device view section for more information.
3. Next button
Proceed to the next step.
4. Close button

6.7.1.1 Employee group detail view

The information to create a new employee
group is taken from this view. @-bEmployee group code *

1. Employee group code
A unique identification for the

employee group. _
2. Description { : J—m=Description

A description that explains use of
the employee group.

m
- |
S
[=]
=
1]
[15]
oy
[=]
=
=
*]
=]
=]
[17]

Description

Figure 6.66 Add employee group view

6.7.1.2 Add employees to the group view

Select employees to add to the employee group from available employee list as follows.
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®—> Type to search Q
Employee Code First Name Last Name Email :
vapvNo Andrew Nadal andrewn@abc.com
NjbF2X Karl Mark karlm@abc.com
: YmLkSV Kathrine dowd kathd@abc.com
AQ2XAQ Kavin Donald kavind@abc.com
gzGs7H Lawrence Miller lawrencem@abc.com
VjuOoo Mike Holden mikeh@abc.com
4 ] /1 » »l 50 v |items per page 1-110f 11 items

1. Search field

Search employee by employee name or employee code

2. Employee list

A Data table show list of employees. Select employees to add to the employee group.

6.7.1.3  Register group device view

Refer Client registering view section for more details.

6.7.2 Import employee groups.

The import option can be used to add a number of employee groups or restore previously exported employee
groups. The data imported as zip file. Refer Import and Export information section for more details for importing

file structure.

To import employee group,

I, Select data to import - employee groups

x+—(3)

Import data from external sources. Zip files and csv files are accepted. If your data archive is protected
with a password, use "Password protected" option when importing.

[“]User group information

Employee group memberships
C [[] Group admins

[]User group location restrictions

Figure 6.67 Import employee groups

1. The employee group information to be imported
Check information needs to be imported.

> surmo )

86



NCheck

a. User group information
Refer User profile information section for more details about user profile
information.
i. Employee group memberships
Refer User group memberships information section for more details.
ii. Group admins
iii. Employee group location restrictions.
Refer User/user group location restrictions information section for
more details.

2. Import button
Select the Import button to select the import location. Refer Select import location section for more

details about selecting import location.

3. Close button

6.7.3 Employee group view

The selected employee group ®_p Details Employees  Devices Locations  Admins
information can be seen in Employee —_—

group view. The employee group view is

shown below. Group code Allusers @
Description Default group for all users
1. Employee group data type tab
view Users 11
Following data types are @_" Devices & 0 samsung SM-M346B
showing here. 0 Google pixel 6A

a. Details
Refer Employee group ’ . .
details for more details ‘ Register devices ‘ ‘ ‘ ‘ ‘ ‘

b. Employees ] ]

¢ Devices Figure 6.68 Employee group view
d. Locations

e. Admins

2. Employee group type content view
The content related to the selected employee group data type is shown here

6.7.3.1 Employee group details

@—)Group code All users @
@—bDescripTion Default group for all users
@—bUsers 11

@—bDevices o [0 samsung SM-M346B

O Google pixel 6A

7

Register devices ‘ ‘ ‘ ‘ ‘ ‘4——@

Figure 6.69 Employee group details view

1. Employee group code
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2. Employee group description
3. Employees
Number of employees added to the group

4. Devices

The devices registered with the employee group.
5. Employee group options

a.

Register devices button

Refer Register devices section for more details.

Edit button

Refer Edit employee group section for more details.
Update users button

Refer Update group employes section for more details.

6. Employee group additional options

a.

Import

Refer Import group employees section for more information.
Export

Refer Export group employees section for more information.
Delete all users

Refer Delete all group employees section for more information.
Restore deleted users

Refer Restore deleted group employees section for more information.
Group admins

Settings

Refer User group specific settings section for more information.
Delete

Refer Delete employee group section for more information.

6.7.3.1.1 Registered devices

®
i

0 samsung SM-M346B
0 Google pixel 6A

Devices

Figure 6.70 Registered devices list

1. Refresh button
Refresh devices list

2. Registered devices list
All registered devices for the employee group are showing here. Each device is shown with device
name and unregister button next to it. The device will be unregistered if click on this button and the
device cannot be used with the server.
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6.7.3.1.2  Register devices
Generate registration token to register
NCheck client device. Register devices
dialog is shown below.

1. Registration detail view.
This view contains all
information to register
device. Refer Client
registering view section for
more details.

2. Save button

3. Close button

6.7.3.1.3 Edit employee group

Register devices

NCheck

x*—(3)

1. Download NCheck Lite app
GETITON
>\ Google Play

2. Use one of the below options to register your device:

B
=

D o7964172 =Send email
Click to copy to Send registration
clipboard. Scan QR code 1o token to provided

copy registration email address.

token

Device registration token will be valid until 2024-10-11 10:42 AM

Generate new token

Figure 6.71 Register device dialog

This option allows employees to edit group. Update employee group dialog is shown below.

Update employee group

@—b Employee group code *

HR

@—DDescription =

Human resource

x=—(5)

Profile photo: ()

s O

Figure 6.72 Edit employee group dialog

1. Employee group profile image

B

Upload profile image for the employee group from local file system. Hovering on the thumbnail image
will be shown upload button and remove button to update profile image.

2. Employee group code

Unique identification for employee group.

3. Description

A description mentioning the usage.

4. Save button
5. Close button
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All user group is not allowed to edit

Table 6.9 Error messages of add/edit user group

Error code Description
2020
2027

6.7.3.1.4 Update group employes

User group code already exists.

Selected file is not a valid image file.

NCheck

This option allows to add/remove employees in the group. Update group employees dialog is shown below.

Update group employees

X+—(3)

Type to search

2 selected X

Employee Code First Name

vapvNo Andrew
@—D NjbF2X Karl

¥YmLksv Kathrine

AQ2XAQ Kavin

gzGs7H Lawrence

VjuOoo Mike

|4 4 1 el

50

Last Name

Nadal

Mark

dowd

Donald

Miller

Holden

~ items per page

Email

andrewn@abc.com

karlm@abc.com

kathd@abc.com

kavind@abc.com

lawrencem@abc.com

mikeh@abc.com

1-110f 11 items

Figure 6.73 Update group employees dialog

1. Add employees to group view

This allows to add/remove employees to the group. Refer Add employees to the group view section

for more details.
2. Save button
3. Close button

6.7.3.1.5 Import group employees

The import group employees option is using to add many employees to the employee group as a zip file. Refer
Import and Export information section for more details for importing file structure.

To import employees/visitors,
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I Select data to import - Users X +—(5

Import data from external sources. Zip files and csv files are accepted. If your data archive is protected
with a password, use "Password protected” option when importing

[#] User profile information
User location restrictions
Biometrics

@—D Once import is finished, send invitation email to successfully imported users

@——» Send device registration token with email

Figure 6.74 Import users data view

1. The group employees information to be imported
Check information needs to be imported.

1. User profile information
Refer User profile information section for more details about user profile information.
1) User location restrictions
Refer User/user group location restrictions information section for more details.
2) Biometrics
Refer User biometrics and template files section for more details about importing
biometrics.

2. Option to send invitation emails for successfully imported employees/visitors

3. Option to send device registration token with invitation email (Employees only)
Select this option to send registration token to register NCheck personal client for the user for attendance
recording.

4. Import button
Select the Import button to select the import location. Refer Select import location section for more
details about selecting import location.

5. Close button

To send email notification, Email notification settings should be configured.

6.7.3.1.6  Export group employees

Export group employees information as a zip file. Refer Import and Export information section for more details
for importing file structure.

Export group employees dialog is shown below.
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L Select data to export - Users X

Select the data you want to export. Selected data can be downloaded directly to your PC, or you can specify
a FTP location to save it.

C User profile information
[] User location restrictions
@

Figure 6.75 Export group employees dialog.

1. Group employees information to be exported
3) Employee profile information
Refer User profile information section for more details about user profile information.
4) Employee location restrictions.
Refer User/user group location restrictions information section for more details
2. Start export button
Refer Select export location for more details.
3. Close button

6.7.3.1.7 Delete all group employees

Delete all group employees from the employee group as well as the system.
6.7.3.1.8 Restore deleted group employees
This option allows to restore deleted

employees to the group. Restore
deleted employee dialog is shown

Restore deleted employees - Support X

This operation will restore all users deleted from “ Remave all

below.
users” action and add them back to "Support" group.
1. Restoring options @—bo Recover all employees (@) Deleted after
a. Recover all
employees 2024-10-04
Restore all

previously deleted

b. Deleted after
Restore deleted Figure 6.76 Restore deleted employees dialog

employees after
specified date.
2. Recover button
Start restoring employees to the group.
3. Cancel button

Please note that once restored users, user details will be available. Past employee details
such as event logs, enrolled biometrics, etc. will not be restored.
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6.7.3.1.9 Group admins

Group admins have permission to manage the employee group. There are two types of group admins.

1. Group admin
Group admin has full permission to do changes to the group such as add/remove employees, import
/export data etc.

2. Group admin auditor
Group admin allows to review the employee group such as export data, generate registration token
etc. Group admin is not allowed to make any changes to the group.

Group admin may have group manger permission. Group admins who have group manager permission can
approve restricted leaves of the employees in the group (Refer section for more information). There can be
only one group manager for the employee group. Selecting a different manager will be caused to remove
previously selected group manager.

Select group admin dialog is shown below.

Group admins are not available for the All users group
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Select group admins x4

®_. Type to search

] Ecmog\:yee Name Email ‘;’eri:ission g/:anag
NjbF2X Karl Mark karim@abc.com Read only
gsGjim Shown Peral shownp@abc.com Read write O
AQ2XAQ Kavin Donald kavind@abc.com Read only
q9SLPa Ronald Bay ronalb@abc.com Read only
vapvNo Andrew Nadal andrewn@abc.com Read only

() Vjuooo Mike Holden mikeh@abe.com Read only

gzGs7TH Lawrence Miller  lawrencem@abc.com Read only
TWxvPC Perter Karl peterk@abc.com Read only
YmLksv Kathrine dowd kathd@abc.com Read only
8mkd5p wdwqd dqw@dqw Read only
DjRHQU Sue Dameon Read only

Mo« 1 TR | 50 v items per page 1-110f 11 items

\Figure 6.77 Select group admin dialog

Search field
Search employee by name or employee code
Employee list
A Data table represent the list of employees in the groups. Select checkbox before the employee code
to select employees to be group admins. A selected group admin can assign group manager by select
manager checkbox. The permission can be assigned as follows.
a. Read write
Assign full permission to group admins to manager employee group.
b. Read only
Assign read only permission for group admin auditors.
Save button
Close button

6.7.3.1.10 User group specific settings

%4 Group specific settings X

General

: Maximum occupancy for group premises .

Maximum number of users that can be 4 |
working at a time

Figure 6.78 Group specific settings view
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1. Maximum occupancy for group premises

6.7.3.1.10.1 Maximum occupancy for group premises

Administrator/user group administrator allows the limit the number of employees/users of the user group on
the premises. To limit users, enable this setting and add the number of allowed users. The users who are entitled
to the user group as the primary user group will be counted when check-in to the premises. If the check-in count
is greater than the maximum occupancy for group premises, the check-ins will be restricted.

6.7.3.1.11 Delete employee group

Delete employee group from the system. This deletes employee groups and employees will remain in the
system.

6.7.3.2 Employees

All employees added to the employee group can be seen in this view. All employees are showing in a Data table
as below.

Er;]é);oyee First Name Last Name Email :
NjbF2X Karl Mark karlm(@abc.com
AQZXAQ Kavin Donald kavind@abc.com
vapvNo Andrew Nadal andrewn@abc.com
¥YmLkSV Kathrine dowd kathd@abc.com
| 4 1 1 » ] 50  w |items per page 1 -4 of 4 items

Figure 6.79 Employees of employee group view

6.7.3.3 Devices

The devices view is showing all NCheck
client applications registered with the
employee group as follows.

. . Name Options
1. Name of the registered device

Unregister button

Unregister client application
registered to the employee.
Once unregistered, the client
cannot be used to record employee attendance until it is registered again.

samsung SM-M3468 ‘ Unregister ‘

Figure 6.80 Employee devices view
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6.7.3.4 Locations

This option allows to restrict group employees to specific locations. Refer Location restrictions section for more
information about adding location restriction for the selected employe group.

6.7.3.5 Admins

Employee group admins are shown here. @
1. Name ¢
Group admin name Name options
2. Options
Remove button to remove group  Kathrine dowd ‘ Remove ‘

admins from the employee group. R
Perter Karl ‘ Remove ‘

Figure 6.81 Group admins view
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6.8 Manage schedule and shifts

Schedule and shift can be used to manage attendance and visitor activities in the organization. When it comes
to attendance operations, schedule and shifts can be used to manage employee work hours during the working
period. By default, NCheck has 24 hours shift and 7 days schedule.

In visitor management, schedules can be used to manage visitor attendance based on the use cases.

The schedule and shift view can be switched as either bio attendance or visitor management as mentioned in
Bio attendance and visitor mode selection section

Schedule and shift for bio attendance view is shown below.

®_. Schedules  Shifts

Create schedule ‘ Import
i) i

Day schedule Night schedule

@_. Schedule length 4 week(s) Schedule length 4 week(s)
Start date 2024-10-08 Start date 2024-10-08
End of repetition Mo end date End of repetition No end date

‘ H ‘ Access schedule ‘ H ‘ Access schedule

Figure 6.82 Schedule and shift view for bio attendance

1. Schedule and shift tabs
Switch between following views
a. Shift management view
Refer Shift management section for more details.
b. Schedule management view
Refer Schedule management section for more details.
2. Selected tab content

6.8.1 Shift

Shift is used to define the following

e  Shift start and end
e Checkin start and end
e Check out start and check out end

Shift defines the work time and by means of the start of the shift and end of the shift. Users can check in after
the start of the shift and check out at the end of the shift.

Allowed time for check in and check out can be also configured. Allowed check in time can be configured by
means of check in start and check in end. Similarly Allowed check out time also can be configured by means of
check out start and check out end.
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Day start Day end

............................................................................

Check-in Check-out

Check-in start/ ’ . Check-in end/
checkout start Shift start Shift end checkout end

Figure 6.83 Check-in and check-out events recording in the shift

Default shift is a system defined shift which will be used for attendance tracking if there is no scheduled shift.
Refer Shift management section for more details about shift management.

6.8.2 Shift management

The shift management view is shown below.

6 selected X Create shift ‘ Import v

Name Description Start Time End Time Work Time :
Default Default shift 00:00:00 00:00:00 00:00:00 :
@&
Day Day time shift 08:00:00 17:00:00 09:00:00 :
Night Night shift 20:00:00 05:00:00 09:00:00 :

Figure 6.84 Shift management view

1. Create shift button
Import button
Import shift as mentioned in Import shifts section.
3. A Data table shows all available shifts. Each shift Quick access menu is showing following options.
a. Edit
Edit selected shift as mentioned in section.
4. Actions menu
Action menu appears with following options for selected shifts from the Data table.
a. Export shift data
Refer Export shifts section for more details.
b. Delete shifts
Delete all selected shifts.
5. Number of selected shifts from the Data table.
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6.8.2.1 Add/edit shift

Edit shift

@—b| Shift details > Additional shift settings

NCheck

Shift color .

Shift name *

[ Schedule name

Description *

[ Description

Shift start Duration hours

@—b 08:00 ® 09:00 ®
Shift end 17:00 9 hours and 0 minutes
+ Add break

CF Tea (15:00-15:15| Duration hours: 00:15)

CF Lunch (12:00-13:00| Duration hours: 01:00)

Work hours

08:00

®

Figure 6.85 Add/edit shift dialog

1. Shift stepper

a. Shift details view

b. Additional shift settings
2. Selected stepper view
3. Next/save button

6.8.2.1.1  Shift details view
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@—» shift color ()
@—b Shift name *
{ Schedule name ® ]
@—b Description *
{ Description ® ]
Shift start Duration hours Work hours
®_. 08:00 ® 09:00 ® 08:00 ®
Shiftend 17:00 9 hours and 0 minutes
~+ Add break
: CF Tea (15:00-15:15| Duration hours: 00:15) 4 X
P Lunch (12:00-13:00| Duration hours: 01:00) Z X

Figure 6.86 Shift detail view

=

Shift color

This color is using in the Ul to identify the shift from other shift in the access schedule,

Shift name
Description
Shift time view
Break time view

SIEETIEN

6.8.2.1.2  Shift time view

Shift start Duration hours
08:00 ® 09:00 ®
Shift end 17:00 9 hours and 0 minutes
4

Figure 6.87 Shift time view

1. Shift start time 2.
Shift start in hours and minutes. Default
shifts start time 00:00 hours. You allow to
select between 00:00 hours and 24:00
hours.

Work hours

08:00 ®©

Duration hours

Shift duration in hours and minutes.
Default value is 24 hours. The shift end can
be a value between 00:00 hours and 7
days.
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3. Shiftend 4. Duration in days, hours, and minutes
Shift end in hours and minutes 5. Work hours

6.8.2.1.3  Break time view

CP Tea (15:00-15:15| Duration hours: 00:15) V4 X

®—> + Add break

P Lunch (12:00-13:00| Duration hours: 01:00) V4 X

Figure 6.88 Break time view

1. Add break time button
Add new break time to the shift as mentioned in Add/edit break time section.
2. Beak time list view

6.8.2.1.4 Add/edit break time

Break time X
@—bBreak name
Break 3
Break start Break end Duration hours
08:00 @ 09:00:00 01:00 ®

B-<

Figure 6.89 Add/edit break time dialog

1. Break name 4. Duration hours
2. Break start time Break duration in minutes and seconds.
Break start time in hours and minutes. 5. OK button

3. Break endtime
Break end time in hours minutes and
seconds.
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6.8.2.2  Additional shift settings

Restrict overtime hours

17777

Maximum OT hours allowed

NCheck

Restrict check-in in the below interval

Restrict check-out in the below interval

Apply this change to shift to old event logs

Figure 6.90 Additional shift settings view

1. Restrict check-in in the below interval
Refer Check-in restriction section for more
details.

2. Restrict check-out in the below interval
Refer Check-out restriction section for
more details

6.8.2.2.1 Check-in restriction

Restrict user check-ins before and after the shift starts.

@—.Check-in start

Hours before shift start

00:00 Hours n

Restrict overtime hours

Refer Overtime restrictions section for
more details

Maximum OT hours allowed

Refer Max OT hours section for more
details

Apply this change to the shift to old event
lo

Check-in end @ @

Hours after shift start

Hours n

Figure 6.91 Check-in restriction view

1. Check-in start

Number of hours restrict check-ins before shift start. The default value is Minimum (Shift end -24
hours, Shift start). Check-in start hours could be between shift start and (shift start -24 hours).

2. Check-in end

Number of hours restrict check-in after shift start. The default value is shift end. Check-in end could

be between shift end and 7 days.
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6.8.2.2.2

NCheck

Check-out restriction

Restrict user check-outs before and after the shift ends.

@—.Check-oul start Check-out end @ @

6.8.2.2.3

Hours before shift end Hours after shift end

24:00 Hours n 00:00 Hours n

Figure 6.92 Check-out restriction view

Check-out start

Number of hours restrict check-out before the shift end. The default value equals to shift start.
Check-out start restriction could be a value between (shift start - 24 hours) and 7 days.

Check-out end

Number of hours restrict check-out after the shift end. The default value is minimum (shift start + 24
hours, shift end). Check-out end restriction could be a value between 0 hours and 7 days.

Overtime restrictions

Overtime hours allowed after the shift ends.

()—estart End @ @

6.8.2.2.4

From shift end From shift end

00:00 Hours n 00:00 Hours n

Figure 6.93 Overtime restriction view

Overtime start

Overtime starts hours from the shift end. The default value is 0. Overtime start could be a value
between 0 and overtime end.

Over time end

Overtime end hours from the shift end. The default value is 0. Overtime end could be a value between
0 and 7 days.

Max OT hours

Maximum overtime hours allowed.
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6.8.2.3  Import shifts

Select data to import - Shifts x

Import data from external sources. Zip files and csv files are accepted. If your data archive is protected
with a password, use "Password protected” option when importing.

@—- [JShifts
[ srtimport S@

Figure 6.94 Import shifts view

Shift information can be imported as mentioned in Import and Export information section. To impot,

1.Select the Shift to import Shifts information

2.Start Import button to select the import location.
Refer Select import location section for more details.

6.8.2.4  Export shifts

Select data to export - Shifts X

Select the data you want to export. Selected data can be downloaded directly to your PC, or you can specify
a FTP location to save it.

@—.D Shifts
o=

Figure 6.95 Export shift view

Shift information can be exported as a password protected zip file as follows.

1.Select Shifts to export Shifts information

2.Start Export button to select export location.
Refer Select export location for more details.

6.8.3 Schedule

A schedule is a list of shifts assigned to each user or user group over a specific period. Refer Schedule
management section for more information about managing employee and visitor schedules.

6.8.4 Schedule management

Schedule management view is shown below.
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@ i ] Create schedule 2
i i

Day schedule Night schedule

Schedule length 4 week(s) Schedule length 4 week(s)
@—. Start date 2024-10-08 Start date 2024-10-08

End of repetition No end date End of repetition No end date

B Access schedule E] Access schedule

Figure 6.96 Roster management view

1. Create schedule button
Create new bio attendance or visitor schedules.
a. Refer Add/edit bio attendance schedule section for more details about creating bio
attendance schedules
b. Refer Add/edit visitor schedules section for more details about creating visitor schedules.
2. Import button
Import schedules. Refer Import schedules section for more details.
3. Schedules view
Schedules view is showing list schedules as shown in Figure 6.97.

Fe

Day schedule

Schedule length 4 week(s)
@—b Start date 2024-10-08
End of repetition Mo end date

e 5

Figure 6.97 Schedule view

1. Schedule details
A schedule summery. Refer section for more information about schedule information.
2. Schedule options menu
a. Edit
Edit bio attendance or visitor schedule.
i. Refer Add/edit bio attendance schedule section for more details about creating bio
attendance schedules
ii. Refer Add/edit visitor schedules section for more details about creating visitor
schedules.
b. Delete
Delete the schedule.
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c. Export data
Export schedule data as mentioned in Payment detail view

Configure payment and pricing details. Payment detail view is shown below

1.

Allow payments

If the allow payments setting is disabled, visitors can create appointments without payment.
Payment gateway configuration

Currency configuration

The currency that should be used for the payment can be configured here. The default currency is
usD

Pricing configuration

6.8.4.1.1.1 Payment gateway configuration

Payment gateway configuration allows to configure payment gateway(s) for the schedule. If “Configure payment
gateway” setting is disabled, the payment is considered as manual payment so that visitor can pay to the person
in charge (Ex: Cashier). Any payment gateway can be configured upon the customer request.

The payment gateway configuration view is shown below.
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Configure payment gateway setting

Enable/disable payment gateways for the schedule. If the setting is disabled, the payment will be a
manual payment so the visitor who create appointment should pay to the person in charge (Ex:
cashier).

Available payment gateways

Select the payment gateway to configure. The selected payment gateway is shown in blue color.
Payment gateway configuration

Relevant parameters for the selected payment gateway should be provided here. As an example, for
PayPal payment gateway, the configurations are client ID and client secret.

Save change button

This button will be appeared if the valid configurations are provided. Once select the save changes,
the payment gateway will be shown with the check icon as shown in Figure 6.106.

Remove selected payment gateway configuration

6.8.4.1.1.2  Pricing configuration

The pricing details are for charge from the visitor. This section can be changed according to the customer
requirements

1.

Pricing details
The amount should be charge from the visitor on appointment creation
Add seating group button
Add new seating group.
Seating group view
Pricing detail can be changed depending on the use case. By default, a basic detail view is shown with
the following details.
a. Name
b. Capacity
Number of seats allows for the group.
c. Number of seats in a row
This parameter is used to generate seating view as rows.
d. Price
Price per seat

6.8.4.1.1.3 Booking configuration

The booking configuration view is shown below.

1.
2.
3.

Period
Booking open
Booking close
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6.8.4.1.1.4 Period

Normally the booking time for an appointment is in a single day. But some tasks like a class, seminar etc. span
for several days period they can be defined with no of days, weeks, or months.

The period view has shown below.

1.
2.

Value
Period type
a. Days
b. Weeks
c. Months
d. Schedule end

Period will end on schedule end date if schedule date has specified.

6.8.4.1.1.5 Booking open

Booking starts before n days restricts booking appointments before that time.

Booking open configuration view has the following options.

1.

Always

If single appointment, booking opens when schedule start. Otherwise, on period start.

Before

If single appointment, booking opens for specified number of days before schedule start. Otherwise,
the number of specified days before period start.

6.8.4.1.1.6 Booking close

Booking close setting allows to book appointments after starting to book period.

Booking close configuration is shown below.

1.

No closing

No closing date. Can be booked booking open date to schedule ends if 1 day period schedule.
Otherwise booking open day to period closing date

After

Minus day(s) to specify number of days booking close before schedule start if 1 day schedule.
Otherwise, minus and plus day(s) to specify number of days booking close before period start and
after period start.
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6.8.4.1.1.7 Visitor detail form builder

Visitor detail forms are used to collect visitor details when booking appointments for the schedule. This section
allows to create a visitor form for the schedule by drag and drop form fields from existing fields. By default,
schedule have default visitor form fields inherit from the scenario.

1. Form fields
By default following form fields are available. Depending on the customer requirement, custom fields
can be added.
a. Name
Phone
Email
Address
Age
ID
City
To Meet
Reason
j. Amount
k. Account number
2. Form field view

S o a0 T

6.8.4.1.1.8 Form field view

Visitor form for the schedule. Visitor form can be populated, dropping fields from the form fields.

1. Field name
Field input
3. Field configuration
Field configuration allows the behavior of the form fields to change. For example, field is required or
not, minimum, and maximum validation of a number input.
4. Remove button
Remove the field from the field.

6.8.4.1.1.9 Ticket printing view

Print the ticket once an appointment is created. Ticket printing view is shown below.

1. URL
Path of the external executable file (exe or bat) in the windows registration device or APl URL
2. Ticket parameters
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6.8.4.1.1.10 Ticket parameters

Select parameters from the available to pass to the external executable.

By default, the following parameters are available. Custom parameters can be introduced based on the
requirements.

6.10 External executable default parameters of the schedule

Parameter Single appointment Session appointment
schedule schedule

Schedule name

Pass code

First name

Last name
Appointment start time
Appointment end time
Period start date

Period end date

4 AU NIENENIEN
RNV RV NN

Exe and bat files can be executed in windows registration devices only.

6.8.4.1.1.11 Additional settings

An additional settings view is shown below.

Automatic approval of visit requests
Biometric collection

Pass type

Visitor pass generation

Custom visitor feedback view

LA W R
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d. Export schedule section.
3. Access schedule
Refer Access schedule section for more details.

6.8.4.2 Add/edit bio attendance schedule

Add/edit schedule dialog is shown below.
Create schedule X
1. Schedule stepper

a. Schedule detail view Schedule details > Add groups or users
b. Add group or employees
2. Selected stepper view
3. Next/save button Schedule name *

Schedule name

Repetition (weekly) *

1 Weekly ~
Start date
2024-10-08

End of repetition

(® Noenddate (0) End by

Figure 6.98 Add/edit schedule dialog
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6.8.4.2.1

Schedule detail view

Schedule detail view is shown below.

1.

6.8.4.2.2

Schedule name
Repetition
How many weeks the roster

Start date of the roster
You may select any day, but
the starting day will be
Monday of the selected
day’s week by default.

End of repetition

If no end date specified, the
roster will iterate infinitely.
If you specified the end
date, the roster would end
on the specified date and
thereafter you will not be
able to add roster items to
it.

Add group or employees view

Add group or employees view is shown below.

1.

6.8.4.3

Select groups

Select employee groups to add to the
schedule from available.

Select users

Select employees to add for the
schedule.

should span - Default is 1 @_.
week. Maximum 4 weeks.

Schedule name *

NCheck

‘ '\.""t’.‘“le||3I||LD

Repetition (weekly) *

Start date
2024-10-08
End of repetition

(® Noenddate (O) End by

Figure 6.99 Schedule detail view

Select groups

Select users

@—b Select groups

Select users

Figure 6.100 Add group or schedules view

Add group or employees view is available when adding schedule only.

Add/edit visitor schedules

Add/edit visitor schedules involves two steps

1.
2.

Select scenario
Schedule details
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6.8.4.3.1 Select scenario

Select scenario from the available scenario list in the scenario
selection dialog as below.

1. Scenario list

2. Next button
Select next button to enter the schedule details as
mentioned in Schedule details section.

3. Close button

NCheck

Create schedule

Select a scenario to continue.

[J 1L Banking

u Events
l—l Hotel

é Consultancy
aial

(
‘\ué Smart Access

“F

.

o
_.@_ Simple Biometric
N

@ Payment

o
ﬁ Travel and Entertainment

8-

Figure 6.101 Select scenario view

Once the schedule is created the scenario cannot be changed

6.8.4.3.2  Schedule details

Schedule details dialog is shown below.
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Create schedule

NCheck

@_-Scheduledemlls > Payments > Bookings > Visitor form builder >
> Additional settings

Ticket printing

Schedule name *

Personal visit

Description

Description

Queue
Slot time Slot occupancy
0 Minutes 0

Online booking

Allow visitors to download/print pass

Allow chanae anpointment time

B0

Figure 6.102 Schedule details dialog

1. Schedule detail stepper
Schedule detail stepper contains 2.
following sections.
a. Schedule detail view
b. Payment detail view 3.
c. Booking configuration
d. Visitor detail form builder 4,
e. Ticket parameters
6.8.4.3.2.1 Schedule detail view

f.  Additional settings
Schedule detail view

Detail view for each section in the
schedule detail stepper.

Back and Next button
Stepper back and next navigation
Close button

Enter primary details of the schedule in the schedule detail view. —(1)—scheduiename-
Schedule detail view is shown below.

1.

NSO KA WD

Schedule name

Schedule name is a mandatory field.
Schedule description

Slot time

Slot occupancy

Online booking

Allow change appointment time
Reservation time out

Personal visit

@—bDescrlpnon

Description

Queue

@—bswm time

Slot occupancy 4—@

0 Minutes 0

Online booking

G ®

@—»
O

Allow visitors to download/print pass
Allow change appointment time

Seat reservation time out 6 Minutes

Figure 6.103 Schedule detail view
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6.8.4.3.2.2 Payment detail view

Configure payment and pricing details. Payment detail view Configure payments for the schedule to charge when booking
iS shown below appointments from the online and registration devices.
5. Allow payments O Heweamene ®
If the allow payments setting is disabled, visitors (2w payment getoway connguraon

can create appointments without payment.
6. Payment gateway configuration
7. Currency configuration Cllent id*
The currency that should be used for the payment Wave
can be configured here. The default currency is USD Client secret*
8.  Pricing configuration

Configure payment gateway .

1l Remove

@—b Currency configuration

Select the currency to do the payments

Currency

usb ’
@—b Pricing configuration

Pricing details to charge visitor

Service charge®

0
$0.00

Add at least one seat category to generate the seat selection view.

Add seating group +

Name X Name X
Capacity Capacity

Number of seats in a row Number of seats in a row
Price:$0.00 Price:$0.00

Figure 6.104 Payment detail view

6.8.4.3.2.3 Payment gateway configuration

Payment gateway configuration allows to configure payment gateway(s) for the schedule. If “Configure payment
gateway” setting is disabled, the payment is considered as manual payment so that visitor can pay to the person
in charge (Ex: Cashier). Any payment gateway can be configured upon the customer request.

The payment gateway configuration view is shown below.
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®—.Conf|gu re payment gateway /

10.

Wave
Client secret” bbbbb

EFYael | o revove @——5)

®

Figure 6.105 Payment gateway configuration view

Configure payment gateway setting

Enable/disable payment gateways for the schedule. If the setting is disabled, the payment will be a
manual payment so the visitor who create appointment should pay to the person in charge (Ex:
cashier).

Available payment gateways

Select the payment gateway to configure. The selected payment gateway is shown in blue color.
Payment gateway configuration

Relevant parameters for the selected payment gateway should be provided here. As an example, for
PayPal payment gateway, the configurations are client ID and client secret.

Save change button

This button will be appeared if the valid configurations are provided. Once select the save changes,
the payment gateway will be shown with the check icon as shown in Figure 6.106.

Remove selected payment gateway configuration

PayPal

Figure 6.106 Checkbox
appeared for the payment
gateway once configured
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6.8.4.3.2.4  Pricing configuration

The pricing details are for charge from the
visitor. This section can be changed
according to the customer requirements

4. Pricing details
The amount should be charge from
the visitor on appointment
creation

5. Add seating group button
Add new seating group.

6. Seating group view
Pricing detail can be changed
depending on the use case. By
default, a basic detail view is
shown with the following details.

a. Name

b. Capacity
Number of seats allows
for the group.

c. Number of seats in a row
This parameter is used to
generate seating view as
rows.

d. Price
Price per seat

6.8.4.3.2.5 Booking configuration

The booking configuration view is shown
below.

4. Period
5. Booking open
6. Booking close

6.8.4.3.2.6 Period

T

Pricing details to charge visitor

@—b Service charge®

@—»

0
$0.00

NCheck

Add at least one seat category to generate the seat selection view.

Add seating group +

Name

Capacity

Number of seats in a row

Price:$0.00

Name x

Capacity

Number of seats in a row

Price:$0.00

Figure 6.107 Pricing configuration view

@—b Period

1

Booking open
@® Always () Before

Booking close
® Noclosing () After

Day(s) M

Figure 6.108 Booking configuration view

Normally the booking time for an appointment is in a single day. But some tasks like a class, seminar etc. span

for several days period they can be defined with no of days, weeks, or months.
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4.

The period view has shown below. 1 2
. Value
1

NCheck

Period type
a. Days Day(s) -
b. Weeks
c. Months Figure 6.109 Period configuration
d. Schedule end view
Period will end on schedule end date if schedule date has

specified.

6.8.4.3.2.7 Booking open

Booking starts before n days restricts booking appointments before that time.

Booking open configuration view has the following options. Booking open

3.

Always (O Always (@) Before
If single appointment, booking opens when schedule start. Otherwise,
on period start.

Before

0 Days

Figure 6.110 Booking open

If single appointment, booking opens for specified number of days : o
configuration view

before schedule start. Otherwise, the number of specified days before
period start.

6.8.4.3.2.8 Booking close

Booking close setting allows to book appointments after starting to book period.

Booking close configuration is shown below.

3.

Booking close

No closing .

No closing date. Can be booked booking open date to O No C|OSIHQ @ After
schedule ends if 1 day period schedule. Otherwise booking

open day to period closing date 0 Da}fs
After

Minus day(s) to specify number of days booking close before
schedule start if 1 day schedule. Otherwise, minus and plus
day(s) to specify number of days booking close before period
start and after period start.

Figure 6.111 Booking close configuration
view
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6.8.4.3.2.9 Visitor detail form builder

Visitor detail forms are used to
collect visitor details when
booking appointments for the
schedule. This section allows to

create a visitor form for the ®—>

schedule by drag and drop form
fields from existing fields. By
default, schedule have default
visitor form fields inherit from
the scenario.

3. Form fields
By default following
form fields are
available. Depending
on the customer
requirement, custom
fields can be added.
a. Name
Phone
Email
Address
Age
ID
City
To Meet
i. Reason
Amount
k. Account
number
4. Form field view

S o o0 T

—

6.8.4.3.2.10 Form field view

Visitor form for the schedule. Visitor form can be
populated, dropping fields from the form fields.

5. Field name
6. Field input
7. Field configuration

Field configuration allows the behavior of

NCheck

Drag form field(s) from the form fields section and drop to the

visitor form section.

Age Address ID City

Account number

Reason

Visitor form

Name

Full name

To meet

Email

cmail address

Phone

Personal phone number

Name of the person to meet

0 X

Figure 6.112 Visitor detail form builder view

(2)»

the form fields to change. For example, field
is required or not, minimum, and maximum validation of a number input.

8. Remove button

Remove the field from the field.

®®—bName

Ertll namm
ruill name

- x-t—@

Figure 6.113 Visitor form field view
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6.8.4.3.2.11 Ticket printing view

Print the ticket once an
appointment is created. Ticket
printing view is shown below.

3. URL @—NJRL

Configure external executable to execute once the booking
is successfull.

Path of the external
executable file (exe or
bat) in the windows
registration device or API
URL

4. Ticket parameters

Parameters

[]Schedule name
[CJAppointment start time
[[JAppointment end time
[JPass code

[JFirst name

[JLast name

Figure 6.114 Ticket print view

6.8.4.3.2.12 Ticket parameters

Select parameters from the available to pass to the external executable.

By default, the following parameters are available. Custom parameters can be introduced based on the
requirements.

6.10 External executable default parameters of the schedule

Parameter Single appointment Session appointment
schedule schedule

Schedule name

Pass code

First name

Last name
Appointment start time
Appointment end time

Period start date

b U U NENIE NN
NNV SRR NIENIEN

Period end date

Exe and bat files can be executed in windows registration devices only.
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6.8.4.3.2.13 Additional settings

An additional settings view is shown

below. @—b Automatic approval of visit requests

6. Automatic approval of visit

t . . .
re,q”es s ) | : " Biometric collection
Biometric collection

Pass type Face -
Visitor pass generation

10. Custom visitor feedback
view ( : )—'.' Pass type

Barcode -

© % N

@——h Visitor pass generation

Always generated and not re-used -
@—b Custom visitor feedback view
None -

Figure 6.115 Additional settings view

6.8.4.4 Export schedule

Select data to export - Rosters X

Select the data you want to export. Selected data can be downloaded directly to your PC, or you can specify
a FTP location to save it.

C [C]Rosters
[JRoster items

Start export 2

Figure 6.116 Export rosters view

Roster information can be exported as a password protected zip file as follows.
1.Select data from the list for export
e Rosters information
e Roster items information
2. Select the Start Export button to select the export location

Refer the Import and Export information section for more details.
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6.8.4.5 Import schedules

Select data to import - Rosters X

Import data from external sources. Zip files and csv files are accepted. If your data archive is protected
with a password, use "Password protected" option when importing.

[“JRosters
C [“JRoster items

ElE-—C

Figure 6.117 Import rosters view

Roster information can be imported as mentioned in Import and Export information section. To import,
1.Select data from the list to import
1. Rosters information
2. Roster items information

2.Select Start Import button to select the import location
Refer the Select import location section for more details.

6.8.5 Access schedule

The access schedule option allows to manage schedule items of each day for visitors and employees. Once shifts
and schedules are created, the schedule items should be added for the working days to record attendance for
the shift and schedule.

Schedule view is shown below.

- R 1
I(_i/ B < 2024-10-08 - 2024-11-05 > Group ~ Shift ~ | More actions ~ 4—[3/‘

(’ﬁ_.weem week2  week3  weekd

Type to search Q 2024-10-08 2024-10-09 2024-10-10 2024-10-11 2024-10-12 2024-10-13 2024-10-14
06:00:00 - 17:00:00 t [ oeoo00- 170000 08:00:00 - 17:00:00 £ [ veoeno- 170000 i 08:00:00 - 17:00:00
2, Developer Day Day Day Day
~
(4 )™ 08:00:00-17.00:00 i [ oeoo00-170000 : 08:0000-17:00:00 t [ veoo00- 170000 i 08:00:00-1700:00
o b Day Day Day Day Day
2,

|uwm 170000 : lm-mn-nmu ; [mm- 7:00.00 : ln-;mu 17:00.00 : |nsc-1no-mm
&, Marketting Day Day Day Day

@;—b‘ + Add more users

Figure 6.118 Access schedule view for bio attendance
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@
A

More actions w

i‘—-| B ¢  20241022-20241029 > Shift v

(3)— week1
Oy | P8 U | Sunpicecseas SR piace. 3043 P | St piace-seas Shift Piace 3043
® any location @ Anylocation ® Any location @ Anylocation ® Anylocation
Figure 6.119 Access schedule view for visitor management
1. Access schedule filter view selector. Refer Schedule items view
More actions menu section for more information.
a. Add/edit schedule item 5. Add more users button
3. Repetition selector Update employee groups and employees
4. Schedule items view in the schedule. Refer Add group or
Schedule items for all employee groups employees view section for more
and employees added to the schedule for information.

selected week from the repetition

6.8.5.1  Access schedule filter view

Access schedule filter view is
shown below.
1. Calendar view
Select date range to | & < 202410:08-20241105 > Group v shift v
retrieve employee
groups and employees Figure 6.120 Access schedule filter view

with schedule items.
2. Group selector

Select employee groups from the list.
3. Shift selector

Select shift from the list

Group filer is not available in access schedule view for visitor management

6.8.5.2 Add/edit schedule item

Schedule item is a combination of a employee group/employee with a shift for selected date, which represents
how employees should be worked during the day.

Add schedule item dialog is shown below.
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Add schedule item X 4—@
Shift
Select shift -
Location
Any location -

User or group

Select users or groups
Start date
2024-10-23
End date

(® Noenddate (0) End by

[ 11111

Figure 6.121 Add schedule item dialog

1. Shift 5. Enddate

Select shift from available. If no end date is selected, schedule items
2. Location will be created infinitely.

Refer Manage Locations section for more 6. Save button

details about locations. Add new schedule item or save changes
3. Employee/employee group for the existing schedule item.
4. Start date 7. Close button

Schedule items for bio attendance are added to the selected user or user group from the access
schedule view. Therefore, user or user group of the adding schedule item is pre-selected and cannot
be edited in bio attendance.
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6.8.5.3  Schedule items view

? T

| Type to search Q | 2024-10-08 2024-10-09 2024-10-10 2024-10-11 2024-10-12 2024-10-13 2024-10-14

Ins:unnn 17:00:00 3 Insunnn 17:00.00 T Insonnmﬂmm 3 Inszunnn 17:00:00 3 [Daannn—wnnua

2, Developer Day Day Day Day Day

08:00:00 - 17:00:00 H 08:00:00 - 17:00:00 H 08:00:00 - 17:00:00 3 08:00:00 - 17:00:00 H 08:00:00 - 17:00:00
Day Day Day Day

I 05:00:00 - 17:00:00 H I 08:00:00 - 17:00:00 H I 08:00:00 - 17:00:00 H I 08:00:00 - 17:00:00 : [ 08:00:00 - 17:00:00
2, Marketting

Figure 6.122 Schedule items view

1. Employee groups/employees added to the schedule
This column is unavailable in access schedules for visitor management.

2. Days for the selected week
Each table cell for a day and the employee group/employee represent schedules item(s) for the
employee group/employee for the day. You can add schedule item for each cell using the add button
that appears in the bottom right corner when hovering on the table cell. A table cell view is shown
below.

®+ 08:00:00 - 17:00:00
Day

2 >

Figure 6.123 table cell view

1. Schedule item view

2. Add button.
Add schedule item for the relevant employee group/employee and the day. Refer Add/edit schedule
item section for more details.

6.8.5.3.1 Schedule item view

Schedule item view bio attendances and visitor management are shown below.

12:00:00 - 13:00:00 ;g
@—bl 08:00:00 - 17:00:00 d—@ @_. g : 2
Day - -

@ Any location
Figure 6.124 Schedule item view for
bio attendance Figure 6.125 Schedule item view for visitor management

1. Details of the schedule item
The details are shown as below
a. Visitor management
Shift start and end date with the shift name and location name are showing
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b. Bio attendance

Shift start and end time with the day are showing.
2. Menu button

a. Edit
Edit schedule item. Refer Add/edit schedule item section for more information.

b. Booking info
This option is available for schedule item in visitor management. Refer Booking info section
for more information/

c. Copyto
Create same schedule item instance for other selected dates in the schedule. Refer Copy
schedule item section for details.

d. Delete
Delete schedule item.

6.8.5.3.2  Copy schedule item

Copy schedule item dialog is shown

Copy roster item X
below. Py

1. Repetition weeks Tue INUTHM Thu | Fri | Sat | Sun | Mon ]
2. Selected date to copy the

schedule item Tue | Wed Fri Sat | Sun m—@
3. Copy button C

Copy schedule item for the Tue EUUCCEESRUITEE Fri | Sat | Sun m

selected date.

[ Tue Wed Thu Fri Sat Sun Mon ]

 corr €
Figure 6.126 Copy schedule item dialog

6.8.5.3.2.1 Booking info

The appointment details of each schedule item in visitor management can be seen from booking info. Booking
info dialog is shown below.

Booking info X
@—» Interviews
@-’Shiﬂ: Shift_Place_4936 (08:00- 17:00) Total appointments: 2+ @
@——b Day: 2
Visitor Location Start End Status
@—b Mishara Jayarathna Any Location 2024-10-23 08:00:00 2024-10-23 17:00:00 APPROVED
James Cameron Any Location 2024-10-23 08:00:00 2024-10-23 17:00:00 APPROVED

Figure 6.127 Booking info dialog
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1. Name of the schedule 3. Total number of appointments added to
2.  Name of the shift using in the selected the schedule item
schedule item1 4. Day number

5. Appointment information
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6.9 Manage Locations

Visit location is the place where the visitor visits for the purpose of visit. By default, NCheck has default location.

The default location is the system generated location. It is not allowed to change or delete.

The location management view is shown below.

+ Add location ‘ &, Import Type to search Q

O Code Name Description H
Default Any location This is a system generated default location :
TZ514A3C5U Main office Main office building H
PFWSJCKOYM Gate 1 Main office entrance H
@—b ACDDM2LLRQ Gate 2 Main office exit :
EMEBAQDJ9Q HR department Human resource department H
WXBUIOQVRO Marketting department Marketing department i
GMS1KLLZ8J Conference room Conference room :
CD4D9S5RCR Warehoue Warehouse building H
< < 1 1 e M 50 v |items per page 1-8of 8 items

Figure 6.128 Location management view

1. Add location button
Add new location. Refer Add/edit location section for more information.
2. Import button
Import location(s) to the system. Refer Import location data for more details.
3. Location list view
A Data table represent list of locations. Selected location information can be seen in location view. The
employee group Quick access menu is showing following options.

a. Edit
Edit selected location. Refer Add/edit location section for more information
b. Delete
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The Actions view of the selected locations shows the following options.

1. Export data
Refer Export location data section for more details.
4. Search field
Search locations in the location list from location name or description.

6.9.1 Add/edit location

Add edit location dialog is shown below.

+ Add new location ¥

@—-b Name *

Name

@—b Description *

Location description

@—bTime zone * @

+05:30 v

@——b [] Set GPS coordinates ©)

Figure 6.129 Add edit location dialog

1. Name
Name of the location
2. Description
Description for the location
3. Time zone
Time zone of the location. The default time zone is browser time zone.
4. Set GPS coordinates
Select this option if the location have longitude and latitudes. This coordination will be used as fallback
location for attendance. After enable the view will be extended as shown below.
1. Latitude
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2. Longitude
3. Select the location from the map
You can configure map from Web interface settings view section to select to select GPS

coordinates form the map as showing below.
1. Map view

2.  Map marker
Selected location will be pointed with this marker.

Set GPS coordinates @

@—b Latitude

0

@—b Longitude

0

@—b [[] Select the location from the map

Figure 6.131 GPS coordinate view in add/edit location dialog

Figure 6.130 Map view to select location coordinates

6.9.2 Import location data

The import locations to the system are as a zip file. Refer Import and Export information section for more details for

importing file structure.

The import location data dialog is shown below.
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Select data to import - Locations X

Import data from external sources. Zip files and csv files are accepted. If your data archive is protected
with a password, use "Password protected” option when importing.

[“]Locations

Figure 6.132 Import location data dialog

Select the Import button to select the import location. Refer Select import location section for more details about
selecting import location.

6.9.3 Export location data

Export selected location information as a zip file. Refer Import and Export information section for more details for
importing file structure.

Export location data dialog is shown below.

Select data to export - Locations X

Select the data you want to export. Selected data can be downloaded directly to your PC, or you can specify
a FTP location to save it.

Locations

Start export

Figure 6.133 Export location data dialog

Select start export button to select export location as mentioned in Select export location section.

6.9.4 Location view

The selected location information can be seen from

. Location details Access locations
the view.

1. Tabsview
i. Location details
ii. Access locations
2. Selected tab content

Main office building

.

[ Edit H Register device H Delete ‘

Figure 6.134 Location view
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6.9.4.1

Location details

Location detail’s view contains following operations.

a. Edit button
b. Register device button
Delete button
Delete location from the system.
6.9.4.1.1 Register device for location

Edit location as mentioned in Add/edit location section.

NCheck

A device can be registered to a location so that the visitors who have appointments for the specific location can be
used to record their attendances. The device registration dialog for location is shown below.

3.
4,

6.9.4.2

Generate a new device registration token

Attendance client

n office building

Generate a registration code below and use it to register any of NCheck Bio Attendance client devices.

App download links provided below.

| Generate Cz)

~>\ GETITON

NCheck Bio Attendance Lite clients

1 DOWNLOAD FOR

Google Play ~¥_ WINDOWS

@& App Store

2 Download on the

.
x oo punE)

Figure 6.135 Register device dialog for location

The select location name and description to generate the registration token.

Generate button

To generate the registration token. The Registration token view will be shown once the token generated.

Links to download clients.
Close button

Access locations

By default, a visitor is allowed to access the appointment location. If the location cannot access directly and visitor
must pass additional doors or gates, those places also should be allowed to access. Such locations can be added as
access locations for the location.

The access location view is showing a list of access locations added to the “Main office” location.
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Name Description Coordinates Options 3
Conference room Conference room - Delete
Gate 1 Main office entrance - Delete
: Gate 2 Main office exit - Delete

Marketting depar  Marketing departmen - Delete

HR department Human resource dep: - Delete

4 3

Total Items: 5

" Update "*@

Figure 6.136 Access location dialog

1. Access location list

A Data table represent a list of access locations. The access location can be deleted from the Delete
options.

2. Update button
Update access location list. Refer Update access location section for more information.

6.9.4.2.1 Update access location

The access locations for the selected location can be added/removed from the select location dialog as below.
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2+ Select locations X
O—
Code Name Description Map coordinates Select... *
Default Any location This is a system genera - D
TZ514A3C5U Main office Main office building D
PFWS5JCKOYM Gate 1 Main office entrance
: 4CDDM2LLRQ Gate2 Main office exit
EMEBAODJSQ HR department Human resource depart -
WXBUIOQVRO Marketting department  Marketing department
GMSTKLLZ8J Conference room Conference room
CD4D9SSRCR Warehoue Warehouse building D
4 <« 1 [ 50  w items per page 1-8of 8 items

Add new button

Figure 6.137 Select location dialog

Add new location as mentioned in Add/edit location section.

List of location.

NCheck

A Data table represent list of locations. Use select options to select locations to be updated as access

locations. Unselect locations to be removed from the access location list.

Update button

Update selected locations as access locations.

Cancel button.
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6.10 Manage appointments

Visitor appointment is a request from the visitor for the visit with specific date and time as defined for the visit
schedule. Appointments management is allowing to manage all visitor appointments,

[

-+ New appointment ‘ £ Advanced ~ Refresh data

®—b Type to search schedule Q 2024-11-04 - 2024-11-04
Visitor Schedule w Appointment start Appointment end :
Nethan Joshel Training 2024-11-04 09:00:00 2024-11-05 01:00:00
®—. Chain Deen Interviews 2024-11-04 08:00:00 2024-11-04 17:00:00
Liam Nadal Factory visit 2024-11-04 08:00:00 2024-11-04 17:00:00
Romeo Chapel Employee visit 2024-11-04 12:00:00 2024-11-04 13:00:00
4 4« | /1 0wl 50 v items per page 1-4of 4items

Figure 6.138 Appointments view

1. New appointment button
Create new appointment as mentioned in New appointment section.
2. Advanced menu
a. Importdata
b. Export data
3. Refresh appointment
Refresh appointments
4. Appointment filter view
5. Appointments list
A Data table shows list of appointments.
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6.10.1 Import data

. SELECT DATA TO IMPORT - APPOINTMENTS

Import data from external sources. Zip files and csv files are accepted. If your data archive is protected with a password, use "Password
protected" option when importing.

B4ppointments

Figure 6.139 Import appointments data dialog

Select appointments checkbox to import appointments.

Once select Start Import button, it will show import data dialog to select import file location as mentioned
in Select import location section.

6.10.2 Export data

& SELECT DATA TO EXPORT - APPOINTMENTS

Select the data you want to export. Selected data can be downloaded directly to your PC, or you can specify a FTP location to save it.

B2ppeintments

Figure 6.140 Export appointments data dialog

Select appointments to export all appointments.

Once select Start Export button, it will show export data dialog to select export location as mentioned in Select
export location section.

6.10.3 New appointment

To book an appointment,

1. Select visit schedule
2. Add/edit appointment detail

6.10.3.1 Select visit schedule
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@ New appointment X
Schedule From To
O— 11 2004 12 2008 =3
5 Factory visit Employee visit
0 _D_ N At Neurotechnology At Neurotechnology
L From 08:00:00 to 17:00:00 on From 12:00:00 to 13:00:00 on
2024-11-04 2024-11-04
one appointment booked one appointment booked
POVEIRTY (2024-11-05) [ More...| POTRIRTY (2024-11-05) | More...|

C 5 Interviews Training
2 A 8] —T

'
L From 08:00:00 to 17:00:00 on . From 04-11-2024 09:00 am to 05-
2024-11-04 11-2024 01:00 am
one appointment booked one appointment booked
PUTETETY (2024-11-05) [ More...| PTEIRTY (2024-11-05) | More...|

Previous Next

o B

Figure 6.141 Visit schedule date selection dialog

1. Schedule item filter view
2. Schedule item list view
3. Close button

6.10.3.1.1 Schedule item filter view
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Schedule From To

All 04-11-2024 04-12-2024 m

Figure 6.142 Schedule item filter view

1. Schedule 3. To
Schedule name Schedule items end date
2. From 4. Search button
Schedule items start date Filter schedule items according to the

selected filters

6.10.3.1.2 Schedule item list view

Schedule item is an instance of the schedule for specific date. Schedule item list view is shown below.

O Adam's Standup Comedy Show o | Thinkers Meet
\ a
i’ / From 30-09-2022 00:00 am to 01-10-2022 % aj From 30-09-2022 00:00 am to 01-10-2022
5 00:00 am 00:00 am .C_G)
Available for booking 69 appointments are available for booking

= o
(2022-10-01] [ More... 2022-10-01] [ More...|

G “1 Simpla Office - Employee Access Super City Apartment Access
At Simpla Main Office ST At &

From 30-09-2022 00:00 am to 01-10-2022 e/- \e From 30-09-2022 00:00 am to 01-10-2022
- 00:00 am 00:00 am
one appointment booked one appointment booked

= =
2022-10-01) [ More...| P e (2022-10-01) [ More..

o Personal session 0 Semlnar .
_Q_ At ABC Company (pvt) Ltd | At ABC Company (pvt) Ltd |
L -J Daily from 30-09-2022 to 07-10-2022(1 k\ aJ Dally from 30-09-2022 to 07-10-2022(1
week)
Available for booking Available for bookmg -

@—. Previous - Next

Figure 6.143 Schedule item list view
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1.
2.

Schedule view

Schedule items paging

6.10.3.2 Add/edit appointment detail

B NEW APPOINTMENT - | THINKERS MEET

1.

Booking details

-« o—(
“« o—0)

o © o |Thinkers Meet [ Iofe oA o Iis] Start time | 02:00
@U-D-UD From 18-10-2022 00:00 to 19-10-2022 00:00
End time = 03:00
Break times
@—e| Lunchoreak | Teabreak
12:00 - 13:00 15:00 - 15:30
Select the time slot from availables below
00:00 - 01:00 01:00 - 02:00 02:00 - 03:00 03:00 - 04:00 04:00 - 05:00
3 appointments 3 appointments 3 appointments 3 appointments 3 appointments
available available available available available
(:) o 05:00 - 06:00 06:00 - 07:00 07:00 - 06:00 08:00 - 09:00 09:00 - 10:00
3 appointments 3 appointments 3 appointments 3 appointments 3 appointments
available available available available available
10:00 - 11:00 11:00 - 12:00 2 12:00 - 13:00 13:00 - 14:00 14:00 - 15:00
3 appointments 3 appointments 3 appointments 3 appointments 3 appointments
available available available available available
2 15:00 - 16:00 16:00 - 17:00 17:00 - 18:00 18:00 - 19:00 19:00 - 20:00
3 appointments 3 appointments 3 appointments 3 appointments 3 appointments
available available available available available
20:00 - 21:00 21:00 - 22:00 22:00 - 23:00 23:00 - 00:00
3 appointments 3 appointments 3 appointments 3 appointments
available available available available
Visitor details
@—. Enter your detalils below
Name * To meet *
Full name Name of the person to meet

Schedule quick view

TR e o

Figure 6.144 Appointment detail view

@

NCheck
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2. Appointment start time
If the Slot time is 0, the default appointment start time is schedule start time. If the Slot time is greater
than 0O, the default appointment start time is default slot start time. Default appointment start time allows
to change between schedule (S/ot time = 0)/slot (Slot time >0) start time and appointment end time.

3. Appointment end time
If the Slot time is 0, the default appointment end time is schedule end time. If the Slot time is greater than
0, the default appointment end time is default slot end time. Default appointment start time allow to
change between appointment start and schedule (S/ot time = 0)/slot (Slot time >0) end time.

4. Break time view

5. Time slot view
Refer Time slots section for more details.

6. Visitor form

7. Back button
Open Select visit schedule view. This button is not available when editing an appointment.

8. Create/Save changes button
When add appointment, create the appointment with the selected details. When editing an appointment,
save changes with the given details.

9. Close button

6.10.4 Appointment filter view

Enter visitor name to sear¢Q Type to search schedule Q 2024-11-04-2024-11-04 [5

Figure 6.145 Appointment filter view

1. Visitor name 3. From

First and last name of the visitor Appointments start date
2. Schedule 4. To

Name of the schedule Appointment end date
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6.10.5 Appointment table

Visitor

Jhon Beard
Ronald Grants
Kane William
Olan William
Iwan Nemar
Kolin Powel
Shane Powel

Megan Wolls

®©—el« <«

1. Visitor

w

@

I

Schedule

| Thinkers Meet

Simpla Office - Empl...

Super City Apartmen...

Super City Apartmen...

Super City Apartmen...

Super City Apartmen...

Simpla Office - Empl...

Simpla Office - Empl...

/1 P >

Appointment start

2022-07-08 00:00:00
2022-07-08 00:00:00
2022-07-08 00:00:00
2022-07-08 00:00:00
2022-07-08 00:00:00
2022-07-08 00:00:00
2022-07-08 00:00:00

2022-07-08 00:00:00

v items per page

~

Appointment end .x.

2022-07-08 00:00:00

2022-07-09 00:00:00

2022-07-09 00:00:00

2022-07-09 00:00:00

2022-07-09 00:00:00

2022-07-09 00:00:00

2022-07-09 00:00:00

2022-07-09 00:00:00

1- 8 of 8 items

Figure 6.146 Appointment table view

First name and last name of the visitor

2. Schedule
Name of the schedule

6.10.6 Appointment overview

1. Appointment
2. Visitor details

6.10.6.1 Appointment detail view

3. Appointment starts
Date and time of the appointment start
4. Appointment end
Date and time of the appointment end
5. Table menu

NCheck
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O N Uk WNR

13.
14.
15.

@—.SEMINAR

& visitor:  Kathrine Dowd @

4 Date:  2023-05-26 - 2023-05-27T@

= schedule:  00:00 - 00:00 (Next day) @

O Start time:

Appointment Status  Original

®

00:00:00 (Appointment number 1)

E
QROE ©

[Beverages (1 out of 2] 4 | [Accessories [ 4]

C i Visitor form submission IE
System details E

1

—— ©

® o
© + oo

SESSION DETAILS

Appointment start > i end ¥

2023-05-26 00:00:00 2023-05-27 00:00:00

2023-05-27 00:00:00 2023-05-28 00:00:00

B—e

2023-05-28 00:00:00 2023-05-29 00:00:00

2023-05-29 00:00:00 2023-05-30 00:00:00
2023-05-30 00:00:00 2023-05-31 00:00:00

2023-05-31 00:00:00 2023-06-01 00:00:00

H HHHHHE
HTHHHHHH:
&

2023-06-01 00:00:00 2023-06-02 00:00:00

I4 | 4|1 f1r 50 ' items per page

& now rcema|
~  Request status - Options ~ =
© OPTIONS ~
© o7mons -
| sreroven |
1-7of Titems

Figure 6.147 Appointment detail view

Schedule name

Appointment approval status
Schedule thumbnail

Visitor first name and last name
Appointment date

Schedule start and end time
Session details

Appointment completion status
Visit notes

Notify menu

. Appointment status menu

Edit appointment

Refer Add/edit appointment detail section
for more details.

Delete appointment

Ticket

Session details

NCheck
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6.10.6.1.1 Visit notes

Visit notes are customizable templates that can be used to keep additional details to the appointment. Visit note
may have maximum number of notes for each appointment as configured. By default, all scenarios consist of
default visit note template “Comments” with unlimited notes for appointments. As per customer requirement,
additional visit note template(s) can be introduced for each Scenario as an extension as mentioned in Use
extension section

Available templates of the scenario which is used to create appointment schedule will be listed for the selected
appointment as follows.

I Beverages (1 out of 2) [ +] l Accessor ~[ +l
@——ePersonal details form submition IZ]

System details E

Figure 6.148 Visit notes

1. Visit note templates list
All available visit notes template for the scenario are listed here. A visit note template view is showing
in Figure 6.150.
1. Visit note template name.
2. Available visit notes for the templates
The number of maximum visit notes for a visit note template can be defined if required.
3. Add button
Add new visit notes. Refer section for more details about edit comments visit note.
2. Visit notes list
Visit notes for selected visit note templates if available. Visit note view is shown in Figure 6.149.
1. Visit note name.
2. Edit button
Edit visit note. Refer section for more details about edit comments visit note.
3. Delete button
Delete visit note.

[ -? s (1 :ﬁi" 2) |

Figure 6.150 Visit note template
view

Personal details form submition

Figure 6.1489 Visit note view

6.10.6.1.1.1 Add/edit comment note

Visit note add/edit view has shown below.
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[2) Comments
@—. Name
Personal details form submition
®—. Notes
+Add note
“ [2][x]
&
Allen Thomas
CV.pdf
Medical report E
3
Lo N h

PGl A SUBMIT ey

t ®

Figure 6.151 Add/edit visit note view

1. Name of the comments note.
2. Notes list view
A comment note may have multiple notes as shown in Figure 6.152.
3. Name of the visit note
4. Close button
5.  Submit button.

Notes list view is shown below.

@—.+Add note
®_' cv [Z]

<

Allen Thomas
CV.pdf

Medical report E]

&

~—n
Figure 6.152 Notes view of the Comments visit note

1. Addnote
Add new note dialog will appear as shown in Figure 6.154.
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2. Note view
Note view is shown in Figure 6.153.

Note view is shown below.

Ja—C
oo |[xp—o
E

® N

Allen Thomas
CV.pdf

Figure 6.153 Note view

1. Note description.
. Attachments of the note
3. Edit button
Edit note dialog will appear to edit the content of the note as shown in Figure 6.154.
4. Remove button
Remove the note from the note list view.

Add/edit note dialog for comment view note is shown below.

[2) Add note for Comments

Add note for Comments

Description

L ] SELECT ATTACHMENT

@@Cf

PRIl ADD NOTE @)

Figure 6.154Add/edit note view

1. Note description.
2. Note attachments
Following parameters of the attachment can be configured in the Comments visit note template.
a.  Maximum number of attachments
By default it is allowed to add 5 attachments.
b. File types
By default allows to attach JPEG, PNG, and PDF files.
3. Cancel button.

145



NCheck

4. Add note button
Add note to the comments.

6.10.6.1.2 Notify menu

The notify menu allows to send notifications such as appointment summery, welcome note and reminders for
the selected appointment.

The notification can be configured to the schedule as mentioned in the Appointment reminders section. From
the notify menu the following notifications can be sent to the visitors.

1. Appointment summery
Send appointment summery for the visitor. Once select appointment summery, it will show the
Notifications to send notification.

2. Welcome note
Send welcome note for the visitor. Once select a welcome note, it will show the Notification to send
notification.

3. Reminder
Set reminder notification for visitor about the appointment start. Once select reminder, it will show
the Notification to send notification.

To send notification, either email or SMS notification must be configured as mentioned in
Notification section

6.10.6.1.3 Appointment status menu

The appointment status menu has the following status types.

1. Appointment approval
2. Appointment completion

6.10.6.1.3.1 Appointment approval status

Appointment approval has the following statuses.

1. Approve
Approve appointment if the appointment status is rejected or pending (If the Automatic approval of
visit requests has disabled).

2. Reject
Reject the approval that the appointment cannot be used,

6.10.6.1.3.2 Appointment completion status

Appointment completion has the following statuses.

1. Setcomplete

Complete appointment once the visitor completed the appointment.
2. Set cancel

Cancel appointment if the appointment is not in use.
3. Set original state

Set appointment to original state if the appointment is in use.
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6.10.6.1.4 Delete appointment

The appointment will be deleted once select OK button from Delete appointment confirmation message.

© Delete appointment

Are you sure want to delete appointment for | Thinkers Meet for visitor Jhon Beard on 2022-
07-08

v OK X CANCEL

Figure 6.155 Confirmation dialog for delete appointment

6.10.6.1.5 Ticket

Once the appointment is created, the visitor pass(ticket). This can be used to identify visitors if the visitor
biometric data is not available. Refer Manage passes section for more details about visitor pass.

6.10.6.1.6 Session details

If the selected appointment belongs to a session, created from the session schedule, all appointments belong to
the session schedule are shown under the session details. The session details are shown below.

@

Appointment start ~  Appointment end ~  Appointment status ~  Request status ™ Options ~ =
2023-05-26 00:00:00 2023-05-27 00:00:00
2023-05-27 00:00:00 2023-05-28 00:00:00 En | appRovED |
®—’ 2023-05-28 00:00:00 2023-05-29 00:00:00 | orcia |
2023-05-29 00:00:00 2023-05-30 00:00:00 E
2023-05-30 00:00:00 2023-05-3100:00:00
2023-05-31 00:00:00 2023-06-01 00:00:00
2023-06-01 00:00:00 2023-06-02 00:00:00 Em | appRovED |
4« a4 noe e 50 v |items per page 1-7of 7items

Figure 6.156 Session details view

1. New appointment button

Create new appointments for the session in the same session schedule.
2. Status button

Following options are available.
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a.
b.

Set Appointment approval status for all appointments in the session.
Set Appointment completion status for appointments in the session.

3. Session appointments table

6.10.6.1.6.1 Session appointments table

Appointment start
2023-05-26 00:00:00

2023-05-27 00:00:00
2023-05-28 00:00:00
2023-05-29 00:00:00
2023-05-30 00:00:00
2023-05-31 00:00:00

2023-06-01 00:00:00

1. Appointment starts
2. Appointment end

3. Appointment status
Appointment status as mentioned in Appointment completion status section.

4. Request status
Request status as mentioned in Appointment approval status section.
5. Options
Following option are available.

a.
b.
c.
d.

7. Table paging options

Edit
Delete

v

?

Appointment end v Appointmentstatus v Request status

2023-05-27 00:00:00 | orcmaL |
2023-05-28 00:00:00 | orGinaL |
2023-05-29 00:00:00 Em
2023-05-30 00:00:00 | orGinaL |
2023-05-3100:00:00 EZm | ArPrROVED |
2023-06-01 00:00:00 | orcmaL | | ApPROVED |
2023-06-02 00:00:00 | orciaL | | ApPrOVED |

> > 50 v |items per page

Figure 6.157 Session detail tables

Set Appointment approval status
Set Appointment completion status
6. Table menu

.1

Options  ~

1-7of 7items

NCheck
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6.10.6.2 Visitor details

(1)——®JANE ANDERSON — " @

E Email: @
@—. ' , Phone: @

@ ®

Figure 6.158 Visitor detail view

First and last name of the visitor

Visitor code

A unique identification for the visitor

Visitor profile image

Email

Phone

Edit visitor

Refer add/edit visitor section for more details.

N

owu kW

149



NCheck

6.11 Manage Leaves and holidays

Leaves and holiday management of NCheck web control panel allows to manage all employee leaves and
holidays. The Leaves and holiday management view as follows.

@—h Leaves  Holidays

@] Type to search user Q Group v Only rejected leaves -+ Add leave I Actions v I
012024 Refresh < > O Name Start Date End Date No. of days Leave Type Leave policy Approval H
Mon Tue Wed Thu Fri Sat Sun [  Kathrine dowd 20241014 20241018 5 ANNUAL - Approved H

! [0 KavinDonald 20241017 202410117 1 CASUAL - Approved
7 5 N 0 1 12 13 [  Ronald Bay 20241017 20241017 1 CASUAL - Rejected §
cierns | [ meisaven | [ rolesr | [ welsmms | [ nalsares | [ noismas |[ e iesres
: . " . = []  Mike Holden 20241017 20241017 1 CASUAL - Requested
14 15 16 17 18 19 20
pal 22 23 25 26 27
28 29 30 3
W Nolesves | [ ol oloare
Current day Selected day [l Leaves
4 4 1 |ineow 50w items per page 1-dof ditems

1. Leave and holiday tab
Switch between leave management view and holiday management view.
2. Selected tab content view

6.11.1 Leave management view

Leave management view allows to manage employee leaves. Leave management view is shown below.

2 ;g

B Type to search user Q Group v Only rejected leaves B LTl | Actions v

Ot 2094 Refresh < > ]  Name Start Date End Date No. of days Leave Type Leave policy Approval
Mor Tue Wed Thu Fri Sat Sun [J  Kathrine dowd 20241014 20241018 5 ANNUAL - Approved
! 2 3 4 5 5 [J  KavinDonald 20241017 20241017 1 CASUAL - Approved
7 g 9 10 1" 12 1 ] RonaldBay 202410417 20241017 1 CASUAL - Rejected H
Natarres [ Nolomes | [ Woleaes |[ Walewwes | [ Noleaver |[ Wolomwes | [ Molemme
) ] MikeHolden 20241017 20241017 1 CASUAL - Requested
(D)—»= 15 1 17 18 19 2
21 22 23 24 25 26 27
T T e T T
28 29 30 31
Halesres | [ Nolesves | [ Molesves
Curent day Selectedday [l Leaves
4 4 |1 1e okl 50 v Items per page 1-4of 4items

Figure 6.159 Leave management view for larger screens
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(? ®

B 20241015 More filters
@-—b + Add leave Actions v
O Name Start Date End Date N... Leav... :
Kathrine dowd 20241014 20241018 5 ANNUAL :
: Kavin Donald 2024-10-17  2024-10-17 1 CASUAL :
Ronald Bay 20241017 20241017 1 CASUAL :
Mike Holden 20241017 20241017 1 CASUAL :
4 4 TR S | 50 v Items perpage 1-4of 4items

Figure 6.160 Leave management view for small screens

1. Leave filters view
In smaller screen, click on more filer buttons to expand the leave filter view. Refer Leave filter view
section for more details.
2. Leave calendar view
Refer Leave calendar view section for more details.
3. List of leaves for the selected date from the calendar
A Data table which shows list of leaves. Refer Leave table section for more details.
4. Add leave button
Refer Add leave section for more information.
5. Actions menu
Actions menu is showing following options.
a. Configure leave type
b. Import leave data
c. Export leave data

6.11.1.1 Leave filter view

Leave filter view shown below.

1. Refresh view

Employee search field = Type to search user Q Group Only rejected leaves
Search employee by
employee code or name. Figure 6.161 Leave filter view

3. Employee group menu
Select employee group(s).
4. Only rejected leaves checkbox
Check this option to retrieve only the rejected leaves.
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6.11.1.2 Leave calendar view

Leave calendar view is used to select the date to show the employee leaves. There are two calendar views in
smaller screens(mobile) and larger screens. The detailed calendar view is available for larger screens as
mentioned in Calendar view section. For smaller screens, the calendar popup view is showing.

Detailed calendar view shown below. Mon Tue Wed Thu Fri Sat Sun
1 2 3 4 5 6

PR [ oo |[ ot | [ vorovs | [ oieavs | [ Nokms |

Each date of the calendar shows the number of leaves
(Approved and requested leaves only).

7 8 9 10 m 12 13
(et ) [oiemes | [ votmes | [reiemes | [ otesres ] [ Mo ][ oiemes |
14 15 16 17 18 19 20

T T T T
21 22 23 24 25 26 27
[(oieores | [otemes | [iciomes | [ iotemes | [ woteores | [ olemres | [ otemmes |
28 29 30 31
[ | [ | e |[ oo |
Current day Selected day - Leaves

Figure 6.162 Detailed calendar view

6.11.1.3 Leave table

A Data table represent list of employee leaves. All available leaves for the selected date are shown in the leave
table as below. Please refer Add leave section for more details about leave table column.

D Name Start Date End Date No. of days Leave Type Leave policy Approval
Kathrine dowd 2024-10-14 2024-10-18 5 ANNUAL - Approved H
Kavin Donald 2024-10-17 2024-10-17 1 CASUAL - Approved :
Ronald Bay 20241017 2024-10-17 1 CASUAL - Rejected
Mike Holden 2024-10-17 2024-10-17 1 CASUAL - Requested H

|4 4 1 /1w »l 50w items per page 1-4of 4items

Figure 6.163 Leave table view

In the location table, Quick access menu of each location are showing following options.

1. Edit
Edit location. Refer Edit leave section for more information
2. Delete

Delete location from the system.

6.11.1.4 Leave approval status

Once leave is added to a system, the leave approval status can be shown as below.
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Requested

NCheck

If the leave is in requested, it is considered as leave request. Requested leaves are not taken as leaves

until it is approved by an admin.
Rejected

If a leave is rejected the status can be set as rejected. Rejected leaves cannot be taken by employees.

Approved

If the leave status is approved, the system is considering the leave as valid leave.

Employees are allowed to request leave. Once an employee requests a leave, any person who
has an administrator role can approve or reject the leave. If an administrative add a leave, the
leave type will be approved by default.

6.11.1.5 Add leave

Add/edit leave dialog is shown below.

1.

Leave type selection
The default leave types are Casual,
Medical and Annual. Administrator
allows to add custom leave types as
mentioned in
Select user
Select the username who need to
apply the leave.
Start date
Start date of the leave.
End date
End date of the leave
Leave policy
There are two available leave
policies.
e Normal
This is the default leave
policy. No restriction will be
applied for the leave.
e  Restricted
Once the leave is approved,
employee will not able to
check-in or check-out while
on leave.
Request reason
The reason for the leaves.
Approve reason
The reason for leave approval.
Add/edit button
Close button

Add leave ><<—@

Leave type

ANNUAL -

©@You can add more leave types from "Actions" menu

Select user *

Type to search user x
Start date

2024-10-17 =
End date

2024-10-17 &
Leave policy

Normal -

Request reason

Reason for leave

Approve reason

T7T79777.7

Reason for approval

~ See less fields

Figure 6.164 Add/edit leave dialog
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6.11.1.6 Edit leave

The edit leave dialog is shown below.

&' Edit leave X

Required fields are marked in red "*".

@—b Name * Kathrine dowd
@——b Requested from ic

2024-10-21 n 2024-10-21 n
@—D Approved O i

2024-10-21 H 2024-10-21 B
@—b Leave type ANNUAL -
@—p Leave policy Normal -
@—bRequest reason dewde
@’—. Approve/reject reason Reason for approval or rejection
Approval status Approved -

Figure 6.165 Edit leave dialog

1. Name
The name of the employee the leave has applied for. This field is not editable.
2. Requested
The leave requested period. These fields are not editable.
3. Approved
The approved period.
4. Leave types
The leave types as mentioned in Configure leave type section
5. Leave policy
There are two available leave policies.
e Normal
This is the default leave policy. No restriction will be applied for the leave.
e  Restricted
Once the leave is approved, employee will not be able to check-in or check-out while on
leave.
6. Request reason
7. Approve/reject reason
Reason for leave approval and rejection by the administrator.
8. Approval status
Leave approval status as Requested, rejected or approved. Refer Leave approval status section for
more information about leave types.

6.11.1.7 Configure leave type

Instead of the default leave types (casual, medical, and annual), Administrator allows to add custom leave types
as follows.
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& Leave types X

Leave type ~ Description = Entitlement ~ Created At ~ Modified At - Deleted -

ANNUAL ANNUAL 14 2024-10-01 2024-10-01
CASUAL CASUAL 7 2024-10-01 2024-10-01
MEDICAL MEDICAL 14 2024-10-01 2024-10-01

[ Show deleted leave types

¥

—®

Figure 6.166 Leave type view

799

1. Leave type table 4. Add/edit leave type
Show deleted leave type 5. New leave type button
Check this option to show deleted leave Add new leave type. Refer Add/edit leave
types type section for more details.
3. Delete button 6. Close button
Delete selected leave type form the table. Close leave type dialogue

6.11.1.7.1 Add/edit leave type

Add a new leave type or edit existing leave

types follows. ® Add leave type X
1. Type name ®_..Type name * Leave type
Name of the leave type. This is not
editable when editing the leave @ »Type Leave type description
type. description *

2. Type description

3. Entitlement (3)—mentitement* 4

Number of leaves available for

users.
: ~EEE-
4., Add button O ]

Add leave. Figure 6.167 Add leave type dialogue view
5. Close button

Close Add leave type dialogue.
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6.11.1.7.2 Leave type table

SRS SR

Leave type ~  Description ~  Entitlement B
CASUAL CASUAL 7

MEDICAL MEDICAL 14

ANMNUAL ANNUAL 14

NCheck

T3

Created At ~  Modified At ¥  Deleted e
2020-07-20 2020-07-20
2020-07-20 2020-07-20
2020-07-20 2020-07-20

Figure 6.168 Leave type table view

1. Leavetype
2. Description
3. Entitlement
Number of available leaves for the leave

type

6.11.1.8 Import leave data

This option allows to import leaves and holidays as
mentioned in Import and Export information section.
Tio import data,

1.Select information to be imported from the list
— Leaves information

— Holidays information

4. Created at
Created date of the leave type

5. Modified at
Modified fate of the leave type
6. Deleted

Deleted date of the leave type if deleted.

Select data to import - LeavesAndHolidays X

Import data from external sources. Zip files and csv files are accepted. If your data archive is protected
with a password, use "Password protected” option when importing.

[“]Leaves
[“IHolidays

Figure 6.169 Import leaves and holiday data view

2.Select Start Import button to select the import location.

Refer Select import location section for more details.

6.11.1.9 Export leave data

This option allows export all leaves and holidays as
password protected zip file as follows

1.Select information to be imported from the
list

— Leaves information

— Holidays information

Select data to export - LeavesAndHolidays X

Select the data you want to export. Selected data can be downloaded directly to your PC, or you can specify
a FTP location to save it.

[[JLeaves
[[JHolidays

Start export

Figure 6.170 Export leaves and holidays data view

2.Select Start export button to select the export location.

Refer Select export location for more details

6.11.2 Holiday management view

Holiday management view allows to manage holidays of the organization. Holiday management view is shown

below.
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T

+ Add holiday

Oct 2024 v Refresh < > O Date Description
Mon Tue Wed Thu Fri Sat Sun 2024-10-07 Annual trip
1 2 3 4 5 6
[ o holidays ] [ o holdays | [ o holidays | ("o hoiidays | [ o holidays | [ o holidays |
7 8 9 10 11 12 13
[ No halidays. ][ No holidays ][ N holidays ][ N holidays H No holidays H N halidays ]
14 15 16 17 18 19 20
[ Mo holidays | [ Mo halidays | [ o holidaye | [ e hoidays | [ o hoiidays | [ o halidays | [ N holidays |
21 22 23 24 25 26 27
[ o holidays [ 1 holidaye | [ holidays | ("o hoiidays | [ o halidays | [ o holidays |
28 29 30 31
[ Ho halidags ][ No halidags. ][ No holidays ][ No holidays ]
Current day Selected day Holidays Recurring holidays L A 50 v |items per page 1-10f1items

Figure 6.171 Holiday management view for larger screens

@—b 2024-10-15

O Date Description

@_. 2024-10-07 Annual trip :

|4 a4 1 P >l

1-10f1

50 v items per page items

Figure 6.172 Add holiday view for smaller screens

1. Holidays calendar view

List of holidays for selected date

Refer Holiday table section for more details.
3. Add holiday button

Add new holiday. Refer Add/edit holiday section for more information.
4. Actions menu

6.11.2.1 Holidays calendar view

Holiday calendar view is used to select the date to retrieve available dates. There are two calendar views in
smaller screens(mobile) and larger screens. The detailed calendar view is available for larger screens as
mentioned in Calendar view section. For smaller screens, the calendar popup view is showing.
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Detailed calendar view shown below. Mon Tue Wed Thu Fri Sat sun
Each date of the calendar shows available leaves. 1 2 3 4 5 6
[ No holidays ” N holidays ][ No holidays ][ No holidays ][ No holidays ][ No holidays ]
7 8 9 10 11 12 13
[ Ma holidaye | [ o holidaye | [ 1o holidays | e halidays | [ o haiidays | [ ne haiidays |
14 15 16 17 18 19 20

[ No holidays ][ No holidays ” N holidays ][ No holidays ][ No holidays ][ No holidays ][ No holidays ]

21 22 23 24 25 26 27

[ Mo holidays | [ o helidays | [ mo holidays | [ mo holidays | [ e holidays | [ ne holigays |

28 29 30 31

[ No holidays ][ No holidays ” N holidays ][ No holidays ]

Figure 6.173 Holiday calendar view

6.11.2.2 Holiday table

A Data table represent list of holidays. All available holidays for the selected date are shown in leave table as
below

O Date Description :

20241007 Annual trip

l4 4 |7 /1w p 50w items per page 1-10f 1items

Figure 6.174 Leave table view

In the holiday table, Quick access menu of each holiday are showing following options.

1. Edit
Edit holiday. Refer section for more information
2. Delete

Delete holiday from the system.

6.11.2.3 Add/edit holiday

This allows to add a holiday for the selected date. Add/edit holiday dialog is shown below
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Add holiday x +—/(4)

@—bHoIiday type

@® Normal (O Recurring

Date *

2024-10-07 =

: Description *

Description

® -a

Figure 6.175 Add/edit holiday dialog

1. Holiday type
a. Normal holiday type
b. Recurring holiday type
2. Content of the selected holiday type
Add button
4. Close button

w

6.11.2.3.1 Normal holiday type

The normal holiday type is as follows. @—bDate *
1. Date 2024-10-07
Holiday date C

Description *

2. Description
Description

Figure 6.176 Add normal holiday view

NCheck
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6.11.2.3.2 Recurring holiday type

The recurring holiday can be added as

follows.

1. Recurring type
Recurring type as

2. Day

Select the date to apply the holiday

3. Start
The start date of the recurring holiday. Select start from option and specify the start date if required.

4. End

Weekly

Add the holiday for once
every week

Monthly

Add the holiday for once
every month

Yearly

Add the holiday for once a
specified month in every
year. A field will appear to
select the  specified
month.

1 }——™Recurring type

Weekly

@—bDay

Monday

@—b Start

(® Not specified

@—bEnd

(® Not specified

@—bDescription *

Descriptio
Lescription

NCheck

() Start from

(O Ends on

Figure 6.177 Add recurring holiday view

The end date of the recurring holiday. Select ends on option and specifies the end date if required.
5. Description

160



NCheck

6.12 Manage devices

Device management page allows managing all NCheck client devices and API registered with the NCheck NCheck
server.

The device management view is shown below.

@‘b + Register device APl Access ‘4—@
@—' Type to search Q

|:| Description Application s
MSI NCheck Bio Attendance Standard > Nk
@——) samsung SM-M346B  NCheck Bio Attendance Standard > X
Xiaomi 23117RAG8G  NCheck Bio Attendance Lite >
samsung SM-M346B  NCheck Bio Attendance Lite >
|4 4 |1 1 e 50  w items per page 1 -4 of 4 items

Figure 6.178 Device management view

1. Device table
A Data table represent list of devices and APIs. Selected device information can be seen in device
view. The selected device information from the table is shown in device view. The employee group
Quick access menu is showing following options
a. Edit
Refer Edit device/Edit APl section for more information.
b. Re-register
Re-register client device. Re-register client option can be used to register the client
application for the previously registered device in the server in case of application get
deleted. For reregistration, registration token can be generated as mentioned in Register
device section.
c. Block/unblock
Block/unblock device or API. Once blocked the client/API cannot be used with the system
until it unblocked.
d. Unregister
Unregister client/API from the system. Once unregistered, the device/API no longer use with
the server.
2. Device search field
Search device by device name
3. Register device button
Register device as mentioned in Register device section.
4. APl access button
Refer APl Access section form more details.
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6.12.1 Register device

NCheck clients should be registered with NCheck server to use for attendance recording. The client application
can be installed in Android, Windows and 10S (Attend client only) devices in the following modes

1.

Register for employee

Employees can install the client application in their personal device and register to record the
personal attendance, check reports etc.

Register for groups

Register client application for employee groups. Once client application is registered to a group, any
employee in the group can record their attendances using the device.

Register for location

Once client application registered for a location, any visitor who has appointments in the device
location can be used the device to record their attendance.

Register for group and location

This is combination of register for groups and locations.

Register for registration kiosk or overhead display

Use the device either registration kiosk to create appointments for visitors or overhead display as
mentioned in section. Employees or visitors are not allowed to record attendances in these devices.

The register device dialog is shown below.

Register device X

Registrationtype > Register device

Select type of registration:

Attendance device O Registration kiosk
@ As attendance terminal - Users can Check-in and As registration kiosk or overhead display

Employee

Type to search user Q

User group

Type to search usergroup Q

Location

Type to search locations Q

=+ New location

Figure 6.179 Register device dialog

Device registration has two steps to register device.

1.
2.

Registration type view
Registration token view
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6.12.1.1 Registration type view

1.

2.

Select type of registration:

NCheck

Attendance device

ance terminal - Users can Check-in

Registration kiosk

and As registration kiosk or overhead display

Employee

Type to search user

: User group

Type to search usergroup

Location

Type to search locations

Q

+ New location

Figure 6.180 Registration type view

Registration type

a. Attendance device

b. Registration kiosk
Selected registration type view

6.12.1.1.1 Attendance device

Generate registration token to record employee,
visitor or both attendances. The attendance device

registration view is shown below.

1.

Employee selection

Select employees by name

Employee group selection

Select employee group by group name
Location selection

Select location by location name

New location button

Add new location and use the location to
generate token. Refer Add/edit location
section for more details about adding
new location.

This is where the view for selected registration type appears.

Figure 6.181 Attendance device registration view

®—. Employee

Type to search user Q
@—D User group

Type to search usergroup Q
@—. Location

Type to search locations Q
@ ™ -+ New location

163



6.12.1.1.2 Registration kiosk

Generate registration token to register device for C |© ntemal () Extema\l
registration kiosk to create appointments for visitor or

NCheck

overhead display. The kiosk registration view is shown
below.

Page

Default employee overhead display

1. Kiosk page type

a. Internal page Figure 6.182 Kiosk registration view

b. External page
2. Selected kiosk type view
This is where the view of selected kiosk type is showing

6.12.1.1.2.1 Internal page

The pages available for attendance

management and visitor management to l/‘j

use as either a registration kiosk or 'xl Page
overhead display. Any page can be added
to the system depending on the use case.
Refer section for more details about
adding pages to the system. |If Figure 6.183 internal page view
configuration requires, the configure

button is available next to the page selection control.

Default employee overhead display

1. Page
The default pages are
a. Default employee overhead display
The overhead display for employees with attendance details.
b. Common booking page
Users can select schedule from the available and create appointments.
c. Login page

This shows NCheck login page so employees can login to the system using their credentials

and use web control panel.
d. Schedule booking page

Open specific schedule from available so that the user can create appointment. Use the

configure button to select the schedule that needs to be open with this page in the device.

e. Overhead display for schedule

Open specific schedule which showing the current in progress appointment number. Use the

configure button to select the schedule to be displayed.
f.  Overhead display for multiple schedule
Show all schedules with the current appointment details in progress.

6.12.1.1.2.2 External page

The external page options can be used to show any third- l/j
party URL. \1 URL

1. URL Kiosk url
The URL to the page need to be displayed

Figure 6.184 External page view
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6.12.1.2 Registration token view
Refer Client registering view section for more details about registration token view.

6.12.2 API Access

NCheck server has given APl access to access

) ) ) & API credentials X

user, biometric, event data across given user
group to use in third party applications. (1)——m select user group *

1. Selected user group All users [Default group for all users] -

The default is All user group.
2. Description @;‘-Description *
3. APl access
Description

Assign permission to use API.

e Read only (Auditor) _
Assigned user group allows C Api access

only to retrieve data from Read only (Auditor) -
the API.
e  Read-Writer (Admin) @ s
Assigned user group has
permission to retrieve and Information: You can use this credentials to access
alter data. NCheck Bio Attendance API from a third-party
4. Create button zpplos dors

Create button will be enabled if the
API description has added. After @ bm
creating API, username and
password which is required for API Figure 6.185 API credentials dialog
access will appear as shown in Figure
6.186. For more details refer to the APl Documentation section.
5. Close button

Once created an API access credential view will
appear in the API credentials dialog.

1. Username (2)—Password:

Username for APl access.

@—b User name:

2. Password Send username and password via email
Password for APl access \
3. Email field @—" Email Send

Email APl access credentials.

Figure 6.186 API access credential view
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6.12.3 Edit device

This view allows the editing of the Edit device MSI X
device details. (1 )—= Device code * Description == @
1. Device code vl Vs
2. Device description
3. Device configuration CONFIGURATIONS
Refer Device Configuration Biometric authentication
section for more details. Identification -
4. Save button
. I Identification options
Save button will be 6) , .
[] verify on duplicate matching
disabled if the mandatory
Events
fields are empty or Check-in Check-out Access
Validation errors exists. External executables
5. Cancel button. | + Add new |

Reset configuration

Figure 6.187 Edit device dialog

6.12.3.1 Device configuration

Device configuration view as follows. C Biometric authentication

1. Authentication mode o
P Identification -
2. Verification order
3. External executables
4. Events @—' Identification options
Event type as check-in, [] verify on duplicate matching

check-out, and any events. @_. Events

5. Reset configuration.
Check-in Check-out Access

@ﬁ External executables + Add new
@—b Reset configuration

Figure 6.188 Edit device configuration view

6.12.3.1.1 Authentication mode

Authentication mode can be applied to authenticate users to identify or verify user. Available authentication
modes are,
1.Biometric
User biometric data such as face, fingerprint and iris are comparing against the database with previously
collected biometric samples depending on the Recognition threshold. If the matching score is greater
than the Recognition threshold value, user is considered as identified. Therefore, this mode may demand
large processing time.

2.Pass
User id data such as QR code, RFID or Number plates are comparing against the database and giving the
matching users.
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3.Biometric and pass
The verification mode can be applied with a id peripheral and a biometric peripheral to verify the user
against the previously collected biometric sample. To get verified, matching score should be greater than
Verification threshold.

4.Biometric or pass
Users allows to record attendance using either biometric or pass.

6.12.3.1.2 Verification order

As mentioned in Authentication mode section, if the verification mode is selected, the verification order can be
set as either the “id first” to enter the user id(barcode, RFID) first or the “Biometric first” to capture the biometric
first.

6.12.3.1.3 External executables

System can be configured to run external scanners, printers and IOT devices during user identification.
For example, an automatic door opening program can be executed upon successful user identification.
The connection between NCheck Admin client and external devices is obtaining using following
technologies.

1. RESTAPI
2. Bluetooth
Bluetooth scanners and printers connected with the device.
3. MQTT
Parse data to the MQTT compatible 10T devices such as doors, gates.
4. Intent

Intents are using to parse data to the applications using app links.

This view allows us to add new external

. L. (D——=Name Executable path * D= (2
executables or edit existing external -
executables.

1 Name (fE,P —= Trigger on ® parameter @ ’?_5
. Check-in [Jeventa [TJuser status

Unique name for the external Olcheckeout O] sequence Iba Ol Address
executable. [ Access [[J Timestampa [T]Peripheral Code
2 Executable path [CJunidentified [[Juser referencea []Form data

. [Juser name [CJEvent type
Refer External executable path [ shift codea [JPeriperal config
section for more details about OLocation
external executables path. ~

3/ _"‘ Remove

3. Triggeron
Trigger the external executable on,
e  Check-ins
e  Check-outs
e Anyevents
e Unidentified events
4. Parameters
Primitive or custom parameters. Primitive parameters are parameters which have value Strings. Custom
parameters are parameters which have value in Json format. Parameters can be introduced depending on
the requirements. The default parameters available with the system are shown below.

Figure 6.189 Device management add/edit external executable

e Event (EVENT)
Event type as CHECKIN, CHECKOUT or UNIDENTIFIED.
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5.

NCheck

e Sequence id (SEQUENCE_ID)
Id of the event.

e Time stamp (TIMESTAMP)
Date and time of the event.

e User reference (USER_REF)
Employee code of the user.

e Username (USER_NAME)
First name and last name of the user event recorded.

o Shift code (SHIFT_CODE)
Shift code of the NCheck Admin clients. In the standalone mode shift code is DEFAULT.

e Location (LOCATION)
Longitude and latitude of the event geo location. example {Longitude, Latitude

e User status (USER STATUS)
User is blocked or not. Pass 0O if the user has blocked otherwise 1.

e Address (ADDRESS)
Address of the user.

e Peripheral code (PERIPHERAL_CODE)
Unique identified number of the peripheral.

Remove button

Remove external executable.

6.12.3.1.3.1 External executable path

The external executable can be configured to trigger following type of executables

1.

Execute rest APIs

The primitive type parameters will pass as URL parameters. Custom type parameters will be added to
the request body. To add custom type parameters, the Rest APl should be POST API.

Windows executable

This can be used only for Windows Admin clients only. Absolute path to the .exe file in the client
device.

Bluetooth device/printer

The Bluetooth device/print connected with the client device can be triggered using Json array as
external executable path as follows.

[{"url":"btspp://60G061101-6600-1000-8000-00805FIB34FB@AG:57:E3:55:E1:81",
"data":[{"constant": "%1B%4eXk0d%05%1b%4eX0ANO XL F¥11%0a%1B@% 18 ! %38BEST DEAL STORESHOAXBAN
1B!%00CO0KIES 5.08%0AMILK 65 F1 oz 3.78%BA X@ASUBTOTAL 8.78%BATAX 5% ©.44XBATOTAL 9.22%
@ACASH TEND 10.@e%0ACASH DUE @.78%BA + %RAX1B!%18ITEMS SOLD 2%1B!XeeXerxenll e3/13
19:53: 17%1 % 0%a5%00%1 FErexes3%

00"}, ("
ant":"%8d"},], ‘delay’:-1 }]

"t "key" :"userlame”, "valug': "USER_NAME"},{"const

The Json array can be used to parse data to multiple Bluetooth scanners. Each Json object has
following properties

168



NCheck

a. url
The url to the Bluetooth device/printer. The format should be “htspp://{UUID}&{Bluetoothe
device address}”
b. data
The data parsing to the Bluetooth device. This is a Json array that contains constant and
variable data. The constant type of data object is a text. The variable type objects contain key
and value to the primitive parameters selected from the external executable parameter list.
The Bluetooth device receives text concatenating all the constants and parameter values in
the sequence in the data array.
c. Delay
This is not a required. This can be used to set the number of seconds to delay Bluetooth
scanner trigger.
4. Trigger MQTT device
Trigger any MQTT compatible 10T devices. This can be done using Json array as external executable
path as shown below

[{"wrl":"mgtt://localhost/abc/testl”, "username. ;' admin”, "password.;: admin”
"retain’:false, “"data":[{"type": "CONSTANT", "key":"" ,"value": "testl"},
1{"type": "PARAMETER", “"key'; EVENI" ,"walue™: "EVENT"}]},

1"url”:"mgtt: //localhost/abc/test2", "username.: admin”, "password’: admin”,
"retain’:false, "data":[{"type": "CONSTANT", "key":"" ,"value": "test2"},
{"type": "PARAMETER", “"key' ;" EVENI" ,"walue"™: "EVENT"}] }]

The Json array is used to trigger multiple 10T devices connected to broker topics. Json objects contain
following properties
a. url
The url of the MQTT topic that the IOT device connected. The format should be
“mqtt://{MQTT broker URL}/{topic}”. Admin client has a default MQTT broker. In that case
use localhost as the MQTT broker URL. Otherwise, the URL of the MQTT broker service.
b. Username, password
The username and password to connect with the MQTT broker.
c. data
The data publishing to the MQTT IOT device. This is a Json array that contains constant and
variable data. The constant type of data object is a text. The variable type objects contain key
and value to the primitive parameters selected from the external executable parameter list.
The 10T device receives text concatenating all the constants and parameter values in the
sequence in the data array.
d. Delay
This is not a required. This can be used to set the number of seconds to delay Bluetooth
scanner trigger.
5. Intent
This type is using for Android clients only. Intents are used to parse data between android
applications in Android. In NCheck , intent can be used to trigger application installed in android
device where the Admin client is install using app links. The external executable URL is
{scheme}://{host}. The primitive type parameters are parsed as URL parameters of the app link. The
object type parameters are parsed as intent extras (String).

6.12.4 Edit API

This view allows editing of the API details.
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I Edit API access - FF5136W910QFU40PHCMO X
@—bUser name * Password * @
FF5136W9I0QFU40PHCMO Password
@—b Description * Api access @
API Read only (Auditor) -

1. Username
Username is not editable
2. Description
Password
4. APl access permission
This is not editable

w

6.12.5 Device view

Selected device information from
the device table can be seen in the
device view. Device view is shown
below.

1. Tabview

a. Device detail
view
b. Peripheral view
2. Selected tab content
view

6.12.5.1 Device detail view

Figure 6.190 Edit API dialog

@4!» Device details

@r—

NCheck

5. Save button
Save button will be disabled if the
mandatory fields are empty or Validation
errors exists.
6. Close button
Peripherals

Name

Operating system
Os version

Device configuration

Device settings

‘ Edit H Re-register

MSI
ER Microsoft Windows
6.2.9200.0

Identification / Any Event

Kiosk mode: [LEEEES
Client mode:

Figure 6.191 Device view

Device detail view shows information for the selected device or API from the device table.
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Device detail view is shown below.
(1)—mname M

1. Name

Name of the device @—bOperating system 22 Microsoft Windows
2. Operation system ®—POS version 6.2.9200.0
3. OSversion )

. : . @—bDewce configuration Identification / Any Event
4. Device configuration Kiosk mod
L ; ; iosk mode: [T
Authentication mode and ®—'De“"ce settings D

Client mode:

allowed events as mentioned in
Device configuration section. —
Device settings ‘ : ‘
Kiosk mode and client mode T
settings values are shown here. 6 7 @
Edit button
Open Edit device dialog as
mentioned in Edit device
section.
Re-register button
Additional settings menu
a. Block
Block/unblock device. Once the device is blocked, it cannot be used for attendance recording
until it unblocked.
b. Unregister
Unregister device from the system. Once the device is unregistered, it’s no longer can be
used with server.
c. Settings

‘ Edit H Re-register ‘

Figure 6.192 Device detail view

API detail view is shown below

1.

This is a third party application created to access ncheck bio
attendance api's
APl access permissions

. L. @—bApi access permission Read only (Auditor)
Assign permission to use API.
2. Read only (Auditor) (2)—m username FF5I36WI0QFU4OPHCMO
Assigned user group @)—DPESSWOIG Change
allows only to retrieve To learn how this can be integrate with your system, read the API

documentation

data from the API.

b. Read-Writer (Admin) — .
Assigned user group ®_~‘ﬂ‘ ‘ : }‘_@
has permission to
retrieve and alter data

Username
Password
Select “change” link open Edit API dialog as mentioned in Edit APl section.
Edit button
Open Edit API dialog as mentioned in Edit AP/ section.
Additional settings menu
a. Block/unblock
Block/unblock APl access. Once API blocks, it cannot be used until unblock.
b. Unregister
Unregister APl from the system. Once APl unregistered from the system, it cannot be used to
access server API.

Figure 6.193 Edit API view
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6.12.5.1.1 Device settings

The service settings section has following setting types
1. Client settings

6.12.5.1.2 Client settings

6.11 Client settings list view

Client setting Attend client Admin client
Result dialogue timeout
Self-enroll templates
Enable licensing
Show work time on clients
Allow automatic peripheral enabling of new clients
Offline operation mode
Manual capture start
Automatically synchronize offline data
Offline data synchronize interval
Reset offline client password
Allow predefined location
Safety helmet detection
Safety helmet detection threshold
Hide user list
KIOSK mode operation
Client mode
Use in-built biometric verification on personal clients
Mask detection

Mask detection threshold

CHXX UK XXX XXX

Cancel event button in the feedback view

NI NUR NI NI NI NV VN NN N NI NI N VA R N N NN

6.12.5.1.3 Biometric settings

6.12 Biometric settings view

Client setting Attend client Admin client

Face liveness mode for client application x ‘/
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Face liveness threshold for client application
Face quality
Mask detection

Server-side face liveness setting

WX <X
NN N

Server face liveness confidence threshold

6.12.5.1.4 Biometric settings

6.12.5.2 Peripheral view

NCheck

Information of all available peripherals with the registered device can be seen in the peripheral view. The

peripheral view is shown below.

Name Type Status Connection...
Standard PS/2 Keyl + Enabled © Connected
®—> HID Keyboard Devic v Enabled © Connected
HD Webcam o] + Enabled @ Connected
Barcode i v Enabled © Connected

@ ‘ Disable }47@

Figure 6.194 Peripheral view

1. Peripheral table
A Data table represent list of available peripherals. The peripheral table shows the following

information.
a. Name
Peripheral name

b. Type
i. Face
ii. Fingerprint
iii. Iris
iv. Barcode
v. RFID

c. Status

Enable/disable status of the peripheral.
d. Connection status
i. Connected
When the peripheral is available with the device.
ii. Disconnected
When the peripheral is not available with the device
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2. Edit button
Edit peripheral as mentioned in Edit peripheral section.
3. Enable/disable button
Once disable peripheral, it cannot be used for attendance recording until enable it.

6.12.5.2.1 Edit peripheral

Edit peripheral dialog is shown below. I

NCheck

¥ Edit peripheral X
1. Peripheral code
This is unique ID generated by the @_, Peripheral XFw/XEhJRCNWSURTQzBGNCZQSURFMDFC
system and cannot be changed. code *
2. Name
Name for the peripheral. @—b Name * HID Keyboard Device
3. Peripheral type
If ID peripheral type can be either @_,, Peripheral User ID -
type *

barcode or RFID. If biometric,

type can be face, finger or iris. @ = m—@

Figure 6.195 Edit peripheral dialog

6.12.5.3 Device settings

This view allows to add client or biometric settings to the selected device from the device lit.

1. Client settings
2. Biometric settings

6.12.5.3.1 Client settings

Client settings are shown below.

Table 6.13 Client settings for selected device

Client setting Attend client Admin client

Result dialogue timeout

Enable licensing

Show work time on clients

Allow automatic peripheral enabling of new clients
Offline operation mode

Manual capture start

Automatically synchronize offline data

Offline data synchronize interval

Reset offline client password

Allow predefined location

X XXX XX

Self-enroll templates

NNNSNSNINNNSNANASNS
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Safety helmet detection

Safety helmet detection threshold

Use in-built biometric verification on personal clients
Mask detection

Mask detection threshold

Cancel event button in the feedback view

KIOSK mode operation

XX <XXXX X

KIOSK mode exit code

NNNAONNNS

6.12.5.3.2 Biometric settings

Biometric settings for the selected device are shown below

Table 6.14 Biometric settings for Attend /Admin client

Client setting Attend client Admin client
Face liveness mode for client application /
Face liveness threshold for client application
Face quality

Mask detection

Server-side face liveness setting

NN X WX X

v
v
v
v
v

Server face liveness confidence threshold
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6.13 Manage Event logs

NCheck

Employee and visitor event logs can be managed in the event logs section. Event log view is showing event logs
for employees and visitors. The view can be switched to either employee or visitor as mentioned in Bio

attendance and visitor mode selection

Event logs management view is shown below.

C] i | Events Map Overtime Event images .
(@—b E Type to search user Q Group More filters + Add new v Actions v
0et2024 Refresh ¢ »  Name D Device code Direction and Status Time Zo. Location Ad
Mor Tue Wed Thu Fr Sat Sur Kavin Donald AQ2XAQ J208PTLVAYINWLNKXFOP @ Checked-in +05:30 (6.914338,79.85355¢ 26 %
1 2 3 4 5 6 Andrew Nadal vapvNo J208PTLVAYINWLNKXFOP @ Checked-in +0530 (6.914343,70.85355¢ 26
Shown Peral gsGjiM J208PTLVAYTNWLNKXFOP Checked-in +05:30 6.914338, 79.85355¢ 26
7 8 9 10 1 12 13 e © !
o Eronts | [ W Evems
@—b T S NS STES T Mike Holden VjuOoo J208PTLVAYINWLNKXFOP @ Checked-in +0530 (6.914338,70.85355¢ 26
14 15 16 17 18 19 20
““ —““ NoEvents || WaEvens Kathrine dowd YmLkSV J208PTLVAY INWLNKXFIP © Checked-in 40530 (6.914338,79.85355¢ 26
26 27 Ronald Bay qOSLPa J20BPTLVAYINWLNKXFOP @ Checked-in +05:30 (6.914343,70 85355¢ 26
tes | [ ot |[ o
Lawrence Miller Q2GSTH J208PTLVAY TNWLNKXFOP © Checked-in +05:30 (6.914343,79.85355¢ 26
Karl Mark NjbF2x XLWY1IHOXI3EQRTOQTI3 © Checked-in +05:30 (6.914355,79.853531 26
Karl Mark NjbF2x XLWY1IHOXI3EQRTOQTI3 © Checked-out +05:30 (6.914355,79.853531 26
srent day Valid event ror event .
Cumentday [ Valid events [l Error svents Karl Mark NibF2X XLWY1IHOXI3EQRTOQTIA © Checked-in +05:30 (6.914349,7985352¢ 26 &
Karl Mark N]hFZX XLWY1IHOXI3EQRTOQTI3 ®© Checked-out +05:30 (6.914349,70.85352: 26
Karl Mark NibF2X XUWY1IHOXIZEQRTSQTIS © Checkedn +05:30 (6914349, 79,8535 26 ¥
[P " ~ | items per page 1-200f 20 items

Figure 6.196 Event logs management view

1. Eventlogs tabs
a. Events
b. Maps
c. Overtime
d. Eventimages
2. Event logs filter view
Event log tab content view
4. Add new menu
a. Add new event
i. Add/edit employee
event
ii. Add/edit visitor event

w

6.13.1 Add/edit employee event

There are two ways to record employee events.

1. Record event from attendance device
2. Add event by admin

b. Add event from unidentified
5. Actions menu
Following action menu options are
available.
a. Refresh data
b. Re-evaluate
Refer Re-evaluate data section
for more details about re-
evaluate
c. Importevent logs
Export event logs
e. Restore events
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Add/edit employee event dialog is shown below.

1.

N

10.
11.

12.

13.
14.

Event image

Event image of the editing event. This can be
either face, finger or iris image if the event is
recorded using biometric.

Event source

The event source how the event is recorded.
This could be either by admin or attendance
device.

Event type

Event type as check-in, check-out or access
Employee name

Select employee name. Once an event is
added, employee name cannot be changed.
Select date

Select event date

Event time and time zone

Shift

Shift date

When an employee Check-in or Check-out is
not in the same date, (E.g. Working overtime
or Shift spans for two days) shift date should
be specified. Otherwise, the event will belong
to the current day’s shift

Location

Location coordinate where the event

recorded. Once the location coordinate added,

the location can be seen in the map as
configured from Location map provider
setting.

Description

Device

The device name if the attendance recorded
form attendance device.

Authentication

Authentication mode and peripheral used to
record attendance.,

Add/Save changes button

Close button

6.13.2 Add/edit visitor event

There are two ways to record visitor events.

1.
2.

Record event from attendance device
Add event by admin

NCheck

Edit Event

S T
Gr—=

Event type
(@® Check-In () Check-Out (O) Access

@—D User name

Kathrine dowd

@—b Select date

2024-10-24 =]
@—b Select time Time zone

08:00:00 ®© +05:30 ~
(7 )—wsnit

Day -

shift date @

[7] Use a different shift date

2024-10-24 =]
@—b Location

26a Alwis Pl, Colombo 00700, Sri Lan
Description

Description
@r—b Device

samsung SM-M346B
@—DAuthemwcation

Face identification [
Peripheral: Camera

A See less fields

®

Figure 6.197 Add/edit employee event dialog

-

177



Add/edit viitor event dialog is shown below.

1. Eventimage
Event image of the editing event. This
can be either face, finger or iris image if
the event is recorded using biometric.

2. Eventsource
The event source how the event is
recorded. This could be either by admin
or attendance device.

3. Eventtype
Event type as check-in, check-out or
access

4. Visitor name
Select visitor name. Once an event is
added, the visitor’s name cannot be
changed.

5. Select date
Select event date

6. Appointment
Select the visitor appointment to add
the event.

7. Eventtime and time zone

8. Location
The location coordinate where the
event recorded. Once the location
coordinate added, the location can be
seen in the map as configured from
Location map provider setting.

9. Description

10. Device
The device name if the attendance
recorded form attendance device.

11. Authentication
Authentication mode and peripheral
used to record attendance.,

12. Add/Save changes button

13. Close button

6.13.3 Add event from unidentified

NCheck

Edit Event X

j

Event type
@® Checkn () Check-Out () Access

Visitor name

Roaman Peterson

Select date

2024-10-24 =

Appointments *

77971

Select an appointment.

08:00:00 - 17:00:00
& Factory visit
Q Any location

Select time Time zone

18:08:07 © +05:30 +

Timezone offset is 5.5 hours from UTC

o

Location

26a Alwis Pl, Colombo 00700, Sri Lan

Description

[w]
[+]
@
I}

tior

Device

Xiaomi 23117RA68G

R D I

Authentication

~ See less fields

Face identification [ ]
Peripheral: Camera

®

td (@ Save changes 1—@

Figure 6.198 Add/edit visitor dialog

When recording events from NCheck client devices events may be recorded as unidentified event due to the

following reasons

1. Biometricis not enrolled for the employee or visitor.
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2. The biometric image is not clear enough to identify.

NCheck

The unidentified event images can be added as employee or visitor. Add an event from unidentified dialog is

shown below.

Add event from unidentified

& Biometrics

From

C Biometric type

Filter by user group

20241024 B i

All user groups

S -

Face v

Please select biometrics to enroll.

@—» 2024-10-24

15:31:20

4
< Previous

2024-10-24
14:56:55

2024-10-24
13:12:29

Page 1 of 5

2024-10-24
12:50:22

wN R

Add button
4. Close button

Unidentified event filter view
Unidentified event list view

6.13.3.1 Unidentified event filter view

Figure 6.199 Add event from unidentified dialog

-G
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A 2024-10-24 L 2024-10-24

Biometric type Face -

77

Filter by user group All user groups -

Figure 6.200 Unidentified event filter view

1. From
Unidentified event filtering start date
2. To

Unidentified event filtering end date
3. Biometric type

Filter unidentified events from the biometric image type
4. Filter by user group

Filter by the employee group that the client device where the unidentified event recorded registered to
5. Refresh button

6.13.3.2 Unidentified event list view

2024-10-24 2024-10-24 2024-10-24 2024-10-24
15:31:20 14:56:55 13:12:29 12:50:22

Page 1 of 5
’

Figure 6.201 Unidentified event list view

1. Unidentified event view
2. Unidentified events paging view
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6.13.3.3 Unidentified event view

Biometric thumbnail image with the event timestamp is showing
as follows.

1. Modality thumbnail
2. Delete unidentified event button
3. Unidentified event details button
Refer Unidentified event detail view section for more
details. @_. 2024-10-24
4. Eventdate andtime 15:31:20

Figure 6.202 Unidentified event view

6.13.3.4 Unidentified event detail view

A detail view of the unidentified events.

(1)—m=Face image - 2024-10-24 12:50:22 X

‘ 1 Modality: Face

Time: 2024-10-24 12:50:22
Latitude: 4_.__.®
Longitude:
1. The date and time of the event
2. Modality thumbnail
3. Unidentified event details
e  Modality type
i. Face
ii. Fingerprint
iii. Iris
e Eventtime
e Location coordinates
e Event address
4. Event date and time
5. Close button

Address:

=-c

Figure 6.203 Unidentified event detail view

6.13.3.5 Re-evaluate data

Check-in and check-out recorded by the same employee or visitor are paired to count the system hours. But due
to the following reasons the check-in check-outs might not be paired when added to the system.

1. Check-out event is synchronized with the server before the check-in event is recorded from another
device.
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2. Check-in or check-out event get deleted.

When the events are not paired correctly, re-evaluate option can be used to pair those events. Re-evaluate

event logs dialog is shown below.

# Re-evaluate eventlogs - X

®_. Select the strategy ®  Re-order check-in check-out pairs ~

Figure 6.204 Re-evaluate event logs dialog

1. Strategy
a. Re-order check=in and check-out pairs
Order all check-in and check-out event pairs.
b. First check-in and last check-out
Paie first check-in and last check-out. All other events in between will change as access
events.
2. Re-evaluate button
3. Close button

6.13.3.6 Import event logs

Import data from external sources, Zip files and csv files are accepted. If your data archive is protected with a password, use "Password protected” option when
importing.

@Event logs

Figure 6.205 Import event logs view

Import event logs information can be imported as mentioned in Import and Export information section. To
import event logs,

1. Select event logs
2. Select Start import button
Select Start import button to select event logs file. Refer Select import location for more details.
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6.13.3.7 Export event logs

Select the data you want to export. Selected data can be downloaded directly to your PC, or you can specify a FTP location to save it

PEvent logs
Export events from this date
2019-12-16 =]

Figure 6.206 Export event logs view

Event log details can be exported as password protected zip file as below.

1. Export event log information for selected date.

Start export button

3. Select start export button to select the event log export location.
Refer Select export location for more details.

N

6.13.3.8 Restore events

Restore previously deleted events. Retore event dialog is shown below.

() Restore events P e

Select a deleted event to restore.

From To
®‘. 2024-09-24 2024-10-24 =—@
Date Name D Shift Name Direction and Status  §
2024-10-04 Karl Mark NjbF2X Default ®© Checked-in [Missmg‘
2024-10-14 Kathrine dowd YmLkSV Default ®© Checked-in (Missing
: 20241017 Kathrine dowd YmLkSV Default @ Checked-out (Missin
20241017 Kathrine dowd YmLkSV Default ®© Checked-in (Missing
2024-10-22 Kathrine dowd YmLkSV Default ®© Checked-in (Missing
2024-10-22 Kathrine dowd YmLkSV Day ®© Checked-in (Missing
2024-10-22 Kathrine dowd YmLkSV Day @ Checked-out (Missin
. . . - . - . e
4« /1wl 50  w|items per page 1-33 of 33 items

@ L orr | - 2O

Figure 6.207 Restore events dialog

NCheck
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Events data filter

Select filter starting and end date

Refresh button

Deleted event list

A Data table represent a list of employee or visitor deleted events.
Restore button

Close button

To restore a deleted event, Select the deleted event from the list and select the restore button.

6.13.4 Event log calendar view

Eventlog calendar view shows an overview of valid and error event logs over the month. A day which has paired
eventlogs in order is considered as valid event date. A day which has unpaired event logs considered as error
event date.

Event log calendar view is shown below. :
1.

NouswN

Oct 2024 « Refresh < D

Calendar month and year

. . Mon Tue Wed Thu Fri Sat Sun
navigation controllers. Refer

Calendar view for more details. @—- 1 \ 2 3 4 5 6
Date with error events
Date with valid events 7 8 9 10 1 12 13
Date with no events © I I T
Selected date @ =
T2 15 16 17 18 19 20
current date [ ] ] - ] o«
ceen @ 77 7] ViR 25 26 27

Co o [ o [ o | e e

®_. 28 29 30 31

[ Mo Evernta ” Mo Evernts ” Mo Eventa ” Mo Events ]

@—.l curentday [l validevents [l Error events |

Figure 6.208 Event log calendar view

6.13.5 Event log tabs

Event logs tab represents event logs data in 4 different ways as follows.

AWDNR

Events view for employee/visitor

Events map view for employee/visitor

Overtime view for employee events logs

Event image view for employee/Vvisitor event logs
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6.13.5.1 Events view for employee/visitor event logs

The employee/visitor events view is shown below.

1

T

NCheck

Oct 2024 ~ Refresh < 2

Mon Tue Wed Thu Fri Sat Sun

1 2

3 4 5 6
.

7 8 9 10 1 12 13
I I N I (o)

14 15 16 17 18 19 20
I O N I N ()

21 22 23 24 25 26 27
I T I T [ | e ) e
28 29 30 31

(et (et | (ot ) [ |

Currentday [l Validevents [l Error events

1. Event log calendar view
Events table

Name

Kavin Donald

Andrew Nadal

Shown Peral

Mike Holden

Kathrine dowd

Ronald Bay

Lawrence Miller

Karl Mark

Karl Mark

Karl Mark

Karl Mark

Karl Mark

O
AQ2XAQ
vapvNo
gsGjiM
Vjuooo
YmLksv
qosLPa
gzGs7H
NjbF2X
NjbF2X
NjbF2x
NjbF2x

NjbF2X

AN | 50

Device code

J208PTLVAYTNWLNKXFOP

J208PTLVAYTNWLNKXFOP

J20BPTLVAYTNWLNKXF9P

J208PTLVAYINWLNKXF3P

J208PTLVAYINWLNKXF9P

J208PTLVAYINWLNKXF9P

J208PTLVAYTNWLNKXFOP

XLWY1IHOXI3EQRTOQTI3

XLWY1IHOXI3EQRTOQTI3

XLWY1IHOXI3EQRTOQTI3

XLWY1IHOXI3EQRTIQTI3

XLWY1IHOXI3EQRT9QTI3

« | items per page

Direction and Status

Checked-in

Checked-in

Checked-in

Checked-in

Checked-in

Checked-in

Checked-in

Checked-in

Checked-out

Checked-in

Checked-out

Checked-in

Time Zo..

+0530

+0530

+0530

+05:30

+05:30

+05:30

+0530

+0530

+0530

+0530

+05:30

+05:30

Location Ad H

(6.914338,79.85355¢ 26

(6.914343,79.85355¢ 26

(6.914338,79.85355¢ 26

(6.914338,79.85355¢ 26

(6.914338,79.85355¢ 26

(6.914343,79.85355¢ 26

(6.914343,79.85355¢ 26

(6.914355,79.853531 26

(6.914355,79.853531 26

(6.914349,79.85352: 26

(6.914349,79.85352¢ 26

(6.914349,79.85352¢ 26

1-20of 20 items

A Data table represent list of event logs. The employee/visitor event log Quick access menu is

showing following options
a. Edit

Edit selected event log. Refer Add/edit employee event section for more details about editing
employee event log. Refer Add/edit visitor event section for more details about editing visitor

event log.
b. Delete

Delete selected employee/visitor event log.

The following table shows event logs data showing in the event table. The columns can be visible/hide from the
table as mentioned in Table menu section.

6.15 Columns of the events table in events view

Column name Description

Name Name of the employee/visitor

Employee/visitor code

Scenario Scenario used to create a visitor schedule
that the appointment has created

Schedule name

The name of the schedule

Available

for

employee events
view

v
v
X

X

Available  for
visitor events
view

v

v
v
v
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Appointment location

Shift name

Shift start
Schedule start

Direction and status

Sensor data

Index number
Time (GMT)
Time

Event location

Address

Device code

Device description
Device OS

Client app name

Created time
Modified time
Modified by

Description

Restriction group name

Edited by

NCheck

The location of the schedule that the X
appointment created

Name of the shift that the event log X
created for

Start time of the shift
Start time of the schedule x

Event types such as check-in, check-out
or access

The sensors (ex: temperature sensors)
available with the attendance device can
be configured to get the data when
recording attendance. This data will be
shown here

Appointment number X
Event time in GMT
Local event time

The location where the attendance
recorded

A unique identification for the device
that the client application is installed.
System assigns unique ID when register
the device

The client application name as, Admin or
Attend

Th

The role of the person who edited the
event.
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6.13.5.2 Events map view for employee/visitor event logs

Events map shows employee/visitor recent events in a map for the given location coordinates. The map provide
can be either google or Baidu configured from Location map provider setting, The events map view is shown

below.
0ct2024 v Refresh < >
Mon Tue Wed Thu Fri Sat Sun

1 2 3 4 5 6

7 8 9 10 1 12 i3
S I T T )

14 15 16 17 18 19 20
I I S N )

27

21 2 | 23 u 25 2
[ o< | o [ o ] o]
28 29 30 31

(et ] [t ] [(Motme ) (oswms ]

Currentday [l validevents [l Error events

1. Eventlog calendar view
2. Events map view.

Event location is showing in below colors codes.

The map view can be configured as follows

Check-in events are
showing in green color

Checkout events are
showing in red color

Selected event is showing
in yellow color

1. The event log map can be configured using following map services

l. Google map
1. Baidu map

2. After obtain a map key, go to Settings > Web and select map provide from Location map provider
setting and set the obtained API key for Map API key setting.
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6.13.5.2.1 Google map

To configure google maps obtain a google map APl key as mentioned here.

If you can see “For development purposes only” water mark on the event log map once you have configured
with Google map, you must make sure that.

1. Billing has not been enabled on your account.
2. The provided billing method is invalid (for example an expired credit card).
3. APl access daily limit has been reached

To remove the watermark, you need to log in to Google cloud services console
(https://console.cloud.google.com/project/ /billing/enable) and check the status of particular project created
for Map API access.

If the API key is correctly provided, you should see Google maps loaded properly. If it’s still showing some error
on top as follows, you need to check whether the API key is correct.

iZ EVENTS @ MAP @ OVERTIME EVENT IMAGES

Invalid map APl key
It seems your Google maps API key is invalid. In order to view maps, you need to obtain an API key. Go to Google maps documentation and follow the procedure on "Creating APl
keys". Once the key is obtained, provide it under SEtEINGS tab > MEB > MaplARLkey.

Oops! Something went wrong.

This page didn't load Google Maps correctly. See the JavaScript console for technical details.
Figure 6.209 Eventlog map view for invalid google map API key

6.13.5.2.2 Baidu map

To configure Baidu map, obtain API key as follows,

Create an account at https://passport.baidu.com/v2/?login

Set up a developer account at http://developer.baidu.com/user/reg.
Go to http://lbsyun.baidu.com/apiconsole/key

Click the “I agree button”

Choose “Browser” as the application type

uhwn e

6.13.5.3 Overtime view for employee events logs

Overtime view is not available for visitors.
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Overtime is showing employee overtime work hours details. The overtime view is shown below.

T

7

NCheck

Oct2024

Mon Tue

1

Refresh <
Ved Thu Fri Sat Sur
2 3 4 5 6

Curentday [} Overtime

1. Overtime calendar view
2. Overtime table
A Data table represent list of overtime logs from employee for selected date. The employee/visitor
event log Quick access menu is showing following options

C.

Edit

Name

Kavin Denald

Andrew Nadal

Shown Peral

Mike Holden

Kathrine dowd

Ronald Bay

Lawrence Miller

«[1 e om

D

AQ2XAQ

vapvNo

gsGjim

Vjuooo

YmLkSV

q9sLPa

g26s7H

50

shift Name

First C...

2024-10-24
00:10:29

2024-10-24
07:20:50

2024-10-24
07:2323

2024-10-24
07:54:19

2024-10-24
08:00:00

2024-10-24
08:11:33

2024-10-24
08:23.05

v items per page

~ Last Check...

2024-10-24
18:00:04

2024-10-24
20:11:56

2024-10-24
21:1048

2024-10-24
17:2325

2024-10-24
20:45:59

2024-10-24
17:45:41

2024-10-24
17:53:12

Maxor sta..

Overtime Work..

1:00:00

1:00:00

1:00:00

1:00:00

1:00:00

0:48:27

0:36:55

Max OT

1-7of7items

Figure 6.210 Overttime view

Edit overtime hours as mentioned in Edit overtime hours section.

The overtime table is showing following columns.

Id

uhLnNeE

Name

First check-in
Last check-out
Max OT status

Admin can change the overtime status.
Max OT status as

a.

None

Once user completed the events
for the day, approval status will

be none.

6.
7.

Approved

Approved overtime logs will be
considered to calculate
employee workhours.

Rejected

Rejected overtime logs will not
be considered to calculate
employee work hours.

Overtime hours
Max overtime hours (OTMAX)
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6.13.5.3.1 Overtime calendar view

Overtime calendar view is shown

below

1.

Calendar month and year
navigation controllers.
Refer Calendar view for
more details

The date which has
overtime logs. The
number of logs is also
shown

The date which doesn’t
have overtime logs.
Legend

O

NCheck

Oct 2024 ~ Refresh < >
Mon Tue Wed Thu Fri Sat Sun
1 2 3 4 5 6
’ Mo cvertime ” No gvertime ] ’ Mo overtime ” No overtime ] ’ Mo overtime ][ Mo overtime ]

7 8 9 10 11 12 13
[No overime | [No ovrime | [ o overime | [N sverime | [N ovrime | [ averime | [ o averie |
14 15 16 17 18 19 20
[No overime | [N overime ] [ o oveime | [N sverime | [ e cverime | [ averime | [ o averie |

22 23 25 26 27

@)——2r>

Mo overtime

O

28

24
’ Mo overtime ] ’ Mo

overtime ” Mo

overtime ]

29 30 31

’ Mo overtime ]

’ No overtime ” No o

vertime ] ’ Mo overtime ]

@—.| current day [} Overtime

Figure 6.211 Overtime calendar view
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6.13.5.3.2 Edit overtime hours

Admin allows employees to edit
overtime logs and set the overtime
status as approved or rejected. The
edit overtime dialog is shown below.

1.

Username
Username cannot be
adapted.
Check-in date
Check-in date cannot be
adapted.
Overtime hours
Number of overtime hours
user has worked. This entry
cannot be updated.
Max OT
Number of maximum
overtime hours allocated for
user.
Max OT status
Max OT status as
a. None
Once user
completed the
events for the day,
approval status will
be none.
b. Approved
The approved
overtime logs will

NCheck

# Edit overtime X

Required fields are marked in red "*".

Name

Kavin Donald

Employee Code: AQ2ZXAQ

Check-in date

2024-10-24 n

Overtime

01:00 ®

Max ot

00:00 ®

Max ot status

None -

Shift

Day

T 117757017

-

Figure 6.212 Edit overtime dialog

be considered to calculate employee workhours.

c. Rejected

The rejected overtime logs will not be considered to calculate employee work hours

Shift

The Shift cannot be updated
Save changes button

Cancel button

6.13.5.4 Event image view for employee/visitor event logs

Event image view shows all employee/visitor event logs for the selected date as event image list as shown below.
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0ct2024 v Refresh L 2

Mon Tue Wed Thu Fri Sat Sun

| 2 3 4 5 6
- ) S . )

Z 8 9 10 n 12 13
[ o | J o o | o |

14 15 16 17 18 19 20
I B S BT . )

21 22 23 24 25 26 27
LT T e e
28 29 30 31 3

[Ceeme [ emem [ e [

Curentday [ Velideverts [} Error evemts

Kavin Checked Andrew Checked— Kathrine Checked Ronald Bay ® Checked-in
Donald in Nadal in dowd |n ®08:11:33
©00:1029 ©07:20:50 ©08:00:00
Lawrence Checked- KarlMark @ Checked-in KarlMark © Checked-out KarlMark @ Checked-in
Miller in ©13:37:57 ©13:3801 ©133914
©08:23:05

Page 1 of 2

Figure 6.213 Event image view

1. Event log calendar view
Event image list view

6.13.5.4.1 Event image list view

Kavin Checked- | Andrew Checked-  Kathrine © Checked- Ronald Bay @ Checked-in
Donald in Nadal in dowd in ®08:11:33
@® 00:10:29 @® 07:20:50 © 08:00:00

Lawrence o(:hecke& Karl Mark @ Checked-in Karl Mark @ Checked-out Karl Mark @ Checked-in
Miller in ©13:37:57 ©13:38:01 ®13:39:14
© 08:23:05

Page 1 of 2

O

Figure 6.214 Event image list view
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Event image view
Event image view is showing event image (face, iris or finger) with employee name, event type (check-
in, check-out or access) and event time. To edit an employee or visitor event, click on the event image
view. For more details about edit employee/visitor events,

a. Add/edit employee event

b. Add/edit visitor event
Event image list paging
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6.14 Reports

The reports section includes a set of reports for employees andvisitorsr. The report view can be switched to
either employee reports or visitor reports as mentioned in Bio attendance and visitor mode selection section

6.14.1 Employee reports

The employee report selection view is shown below.

i} B ]

Total work hours report Work hour summary report Productivity report

Shows the hours worked by each employee, used for salary Summarizes employee work hours by day, week, or month, helping Tracks productive and non-productive hours, highlighting lateness,
calculations, including overtime based on your organization's track attendance trends and availability early departures, breaks, and absences, along with timely
policies. attendance.

B 8

User details report Event details report Arrival and Departure report

Detailed employee information report Displays detailed check-in and check-out times for employees, Monitors daily check-ins, breaks, and check-outs, along with
along with the physical location of the devices used during these attendance status (e.g., present, absent, on leave).
events.

o

Devices report

Device status information report including installed NCheck version,
synchronization status and registration information

Figure 6.215 Employee report selection view

Once select a report, selected report will be shown in employee report view as shown below
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() D)
|
E;Df——h- < Total work hours report ) Export ~ More actions = |
@——-I Daily - 4 2024-10-29 - 2024-10-30 B8 > Hours and minitues - Don't show events - [JGroup by devices
FILTER BY
@—Di Type to seart Q Shift - Group ~ Employee =
Employee. ~  FirstNa.. ¥ LastNa. ¥ From T T ~  Productive W. ¥ OvertimeWo.. ~ TotalWor. ¥ Holiday ¥ Leave ¥ Attendance ¥
VyBW70 Isis 2024-10-30 2024-10-30
DjRHQU Sue Dameon 2024-10-30 2024-10-30
K_/: 8mikdSp wdwaqd 2024-10-30 2024-10-30
YmLksSV Kathrine dowd 2024-10-30 2024-10-30
TWxvPC Perter Karl 2024-10-30 2024-10-30
gzGs7H Lawrence Miller 2024-10-30 2024-10-30
VjuOoo Mike Holden 2024-10-30 2024-10-30
vapyNo Andrew Nadal 20241030 20241030
q9sLPa Ronald Bay 2024-10-30 2024-10-30
Total ftems: 24
itemsperpage 50 ¥ 1-24of 24 items 4 4 1k ]

Figure 6.216 Employee report view

1. Report name
Name of the selected report.
2. Report parameter’s view

Refer Report parameters section for more details.

3. Report filter view

Refer Report filters section for more details.

4. Report table
A Data table which showing report data.
5. Export menu
Refer Export report data section for more
6. More actions menu
a. Schedule reports
b. View schedules

The following employee reports are available.

1.Total work hour report

2.Work hour summary report

3.Productivity report

4. User detail report

6.14.1.1 Total work hour report

details.

5.Event details

6.Arrival and Departure report
7.Devices report

The Total work hours report provides work hours details for a selected date range. Those details can be
calculated on a daily, weekly, and monthly basis. The important parameters are

1.Employee code

2.First name
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3.Last name

4.From
Date range start

5.To
Date range end

6. Productive work hours (HPS)

7.Max overtime hours (OTMAX)

Maximum overtime hours per person can complete
during the shift.

8.0Overtime hours
9. Deleted employee
10. Email

11. Phone

12. Addressline 1

13. Address line 2

14. City
15. County
16. State

17. Zip/postal code
18. Employee status

19. Terminated date

6.14.1.2 Work hour summary report

This report provides the details as follows for users/employees.

1.Employee code
2.Name

3.Employee status
4.Terminated date
5.Address line 1
6.Address line 2

7.City

8.County Zip/postal code

9.Phone

NCheck

20. Total shift hours
Total Shift hours

21. Total shift work hours
Total Shift work hours (HS)

22. Total work hours
Total Work employee has covered.

23. In-out hours

24. Productive hours (HP)
25. Early arrival

26. Late arrival

27. Early departure

28. Late departure

29. Unproductive hours
30. Actual break hours
31. Break hours

32. First check-in

33. Last check-out

34. Holiday
Number of holidays

35. Leave
Number of Leaves

36. Attendance
Number of attendances

10. Work

11. Max overtime hours (OTMAX)

Maximum overtime hours per person can complete
during the shift.

12. Overtime hours

13. Shift hours

14. Shift work hours (HS)
15. Productive hours (HP)

16. Productive work hours (HPS)
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6.14.1.3 Productivity report

NCheck

Productivity report is generated for a selected time period with user/employee productivity parameters as

follows.
1.Employee code
2.First name
3.Last name

4.From
Date range start

5.To
Date range end

6.Productive work hours (HPS)

7.Max overtime hours (OTMAX)

Maximum overtime hours per person can complete

during the shift.
8.0vertime hours

9.Deleted employee

10. Email
11. Email
12. Phone

13. Addressline 1

14. Address line 2

15. City
16. County
17. State

18. Zip/postal code
19. Employee status

20. Terminated date

6.14.1.4 User detail report

21. Total shift hours
Total Shift hours

22. Total shift work hours
Total Shift work hours (HS)

23. In-out hours

24. Total work hours
Total Work employee has covered.

25. Productive hours (HP)
26. Early arrival

27. Late arrival

28. Early departure

29. Late departure

30. First check-in

31. Last check-out

32. Work

33. Latearrival

34. Late departure

35. Early arrival

36. Early departure

37. Unproductive hours
38. Actual break hours
39. Break hours

40. First check-in

41. Last check-out

The user details report provides a list of employee information. The available details are

1.Employee code
2.First name
3.Last name

4.Deleted person
Whether the user has deleted or not

5.Email

6.Phone
7.Address line 1

8.Address line 2

9.City
10. County
11. State
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12. Zip/postal code
13. Employee status
14. Terminated date
15. Created at

6.14.1.5 Event details

16.

NCheck

Group memberships

Number of the employee groups the
employee has bee added.

Event details represent all users/employees event details information as follows.

1.Employee code
2.First name
3.Last name
4.Shift name

5.Event type

Event type as check-in, check-out or access

6.Event log status

7.Date
Event date

8.Time
Event time

9.Time zone

10. Longitude

11. Latitude

12. Description

13. Deleted employee
14. Email

15. Phone

6.14.1.6 Arrival and Departure report

16.
17.
18.
19.
20.
21.
22.
23.
24,
25.
26.
27.

28.

Address line 1
Address line 2

City

County

State

Zip/postal code
Employee status
Terminated date
Device description
Device group name
Device group description
Device address

Sensor data

Admin clients can be configured to capture
data from the sensor available with the
devices. For example, the devices have
sensors that can capture a nearby person
and can be used to capture the employee
temperature with the event. Such data is
available with this column.

Arrival and departure report contain all arrival, departure, and absentee data. It also includes information about

Roster items, Additional staff adding, Replacements, Holidays and Leaves for all employees. Using this report,

you can track, ¢ Shift details for the employee (Shift name, start and end time)

1.Employee code
2.First name
3.Last name
4.Date

5. Availability
Preset or absent

6.Shift name

7.Shift start
Start time of the shift as mentioned in
Add/edit shift section

8.Shift end
End time of the shift as mentioned in
Add/edit shift section

9.Shift description

10.

First check-in
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11.

12.

13.

Early arrival
Late arrival

Last checked-out

Last checked-out time

14.
15.
16.
17.
18.
19.

Early departure
Late departure
Event logs count
Deleted employee
Email

Phone

6.14.1.7 Devices report

20.
21.
22.
23.
24,
25.
26.
27.
28.
29.

NCheck

Address line 1

Address line 2

City

County

State

Zip/postal code
Employee status
Terminated date

First check-in time zone

Last check-out time zone.

Device report provides information about the client devices register to the server. Device report contain,

b S

o w

Description

Device code

Hardware ID

Operating system

Operating system as Windows, 10S or
Android.

OS version

Network ID

App version

Version number of the client application
installed in the device.

Application

Application type as Admin or attendance.
User group
Name of the employee group, if the client
application is registered with a group.

6.14.1.8 Report parameters

T

Daily

C?
2024-10-29 - 2024-10-30

- < g >

10.

11.

12.
13.
14.

15.

7

Hours and minitues

Employee

Name of the employee if the client
application is registered for an employee
Location

Name of the location if the client
application is registered to a location.

Last access

Last updated

Client to server

Last client to server data synchronization
date and time if the client is Admin
application and offline enabled.

Server to client

Last server to client data synchronization
date and time if the client is Admin
application and offline enabled.

7

- Don't show events ~

7

[[]Group by devices

Figure 6.217 Report parameters
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(1) (2) (6) (3)
T
v v
Deaily - { WP4-10-29 - 2024-10-30 = :) Productive hours - Hours and minitwes

Figure 6.218 Report parameters

1. Report calculation strategy
Change the calculation based on Daily, Weekly and Monthly basis.
2. Date range
Date range can be changed daily, weekly, and monthly according to the report calculation strategy selected
above.
3. Time format
Time format as hours only, hours and minutes only or hours minutes seconds only.
4. Events
e Show first and last events
Show first check-in and last check-out event time.
e Show all events
Show all records for each check-in and check-out pairs.
e Don’t show events
Don’t show any event details.
5. Group by devices
Show events for each device.
6. Work hours
This setting allows to add the following columns to the Workhour report
e Work
* Max overtime hours (OTMAX)
Maximum overtime hours per person can complete during the shift.
e Overtime hours
e Shift hours
e Shift work hours (HS)
¢ Productive hours (HP)

® Productive work hours (HPS)
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6.14.1.9 Report filters

Type to search user

1 Search field
Search employee by name

2 Shifts filter
Filter report by shift.

3 User groups filter
Filter report by user group.

4 User type filter

Q Shift -

Figure 6.219 Report filters view

User type as either employee or visitor.

6.14.2 Visitor reports

Visitor reports selection view is shown below.

S

Incoming visitors

Incoming visitor report is showing visitors who have appointments
for the selected date.

S

Current visitor list

Current visitor list report is showing visitors who have arrived to the
appointment.

B

Checked-in visitors

Checked-in visitors report is showing visitors who recorded their
event in the NCheck visitor management client devices as check-in
event.

S

Visitor summary

Visitor summery report is showing an overview of visitor
engagement with each schedule for given time period.

Group

NCheck

- Employee ~

E

Checked-out visitors

Checked-out visitor report is showing visitors who recorded their
event in the NCheck visitor management client devices as check-out
device

Figure 6.220 Visitor report selection view

Once a visitor report is selected from the selection view, the report data will be shown in the visitor report view
as shown below.
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—~ ~

(s)
\ST (8)
¥ .
o~ o 5
( 1/%( Checked-out visitors ) Export ~ More actions +
(2r —" 2024-10-31 5] 18:00 0] Hours and minitues
FITERBY
€) aun "'| Search schedule Q Search visitor Q
Visitor Code ¥ First Name ¥ Last Name ¥ Schedule ~  Appointment status™Q) Last Checked-out ¥ Lastcheck-out. ¥ Lastcheck-out ¥ lLastcheck-out. ¥ Timespent@® ~
© NoData

S

Total items: 0

ftems per page | 50 4 “ 1 no» ql

Figure 6.221 Visitor reports view

1. Name of the visitor report

2. Checked-out visitors

3. Checked-out visitor report is showing visitors who recorded their event in the NCheck client devices as
check-out device. Following details available in the report

1. Visitor code 13. Last checked out device

2. Visitor first name 14. Last checked- out location

3. Visitor last name 15. Time spent

4. Scenario name 16. Email

5. Schedule name 17. Phone

6. Schedule location 18. Address line 1

7. Appointment starts 19. Address line 2

8. Appointment end 20. City

9. Appointment time zone 21. Country

10. Appointment status 22. State

11. Last checked-out 23. Zip/postal code

12. Last checked-out time zone

6.14.2.1 Current visitor list

The current visitor list report shows visitors who have arrived to the appointment. This report shows the
following details,

1. Visitor code 8. Appointment end

2. Visitor first name 9. Appointment time zone

3. Visitor last name 10. Appointment status

4. Scenario name 11. First checked-in

5. Schedule name 12. First checked- in time zone
6. Schedule location 13. First checked in device

7. Appointment starts 14. First checked- in location
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15.
16.
17.
18.
19.
20.

6.14.2.2

Last checked out

Last checked-out time zone
Last checked out device
Last checked- out location
Time spent

Email

Visitor summery report

21.
22.
23.
24.
25.
26.

NCheck

Phone
Address line 1
Address line 2
City

Country

State

The visitor summery report shows an overview of visitor engagement with each schedule for given time period.
The visitor summery report contains the following details.

O NSO R WN R

A

From

To

Schedule name
Schedule description
Appointments
Present

Access visitors
Attendance visitors

Parameter view of the visitor report
Report filter view of the visitor report
Report data
A Data table which showing report data.
Export menu
Refer Export report data section for more details.
More actions
a. Schedule reports
b. View schedules

Available visitor reports are,

Luh W R

6.14.2.3

Incoming visitors report
Checked-in visitors
Checked-out visitors
Current visitor list
Visitor summery report

Incoming visitors report

Incoming visitor report shows visitors who have appointments for the selected date. The available details are

©®ONOU A WNE

Visitor code

Visitor first name
Visitor last name
Scenario name
Schedule name
Schedule location
Appointment starts
Appointment end
Appointment time zone

10. Appointment status

11.
12.
13.
14.
15.
16.
17.
18.
19.

Time spent
Email

Phone
Address line 1
Address line 2
City

Country

State
Zip/postal code
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6.14.2.4 Checked-in visitors

Checked-in visitors report is showing visitors who recorded their event in the NCheck client devices as check-in
event. Following details available in the report

1. Visitor code 12. First checked- in time zone
2. \Visitor first name 13. First checked in device
3. Visitor last name 14. First checked- in location
4. Scenario name 15. Email

5. Schedule name 16. Phone

6. Schedule location 17. Address line 1

7. Appointment starts 18. Address line 2

8. Appointment end 19. City

9. Appointment time zone 20. Country

10. Appointment status 21. State

11. First checked-in 22. Zip/postal code

6.14.2.5 Checked-out visitors

Checked-out visitor report is showing visitors who recorded their event in the NCheck client devices as check-
out device. Following details available in the report

24, Visitor code 36. Last checked out device
25. Visitor first name 37. Last checked- out location
26. Visitor last name 38. Time spent

27. Scenario name 39. Email

28. Schedule name 40. Phone

29. Schedule location 41. Address line 1

30. Appointment starts 42. Address line 2

31. Appointment end 43. City

32. Appointment time zone 44, Country

33. Appointment status 45, State

34. Last checked-out 46. Zip/postal code

35. Last checked-out time zone

6.14.2.6 Current visitor list

The current visitor list report shows visitors who have arrived to the appointment. This report shows the
following details,

27. Visitor code 38. First checked- in time zone
28. Visitor first name 39. First checked in device

29. Visitor last name 40. First checked- in location
30. Scenario name 41. Last checked out

31. Schedule name 42. last checked-out time zone
32. Schedule location 43. Last checked out device
33. Appointment starts 44. Last checked- out location
34. Appointment end 45. Time spent

35. Appointment time zone 46. Email

36. Appointment status 47. Phone

37. First checked-in 48. Address line 1
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49. Address line 2 51. Country
50. City 52. State

6.14.2.7 Visitor summery report

The visitor summery report shows an overview of visitor engagement with each schedule for given time period.
The visitor summery report contains the following details.

9. From

10. To

11. Schedule name

12. Schedule description
13. Appointments

14. Present

15. Access visitors

16. Attendance visitors

6.14.2.8 Parameter view of the visitor report

2024-10-31 18:00 ® Hours and minitues -

Figure 6.222 Parameter view of the visitor report

Daily - < 2024-10-31 - 2024-10-31 >

Figure 6.223 Parameter view of the visitor report

Date selection

Time selection

Time format as hours only, hours and minutes only or hours minutes seconds only
Report calculation strategy

el A o

Change the calculation based on Daily, Weekly and Monthly basis.

5. Date range selection
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6.14.2.9 Report filter view of the visitor report

@—b Search schedule Q Search visitor Q 4—@

Figure 6.224 Report filter view of the visitor report view

1. Seach schedule field

Search schedule from available schedules.
2. Search visitor field

Search visitors from available visitors.

6.14.3 Export report data

Before export report, make sure to hide columns from the report view those are not needed in the exported
report. This can be done using the table menu as mentioned in Table menu section. Report can be exported as
follows

1. PDF format
2. CSV format

6.14.3.1 PDF format

Download the selectgd report in PDF Export PDF X 4 @
format. When selecting PDF format,

it will ask the font size of the pdf as

follows. @—bRepor‘( font size 12 -

1. Report font size

Set the font size of the PDF _

report between 9 and 15. @ -
2. Generate button

Generate report
3. Close button

Figure 6.225 Configure PDF font size in the report

6.14.3.2 CSV format

Download the selected report in CSV format.

6.14.4 Schedule reports

Schedule report feature is not available for work hour summery report.

Schedule export option allows to
e Send reports in CSV format for the selected users daily weekly or monthly basis

e Backup CSV report in FTP daily, weekly, or monthly

206



NCheck

Schedule report configurations are Schedule - Current report x<+—(8)
shown below.
Report Type  Total work hours report
1. Report Conﬁguration Calculated by  Daily
This view is showing the specific (1)—m| Desclecion Do
configurations applied from User group  Dev
DEV/CQS report Shift  Default Shift
Period 2024-10-30 - 2024-10-31
Device report provides information
about the client devices register to the (5, sening HE) lajrt=ti (Bjteits
@

server.

16.
17.
18.
19.

20.
21.
22.

23.

24,

25.

26.

. . options
Device report contain,
\E'—. Send date

Description

Device code

Hardware ID

Operating system

Operating system as Windows,
10S or Android.

OS version

Network ID

App version

Version number of the client
application installed in the
device.

Application

Application type as Admin or attendance.
User group
Name of the employee group, if the client
application is registered with a group.
Employee

Name of the employee if the client
application is registered for an employee
Location

Name of the location if the client
application is registered to a location.

() Send time
N from

(5)—=F
(5) requency

I?Zr—b Schedule end
=

Report and Report filters to the selected report
Sending options

Send date
Report sending date

Send time

20241101

(® Daystart () Shiftstart (O) Shiftend

120000 @ +05:30 -

Every day -
[[] Advanced

(® No end date

(O Have end date i
= o
Figure 6.226 Schedule reports view

27.
28.
29.

Last access

Last updated

Client to server

Last client to server data synchronization
date and time if the client is Admin
application and offline enabled.

Server to client

Last server to client data synchronization
date and time if the client is Admin
application and offline enabled.

30.

Time to send the report. Time zone should be specified. Preferred time can be selected, or else the

following options can be selected.

e Day start

Day start time as configured in General settings view.

e  Shift start
Start time of the shift.

e Shiftend
End time of the shift.

Frequency
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e Everyday
Send the report on every day at the schedule time

e Every week
Send the report once a week in above scheduled date time

e Every month
Send the report once per month based on the scheduled date and time

Checking at advanced option allows to configure the period in days to send the report at once.
7. Schedule end

e Noenddate
Report will send continuously

e Haveend date
Specify the date to stop receiving the report

8. Save changes button
Table 6.16 Error messages of schedule reports shows error messages after select save changes button.

9. Close button

Table 6.16 Error messages of schedule reports

Error code Error message

1003 Unable to connect with the FTP server {server name}
2045 Could not email reports for the recipients.

2046 Invalid FTP file path

2047 Invalid FTP username or password

6.14.4.1 Sending options

The following sending option(s) can be selected

1. Email
2. FTP configuration
3. Local folder

6.14.4.1.1 Email

The report will be emailed to the (@) —e |
selected recipients OR

1. Enter recipients’ email(s) @—e —0

separated by commas Figure 6.227 Email configuration of the schedule report view

2. Find recipients from
employees using the name

3. Find recipients using the user group
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6.14.4.1.2 FTP configuration

The report will be saved in the FTP
location.

1. FTPURL

2. Check this if the FTP access
credentials are required

3. FTP Username

4.  FTP password

6.14.4.1.3 Local folder

(D—eurL

NCheck

@4’ Need username and password to access FTP location

® User
® name

Password ._@

Figure 6.228 FTP configuration of the schedule report view

The report will be downloaded into the given file path in the local file system.

6.14.5 View schedules

This feature allows to view/edit all report schedules as follows.

Existing schedules

Report Type Emails

Work hour report abc@gmail.com

( j ) | Productivity report abc@gmail.com

itemsperpage | s0  v| 1-2of2items

Users Groups

SumB 3
Daily

Daily

Figure 6.229 View report schedules

1. List of reports scheduled

A Data table represent scheduled reports. The following information is shown in each report.

a. Report type

Type of the scheduled report

b. Emails

Email(s) of the recipients

c. Users

Username(s) of the recipients

d. Groups

Group names to send the reports

for all users in the groups

e. Sum by

Report frequency daily, weekly,

or monthly
2. Edit button

Edit report schedules as mentioned in Schedule reports section

3. Delete selected report schedule

4. Close button

f.

g.
h.

Next schedule date

Next schedule time

Ends on

Report end date if specified
Local folder

Send time base

FTP export

Created time

Created time of the report
schedule
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6.15 Settings

NCheck server control panel settings view is shown below.

1.

@——- General ~ Clients  Biometric  Passes  Web  Notifications  Licenses  Miscellaneous

Day start time

Week start date

Month start day

Year start month

Date format

Time format

Default shift selection behaviol

Auto checkout at the end of th

Auto re-evaluate eventlogs @

00:00 ®

Monday -
1 -
January v
yyyy-MM-dd M

Example date: 2019-01-01 @

HH:mm:ss -

Example time: 13:30:00

ur Allow when other shifts avai

e shift.

Disabled -

Notify check-in attempts on restricted leave

Unidentified eventlog count to

(Enter number of unidentified e
exceeds this limit, older uniden

External resource URL

keep. -1

ventlogs to keep in system. When unidentified eventlog count
tified events will be deleted. Set -1 to disable this setting.)

http://example.com/resources

(If the emails sent to your inbox doesn't show images properly, you can keep those images in a
publicly accessible location and specify URL for those images here. To refer default resources,
keep URL as "https://<server-ip>:<port>/resources/ncheck/image?resource_name=". )

O

O

O

O

O

O

O

O

O

O

Customer settings tabs
All settings groups are shown in this tab. All customer Settings are grouped for convenience. Current
group are,

a.

General settings view

Reset all to default

Figure 6.230 Customer settings view

b. Client settings view

NCheck
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Biometric settings view

Passes

Passes

Pass is used to identify
employees and visitors when
biometric data is not required.
Pass can be generated from
either NCheck or imported from
any 3™ part system. Once a pass
is assigned for a
employee/visitor, that can be
used to record their attendance
from the allowed period (If
defined) or else forever.

-0 a0

Passes can be assigned to an employee/visitor in
the following ways.

1.

Assign a new pass to the employee/visitor
Generated pass either from NCheck or
any 3™ party system.

Customer settings area

Reset to default button

Reset all settings in the currently selected
setting group.

NCheck

2. Reuse existing pass
Once pass unassigned from
employee/visitor, it is available for assign

Refer Pass types section for more information
about pass types NCheck support.

Passes in the setting section allows to manage all
passes using the pass management view. The Pass
management view is shown below.

Refer Existing pass management view

section for more details about pass management.

> @

Web interface settings view
Notifications

License

Miscellaneous
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6.15.1 General settings view

Day start time
Week start date
Month start day
Year start month

Date format

Time format

Default shift selection behaviour

Auto checkout at the end of the shift.

P11 1 1177]

Auto re-evaluate eventlogs (3)

MNotify check-in attempts on restricted leave

T?

nt to keep.

NCheck

00:00 ® O
Monday - O
1 - O
January - O
yyyy-MM-dd - (V]

Example date: 2019-01-01 @

HH:mm:ss - O
Example time: 13:30:00

Allow when other shifts available - O
Disabled - O
-1 9]

(Enter number of unidentified eventlogs to keep in system. When unidentified eventlog count exceeds this limit, older

unidentified events will be deleted. Set -1 to disable this setting.)

!

Event log images retention period ()

(®) Keep fullimage () Keep only thumbnail image

xternal resource url

!

24 Months V]

http.//example.com/resources o

(If the emails sent to your inbox doesn't show images properly, you can keep those images in a publicly accessible location
and specify URL for those images here. To refer default resources, keep URL as “https://<server-ip=:

<port=/resources/ncheck/image?resource_name=". )

Figure 6.231 General settings view of Settings

1. Day start time

2. Week start date
3. Month start date
4. Year start month
5. Date format

6. Time format

7. Default shift selection behavior
8. Auto checkout at the end of the shift
9. Auto checkout at the end of the shift

10. Notify check-in attempts on
restricted leave

11. Unidentified event log count to keep
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12. Event log images retention period 13. External resource URL

6.15.2 Client settings view

Result dialog timeout 5 O

Enable licensing

[

®—.Show work hours in clients

Offline operations .
Manual capture start

Automatically synchronize offline data .

Offline data synchronization interval 5min - O
(in minutes)

Allow automatic peripheral enabling of new clients .

Reset offline client password admin O

111171

Duplicate event timeout 3 O

Eventlog image size Medium - O

Allow predefined location Always use GPS - O

N

Self enroll templates .
Guard application support

Hide user list on client apps

Multi face mode (attend clients only)

11T

Cancel event butten on client event feedback (D .

Figure 6.232 Client settings view of Settings
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1. Result dialogue timeout 10. Duplicate event timeout
2. Enable licensing 11. Event log image size
3. Show work time on clients 12. Allow predefined location
4. Offline operation mode 13. Self-enroll templates
5. Manual capture start 14. Guard application support
6. Automatically synchronize offline 15. Hide user list

data

16. Multi face mode

7. Offline dat hronize int |
ffline data synchronize interva 17. Cancel event button in the feedback

8. Allow automatic peripheral enabling view
of new clients

9. Reset offline client password

6.15.3 Biometric settings view
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(D—————@ Manual face selection .
®—.Use in-built biometric verification on personal clients @

@HServer side face liveness checking (3 Disabled - O
@—.Face liveness mode for client applications (3) Disabled - V)

@—. Mask detection (3 Disabled - O

@—.Hat detection feature (3) Disabled - O
(@—————®Recognition threshold () 48 O
(8@ Verification threshold D 36 O

@—.Enrallment threshold (2) 48 O
@—. Face confidence (3) 30 O

@—. Face quality (@ 30 9]

2———e@Maximum face yaw @ 30 O
@—.Fingerprint quality @ 50 O
@—.Iris quality @ 30 O
@—0 Enroliment

Face confidence (3 30 O
Face quality (® 48 O
Fingerprint quality () 50 O
Iris quality (3 50 O

(16————®@High-speed face detection ()
@—. Disable duplicate checking

Figure 6.233 Biometric settings of settings
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10.

11.

12.

13.

14.

15.

16.

17.

. Manual face selection
. Use in-built biometric verification on personal clients

. Server-side face liveness setting

1. Server face liveness confidence threshold

. Face liveness mode for client application

1. Face liveness threshold for client application

. Mask detection

1. Mask detection threshold

. Safety helmet detection

1. Safety helmet detection threshold

. Recognition threshold
. Verification threshold

. Enrollment threshold

Face confidence
Face quality
Maximum face yaw
Fingerprint quality
Iris quality

Enrollment

@—b Face confidence

@—»Face Quality

@—b Fingerprint Quality

@—» Iris quality

30

48

50

50

Figure 6.234 Enrollment thresholds

1. Face confidence for enrollment
2. Face quality for Enrollment

3. Finger quality for Enrollment
4, Iris quality for Enrollment

High-speed face detection

Disable duplicate checking

O
O
O
O

NCheck
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6.15.4 Passes

Pass is used to identify employees and visitors when biometric data is not required. Pass can be generated from
either NCheck or imported from any 3™ part system. Once a pass is assigned for a employee/visitor, that can be used
to record their attendance from the allowed period (If defined) or else forever.

Passes can be assigned to an employee/visitor in the following ways.

3. Assign a new pass to the employee/visitor
Generated pass either from NCheck or any 3™ party system.
4. Reuse existing pass
Once pass unassigned from employee/visitor, it is available for assign

Refer Pass types section for more information about pass types NCheck support.

Passes in the setting section allows to manage all passes using the pass management view. The Pass management
view is shown below.

Search passes Any type - All statuses Search m| Advanced v
Pass name : PASS_1WS8G2DM.JC
PASS_K796GF1082 Pass data:
User ID : vapvNo
PASS_QIDONBYEW3

PASS_559NLDQ11W # Update | ‘ X Delete ‘

PASS_1WS8G2DMJC

1 assignments
PASS_DBVK88MIXO

Assigned to:

Andrew Nadal G

PASS_S5YZOYGY4B
PASS_OUUHUS63PW
PASS_3745TYRG70
PASS_FAWN1C1MDH
PASS_6CLDWSZ60Z
PASS_YEOS7XJFYU

PASS_RNYJRISUSF

M < 1 11 el 50w items per page

1-220f 22 items

Figure 6.235 Pass management view

Refer Existing pass management view

section for more details about pass management.
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6.15.5 Web interface settings view

C Dashboard refresh interval

(in minutes)
@—b Show meridian in time selector
@ ——» Report export PDF font

@‘—b Location map provider

@——b Map APl key

2 minutes v
Roboto (Latin) [Default] -
Google Maps -

AlzaSyASMO0zdf1BbOQognZgks

Figure 6.236 Web settings view of Settings

1. Dashboard refresh interval
2. Show meridian in time
3. Report export PDF font
4. Location map provider

5. Map API key

O

O

O

O

NCheck
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6.15.6 Notifications

Email notifications
Mail service provider

Custom SMTP Server

Host name *

Host name

Sender *

admin@ncheck

Encryption () ssi.

Username

User name

Port *

@® TLs

Authentication 2] Enabled

Password @

Password (Enter again when editing)

SMS Notifications.

Host name *

| Hostname

Username

Username

Required fields are

Port =

Password

Password (Enter agair

arked in red "

Figure 6.237 Notification settings view of settings

1. Email notification settings
SMS notification settings
3. Save button

N

Save email and SMS notification settings changes.

6.15.6.1 Email notification settings

NCheck

Email server can be configured with NCheck On-premises server to receive notifications such as change login details,
share device registration token, schedule reports.
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2.

@—» Mail service provider

Custom SMTP Server A
Host name = Port *

Host name 587
Sender *

admin@ncheck

Encryption (7 ssL (@ TLs
Authentication Enabled

Username password @

User name Password (Enter again when editing)

Figure 6.238 Email notification setting view

Mail service provider
Following mail server providers can be configured to send email notifications.
a. Gmail
b. Outlook Mail
c. Yahoo mail
d. Brevo
e. Custom SMTP server
Mail server provider configuration view

6.15.6.1.1 Gmail

PwnPE

@—.Hust: smtp.gmail.com Port: 465 Encryption: SSL

@ —eusemame * Password * (D@

Full GMail address GMail password or app password

@—.Il you use 2-step verification with GMail, You need to generate an app password in order to configure mail sending.

Figure 6.239 Gmail configuration view

Host, port and encryption for Gmail
Gmail username
Gmail password

NCheck

If 2-step verification has enabled for the Gmail account, you must generate app password for Gmail and use

it as the password.
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https://myaccount.google.com/apppasswords

6.15.6.1.2 Outlook Mail

NCheck

To configure outlook online as the email server on NCheck, first register NCheck application to get application
credentials to send email using outlook email.

1. Signin to the Microsoft Entra admin center as your company global admin.

2. Navigate to Microsoft Entra Id > App registration > New Registration.
3. Provide "NCheck" for the application name and configure "Accounts in this organizational directory only"

account type.

f Home

& Agents
% Favorites

Entra ID
Overview

Users

>

(0]

by

' Groups

£ Devices

B Enterprise apps

B App registrations

S Roles & admins

83 Delegated admin partners

©  Domain services

D Identity Secure Score
Authentication methods

A/
@ Password reset
0]

Custom security attributes

B FatiBieatn thnsiian

4. Register the application.

Home > App registrations >

Register an application

* Name

The user-facing display name for this application (this can be changed later).

| NChecd]

Supported account types

Who can use this application or access this API?
(®) Accounts in this organizational directory only (lab.neurotechnology.com only - Single tenant)
(O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant)

(O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant) and personal Microsoft
accounts (eg. Skype, Xbox)

(O Personal Microsoft accounts only

Help me choose...

Redirect URI (optional)

We'll return the authentication response to this URI after successfully authenticating the user. Providing this now is
optional and it can be changed later, but a value is required for most authentication scenarios.

Select a platform v e.g. https://example.com/auth

Register an app you're working on here. Integrate gallery apps and other apps from outside your organization by adding from Enterprise applications.

By proceeding, you agree to the Microsoft Platform Policies 7

Register

Figure 6.240 Register an application

5. Navigate to Add permission > Microsoft Graph > Application permission > Mail > Mail

permission".

Send and "Add

221


https://portal.azure.com/

NCheck

Hunie 2 A0 uiiolions ) N Request API permissions x
- NCheck | APl permissions
Searc O teresn P Gotfendoact? @ Lo e
Nepgraphmroschcom Do
3 oot What type of permussions does your application requre”
“ Quickatat

A Grantng lerurt.ice consert may revone SerTvGrs that have wieady Deen ravted terart-wice fr Dt aOator P  Dutegated pemeisions
o ntegraton assstant Your appication neess 1o e the AP 1 the

A Dagrose and soive problems. PR,
o : = s =
Manage Apotcation permavon
B Buanding & properties Configured permissions postopip
? A A APk whan they ~ T
N
Cemfcates & secrets Seiect permissions. ensray
11! Token configuration + a4 v G E= ]
g i e D oL e —
@ Expose an AP W MoTsoft Gaph
> Wkt
& Approles Mal Seng Application  Send med as any user Yes.
& Owness D Maibcurem
& Roles Tovew 005 26 ngs. try Enterprse appi
W Mandest > MalbosSettngs
Support + Troubleshooting. VM)
B New upport request O e
Resd mad i il madboses. o
ke
O et simaons -
R
Read basc mal n #l madboes e
R,
D Read anc wrte mad i 4 maiboves »
MotSens
L] Sand mal o5 any user -
Figure 6.241 Add permission
6. Grant admin consent for the user.
Home 5 lab neuratechnology com | App registratians > NCheckOutlook
-5 NCheckOutlook | APl permissions <
Search O Refresn 5 Gotdeedback?
B Overveew A Yos are editing perminsioni 10 yoor spplication, usen will have 16 consert even H they ve siready dane 30 previcosly
& Quickstan
# Intograton assistant
K Disgnose s solve prodiesn A Grantng terant-wite consent may revobe parmissins that have Sready been granted 1enant-wide for that appbcanon, Permessions that uiers have siready Granted on thew own behalf sren’

v Manage
B2 Branding & propesties @ e “Admin content requied” cobamn thows the detadt value for an crganizanon Mowever, wser contert can be cutomsaed per permisticn, uter, o app The cobamn may rot reflect the val
D Authesscation

Centificates & secrets. Configured permissions
I” Token confipiration Appications are xmhorded 10 call APls when they are granted permissions by users/admins as part of the consent process. The st of configured permissions should include
¥ the permiszons the appcaton needs. Leam more about permssions and onsent
B API permissions
&k AP + Addapermisson v Geant admin corent for laneurctechnology.com
pose an
B App roles APt / Permissions name Type Descy trequ.. Status
& Owners v Mcrosstt Gragh (1]
&, Roles and sdministrators. Madl send Application  Sead mail as any user Yos A Nt graed for bseu see
W Manitest
Support « Troubleshooting To view and manage consented permissons for indaidual apps. as well a3 your tenant's coment settings, try Enterprise apphcations

Figure 6.242 Grant admin consent for the user

7. Navigate to Certificates & secrets > Client secrets > New secret, provide "NCheck secret" for description,
select the secret validity period and create the secret.
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Home > App registrations » NCheck

Add a client secret

NCheck | Certificates & secrets =

Overview

L =

Quickstart

.

Integration assistant
K Disgnose and solve problems
Manage

B Branding & properties

©

Authentication (Preview)
Certicates & secrets

11! Token configuration

© AP permissions

@ Expose an API

i App roles

1

1

Owners

Roles and administrators

W Manifest
Support + Troubleshooting

& Newsupport request

Dexcrption

& Got feedback?
Exprres.

@ Got a second to give us some feecoack? >

Credentials ensble confidential applications to identify themsehes to the authentication service when receiving tokens
scheme). For 3 higher level of assurance. we recommend using 3 certificate (instead of a chent secret) as a credential

@ Aopication registration certificates, secrets and federated crederials can be found in the tabs below.

Certificates (0)  Client secrets (1)  Federated credentials (0)

A secret string that the appication uses to prove its y requesting a token. Also can as appl

- New chert secret
Description Expires Value

NCheck chent secret 1728/2026 808Q~H2alLBEDIXEV3 o DWiBipudv... |

Figure 6.243 Add client secret

Recommended: 180 days (6 months)

NCheck

8. Collect NCheck secret and navigate to "Overview" and collect NCheck application (client) id, your company
Directory (tenant) ID.

Home > App registrations >

] NCheck =

B Overview

& Quickstart

# Integration assistant

X Diagnose and solve problems
Manage

2 Branding & properties

2 Authentication (Preview)

Certificates & secrets

Token configuration

é

API permissions
@ Expose an AP|

i App roles

& Owners

&, Roles and administrators

i Manifest

Support + Troubleshooting

A New support request

[il Delete @ Endpoints [ Preview features
@ Got 2 second? We would love your feedback on Microsott identity platform (previously Azure AD for developer). —

/ Essentials

Display name Client credentials
NCheck 0 certificate, 1 secret

Application (client) ID Redirect URls
1cf13559-02d9-408f-04dd-a455¢9027f0a Add 3 Redirect UR|

Object ID Application ID URI
fed3e6f4-bB13-4193-8708-50886cbae563 Add an Application 1D URI

Directory (tenant) ID

51a243c-896e-4acT-bed3-d6449ddd3dfc NCheck
Supported account types State
Multiple organizations @ Activated

@ starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure Active Directory Graph. We
will continue to provide technical support and security updates but we will no longer provide feature updates. Appiications will need to be upgraded to

Microsoft Authentication Library (MSAL) and Microsoft Graph. Leam more

A\ Starting November 9th, 2020 end users will no fonger be able to grant consent to newly registered multitenant apps without verified publishers. Add MPN ID

to verify publisher

Get Started  Documentation

Figure 6.244 Outlook registration overview

Managed application in local directory

Once Outlook registration is completed, configure outlook email server in NCheck as follows.
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@—.Sender * Sender name *@ @

<email address> ‘ NCheck Admin

@—.Outlcok clientid * Outlook client secret *@ @

{ Outlook client ID Outlook Client secret

(®—®outlook tenent id *

‘ Outlook tenent ID J

Figure 6.245 Outlook configuration view

Sender email address

Sender name. By default, this is “NCheck Admin”
Outlook client ID

Outlook client secret

Outlook tenant id

e wN e

6.15.6.1.3 Yahoo mail

@—.Host: smtp.mail.yahoo.com Port: 587  Encryption: TLS

@—QUsername . Password * Q@ @

Full Yahoo Mail address

D PassSword
@—.If you use 2-step verification with Yahoo Mail, You need to generate an app password in order to configure mail sending.

Figure 6.246 Yahoo mail configuration view

Host, port and encryption for Yahoo

Gmail username

Gmail password

If 2-step verification has enabled for the Yahoo account, you must generate app password for Yahoo mail
and use as the password.

el A o
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6.15.6.1.4 Brevo

@—.Sender * Sender name * @ @

| <email address> MCheck Admin

®—.B:e\re api key *

Figure 6.247 Brevo configuration view

1. Sender email address
. Sender name. By default, this is “NCheck Admin”
3. Brevo APl key.
Refer this document to generate Brevo API key.

6.15.6.1.5 Custom SMTP server

The custom SMTP server configuration view is shown below.

@—.Host name * port *@ @

Host name 587

@—.Sender * Sender name *@ @

admin@ncheck NCheck Admin

@—.Encr}rption OssL @ TLs

@-.Authentication Enabled
®—.Usemame Password D)@ @

user name Fassword (cnter again wnen eariing)

Figure 6.248 Custom CMTP server configuration view

1.Host name
SMTP server to manage emails. For custom SMTP servers, a host name should be provided.

2.Port
SMTP Server port for custom SMTP servers. The default port is 587.

3.Sender email address
4.Sender name. By default, this is “NCheck Admin”

5.Encryption
Enable SSL2 or TLS configuration for custom SMTP servers to ensure the safety and security of the emails.

6.Authentication
Enable disable authentication for custom SMTP servers.
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7.Username
The Username of the host. This is also the sending email address for all email notifications.

8.Password
The password of the host server.
6.15.6.2 SMS notification settings

SMS notification settings allow to add SMS gateway to receive SMS notification send registration token, leave and
holiday notifications.

@—b Host name * Port *€——— : )
Host name 0

@—5 Username Password @
Username Password (Enter again

Figure 6.249 SMS notification settings

1. Host name
Host name of the SMS gateway
2. Username
Password
4. Port

w

6.15.7 License

NCheck clients can be activated from on-premises server license. This section explains on-premises server license
management for clients.

Manage licenses assigned to client devices

O Description Enabled Current activations Max activations Expire on Options

() 0
O 0 10

Figure 6.250License view

1. License table
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2.

New license button
Refer Add/edit license. Section for more details.

6.15.7.1 License table

A Data table. Showing all available licenses below.

7.

Description Enabled Current activations Max activations Expire on

:

Internel license 2 0 0 10 2022-07-30 00:00:00

111

ntern

Figure 6.251 License table view

License description
Enabled
Whether the license is enabled or not.
Current activations
Number of clients using the license.
Max activations
Number of clients activate from the license.
Expired on
License expiry date.
Options
Following options are available.
a. Show devices button

Options

®

ne——©)

NCheck

Refer Assigned devices section for more details about managing client devices activates to a

license.
b. Edit button
Refer Add/edit license. Section for more details.
c. Delete button
Delete currently used license.
Table menu

6.15.7.1.1 Assigned devices

This shows the devices activated using the selected license file as shown below.
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0 ASSIGNED DEVICES - INTERNET LICENSE 1

Description Application Assigned To Last updated Options =

HUAWEI JKM-LX2 NCheck Visitor Managem... Any location 2022-07-12 11:26:03

x aoss.—@

Figure 6.252 Assigned devices view

1. Assigned device table
2. Close button

6.15.7.1.1.1 Assigned device table

Description Application Assigned To Last updated Options =
HUAWEI JKM-LX2 NCheck Visitor Managem... | Any location 2022-07-12 11:26:03

Figure 6.253 Assigned device table view for the license

1. Device description

. Application type
3. Assigned to

Device location.
4. Last updated time
5. Options
a. Unregister button
Unregister device, so that the license will be released from the device.

We strongly recommend deactivating serial license from the client device before unregistering
from the server to make sure that the license is available for another client to activate.
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6.15.7.1.2 Add/edit license.

4+ NEW LICENSE

(@)——® License file * Choose File | No file chosen
lic and.ncs files are supported.
@—.Dcxripﬁon

© ® Expiry date 2022-07-12 =

@—.Max activation count 0

"

Required fields are marked in red "*"

® m x CANCEL 0—@

Figure 6.254 Add/edit license dialog

1. Licensefile
Browse the license file located in the device. License files cannot be changed when editing license.
2. Description
3. Expiry date
Expiry date of the license.
4. Max activation count
Number of maximum activations.
5. Add/update button.
6. Cancel button.

6.15.8 Miscellaneous

Miscellaneous contains the following sections.

1. Designation

6.15.8.1 Designation

This allows employees to manage designations when add/edit employee as mentioned in section. Designation view
is shown below.
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Doctor
Nurse

Cashier

1. Designation table
Add new button

Description Options

Doctor
Nurse

Cashier

w  items per page

Figure 6.255 Designation view

Add new designation as mentioned in Add/edit designation section.

6.15.8.1.1 Designation table

All designations showing in a Data table.as below.

Doctor
Nurse

Cashier

@—.14 « 1 AN S |

1. Designation name
. Designation description
3. Options
a. Edit button

20

!

Description Options

Doctor
MNurse

Cashier

v flems per page

Figure 6.256 Designation table view

NCheck

o] oere
[exd
o] oeiere |

1-3of3items

=X O

(@] oaer |
] oar |
(o] o

1-3of 3items

Refer Add/edit designation section for more details about edit designation.

b. Delete button

Delete designation. Select OK button from the Delete designation confirmation dialog as shown

in Figure 6.257.
4. Table menu
5. Table paging options
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@ Delete designation

Are you sure you want to delete this designation?

v OK ® CANCEL

Figure 6.257 Delete designation confirmation dialog

6.15.8.1.2 Add/edit designation

+ NEW DESIGNATION

@O——eName * .
Name

@—ODescription

Description

® m x CANCEL o—@

Figure 6.258 Add/edit designation dialog

1. Name
Name of the designation. This is a unique identification of the designation. Cannot be duplicated.
2. Description
Add/update button.
4. Cancel button.

w
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6.16 Admin Tasks

NCheck admin tasks view as follows,

@_- Data management Delete personal data Manage old eventlogs Admin operation logs Biometric operations

L2 X

Backup Restore

‘You can backup all your data to a specified location in your To restare from a previous backup, please go to "Configuration®
filesystem, network location or FTP server. Please make sure that option in NCheck Bio Attendance tray application.
location is not write protected and provide correct access

credentials for remote backup.

C Start backup Schedule backup View schedules

0 ¥

Export data Import data

You can export different types of data by running the exporter. Exported data can be imported later from the data importer.
Selected types of data will be exported as multiple .csv files and

compressed (zip) file can be downloaded or uploaded to a FTP Import data

location.

Figure 6.259 Admin tasks view

1. Admin tasks tabs view
All operations are showing in this tab view. Available operations are
a. Data management
Delete personal data
Manage old event logs
Admin operation logs
Biometric operation
f. Integrations
2. Tab content view
This is where the selected tab content is showing.

D Q0T

6.16.1 Data management

The data management view is shown below.
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&, X

Backup Restore

You can backup all your data to a specified location in your To restore from a previous backup, please go to "Configuration®
filesystem, network location or FTP server. Please make sure that option in NCheck Bio Attendance tray application.

location is not write protected and provide correct access
credentials for remote backup.

Start backup Schedule backup View schedules

M 3]

Export data Import data

You can export different types of data by running the exporter. Exported data can be imported later from the data importer.
Selected types of data will be exported as multiple .csv files and

compressed (zip) file can be downloaded or uploaded to a FTP

location.

Export data

Figure 6.260 Data management view

The data management view contains the following operations.

Backup data

Restore server databases
Export data

Import data

ALWDNR

6.16.1.1 Backup data

NCheck server allows the administrator to backup/schedule backup all data in the specified location securely in JSON
format.

The backup file must contain following details

Figure 6.261 Data management view

File name details
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AuthentcationData.json
Customer.json

CustomerlLeaveTypes.Json

CustomerSettings.json

Device.json

FileData.json

Holiday.json

OAuth2User.json

Peripheral.json

PeripheralConfiguration.json
Person.json

Roster.json

Rosterltem.json

Task.json

UserGroup.json

UserGroupMembership.json

NCheck

Organization details as given in My Account section

Leave types as configured in Configure leave type
section.

Customer settings as mentioned in Settings section

Device/API details as mentioned in Device view,

Holiday details as mentioned in Manage Leaves and
holidays section.

All peripheral details of each device as mentioned in
Peripheral view section

Peripheral configurations details
User details

All  roster details as mentioned in Schedule
management section.

All roster item details as mentioned in Schedule items
view section.

All shift details as mentioned in Shift management
section.

All user group details as mentioned in Manage
Employee Groups section.

All users of user groups detail as mentioned in
Employees section of Manage Employee Groups.

It is strongly recommended to not alter backup files to restore data successfully.
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The backup view is shown below.

¥

e
1. Start backup button Backup
This will open backup database
dialog as mentioned in Backup You can backup all your data to a specified location in your
configuration section. filesystem, network location or FTP server. Please make sure that
2. Schedule backup button location is not write protected and provide correct access
This opens schedule backup credentials for remote backup.

dialog as mentioned in Schedule

backup section. Start backup [ Schedule backup ] View schedules

3. View schedules button T
This opens list of scheduled
backups as mentioned in View o @ 3

schdules section. Figure 6.262 Data backup view

6.16.1.1.1 Backup configuration

Backup configuration allows configuring backup parameters. Backup database dialog is shown below.
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© Backup Database X

(® Directory on Server

Save backup to
() FTP location

Backup file path Path to the backup directory on Server

@—’ File password Enter new password

Password should include:

s Atleast 8 characters

» Atleast one uppercase letter, lowercase letter, number and
a special character from ("I, "@", "#","$", "%", """, "&", "*").

s Should not include Non-English characters.

Password Strength:

@—b Confirm password Confirm password

@ = [ Export profile images
Backup eventlogs
@ o | Backup eventlogs from

2024-09-30

[[]Include event image

Figure 6.263 Backup database dialog

1. Save backup either in FTP or local folder. Refer
1. Local folder configuration
2. FTP folder configuration
2. File password
The Password must have at least 6 characters with one digit.
3. Confirm password
4. Export profile image
Check this option to backup profile images of the employees. This may increase the backup size.
5. Backup event logs
Check this option to backup all event logs. The following settings are available to configure event logs backup.
1. Backup event logs from
If the Backup event log option is checked, select the date from which date event logs must be included.
2. Include event images
Check this option to back up images of the event logs. This may increase the backup size.
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6. Execute button to start

NCheck

Execute button will be disabled if the mandatory fields are empty or Validation errors exist. Table 6.17 Error
messages of backup database Following errors could occur.

7. Close button

Error code
1003
3003
3004
2045
2046
2047

4001

6.16.1.1.2 Schedule backup

Table 6.17 Error messages of backup database

Error message

Unable to connect with the FTP server {server name}
Password does not match.

Password must contain at least 6 characters with one number.
Could not email reports for the recipients.

Invalid FTP file path

Invalid FTP username or password

Unidentified error occurred during data restore. Please contact
administrator or NCheck support for more details.

This feature can be used to automate database backup as daily, weekly, and monthly in following locations.
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© Schedule Backups X

(® Directory on Server

Save backup to
(O FTP location

Backup file path Path to the b

kup directory on Server

@—. File password Enter new password

Password should include:

= Atleast 8 characters

* At least one uppercase letter, lowercase letter, number and
a special character from (*I", "@", "#", "$", "%", """, "&", "*").

« Should not include Non-English characters

Password Strength:

@—bcanﬁrm password Confirm password
@ [ | Export profile images
3 Backup eventlogs

Backup eventlogs from

2024-09-30 n

[Jinclude event image
@—bScheduled date 2024-10-30 n

Backup frequency Monthly

T 1

Figure 6.264 Schedule backup in local folder view

Saving backup in either local or FTP folder. Refer
1. Local folder configuration
2. FTP folder configuration
File password
Password must have at least 6 characters with one digit.
Confirm password
Export profile images
Check this option to backup profile images of the employees. This may increase the backup size.
Backup event log
Check this option to backup all event logs. The following settings are available to configure event logs backup.
1. Backup event log from
If the Backup event log option is checked, select the date from which date event logs must be
included.
2. Include event images
Check this option to back up images of the event logs. This may increase the backup size.
Schdule date
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6. Backup frequency
Backup fequency as daily, weekly or monthly.

9. Schdule backup button
Execute button will be disabled if the mandatory fields are empty or Validation errors exist. Table 6.18 Error
messages of schedule database backup is showing the errors that could have occurred.

10. Close button

Table 6.18 Error messages of schedule database backup

Error code Error message

1003 Unable to connect with the FTP server {server name}

3003 Password does not match.

3004 Password must contain at least 6 characters with one number.
2045 Could not email reports for the recipients.

2046 Invalid FTP file path

2047 Invalid FTP username or password

6.16.1.1.3 Backup progress view

Database backup time Backup
depends on the amount

{ : = T
of data to be backup. [j ] -

Back up in progress...
Once the backup starts,
will be shown below.
@-b Done

1. Backup
progress view . .
2. Backup Figure 6.265 Backup progress view

progress status.
The available status is
a. In-progress
b. Fail
c. Completed
3. Refresh button
Refresh the backup progress view. Select refresh button if the progress is not updated
4. Done button
Close the backup progress view
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6.16.1.1.4 View schdules

This view shows the existing
email schedules and operations

as follows @— Dwte: 2020-01-20 00:00:00
’ ®— Frequency: MONTHLY

Local directory: £\db backups

1. Date @— _x o]
Schdule date

2. Frequency ®— @ x cuose

3. Directory Figure 6.266 View schedules view
Local or FTP directory

path
4. Remove button

Remove schduled backup
5. Close button

6.16.1.1.5 Local folder configuration

@—b Backup filepath | Path to the backup directory on Server

Figure 6.267 Local folder configuration view

1. File path
File path to the local folder

6.16.1.1.6 FTP folder configuration

The following details are (1)—mFi host File path - @
required to enable FTP v et o I
configuration. @—) Need username and password to access FTP location
1. FTP hOSt address ®—' User name Password - @
2. File path in the file system User name Password
3. Checkthisifthe FTP access
credentials are required Figure 6.268 FTP details view of the schedule report view

4. FTP Username
5. FTP password

6.16.1.2 Restore server databases

Refer Restore database section for more details.

6.16.1.3 Export data

You are allowed to export following information as CSV files in a password protected zip file.
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User group information

User/user group location restrictions information
User group information

User group memberships information

User/user group location restrictions information
Shifts information

Roster items information

Leaves information

Holidays information

. Event logs information

Select the date to export event log form the date

To export,

1.
2.
3.

6.16.1.4

Select Run exporter button

From Select data to export dialog, select type of data to export

NCheck

Select the Start export button to select export location as mentioned in Select export location section

Import data

Following information can be imported as a zip with the file hircahy as mentioned in Import and Export information

section.

=

©CRND U A WN

User group information

User/user group location restrictions information
User biometrics and template files

User group information

User group memberships information

User/user group location restrictions information
Shifts information

Roster items information

Leaves information

10. Holidays information
11. Event logs information

To import,
1. Select Run importer button
2. From Select data to import dialog, select type of data to import
3.

Select Start import button to select import location as mentioned in Select import location section.

6.16.2 Delete personal data

Delete a person with all related data from the system. Before deleting, this will allow to export all user data as CSV

files in a password protected zip file. This export data can be used to restore deleted person again.

Delete personal data view is shown below.
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‘ Permanently delete

) G)
T ]

3 selected X

NCheck

O

Employee Code

NjbF2X

gsGjiM

AQ2XAQ

qusLPa

vapNo

Vjudoo

gZ6sTH

TWxvPC

YmLkSV

8mkdSp

DiRHQU

50

« items per page

First Name

Karl

Shown

Kavin

Ronald

Andrew

Mike

Lawrence

Perter

Kathrine

wawgd

Sue

Last Name

Mark

Peral

Donald

Bay

Madal

Holden

Miller

Karl

dowd

Dameon

Phone

1-110f 11items

6.16.2.1 Permanently delete user and export

Employee list

Figure 6.269 Delete personal data view

A Data table showing available employees. Select employee select checkbox (As mentioned in Table

content area) to select employees to permanently deleted.

Permanently delete button
Delete selected employees permanently. Refer Permanently delete user and export section for more

details.

Number of selected employees from the employee list. Select cancel icon to clear the selections.

Search field

Search employee from the employee list.

Permanently deleted user and export data dialog will be shown below if request permanently deleted for selected

person.
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Permanently delete user and export v
data

Employee

@—. Name: Kathrine dowd

Employee code: YmLkKSV

wy Download the personal data before deleting permanently
from the system

Please provide a password for zip file

Enter password for zip arc

@_. Password should include:

= At least 8 characters

+ At least one uppercase letter, lowercase letter, number
and a special character from ("I, "@", "#","$", "%", """,
"&", ).

+ Should not include Non-English characters.

Download user data

Figure 6.270 Permanently delete user and export data dialog

Deleting person details

Check this option to download person details as csv files in password protected zip file. Once the data
download is complete, it will ask to confirmation to delete person permanently. If data download is not
required, uncheck this option and confirm to delete the person.

Close button
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6.16.3 Manage old event logs

NCheck Server keeps daily event
logs of each user in the database
and causes the database to grow
with time. The deleted old event

Start
(O) From the beginning (@) Start from

2024-10-30

End
logs feature can be used to
manage unwanted event logs 2024-10-30 B
details in the database as follows.
Shift
[ Type to search shift n
1. Start date
The date when the event
Delete

logs deletion starts. There

are two options O Images only (keeps eventlog) @ Eventlog with image

[ 7 1711

1. Fromthe
beginning
Delete event logs
from the beginning Figure 6.271 Delete old event logs view

of the events.
2. Startfrom
Specify the date when the event logs deletion start.

2. Enddate

The date when the event deletion stops.
3. Shift

Delete the event logs assigned to the specified shift.
4. Delete

1. Imageonly
Delete event images without deleting the event.
2. Event log with image
Delete both event and event image.
5. Delete button
Delete event logs which satisfies all filters specified.

6.16.4 Admin operation logs

Administrator operation logs in the NCheck On-premises server control panel such as login, logout, add event logs,
modify event logs, delete event logs, add person, modify person, delete person can be seen from this feature.

Admin operation logs are shown below.
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2024-09-30 - 2024-10-30 B

NCheck

Owner

Neurotechnology Administrator

Neurotechnology Administrator

Neurotechnalogy Administrator

Neurotechnology Administrator

Neurotechnalogy Administrator

Neurotechnology Administrator

Neurotechnelogy Administrator

Neurotechnology Administrator

Neurotechnelogy Administrator

Neurotechnology Administrator

Neurotechnology Administrator

Neurotechnology Administrator

Nouwratashnnln Adminicteatar

o« v e om

User name

admin

admin

karim@abe.com

admin

admin

admin

admin

admin

admin

admin

admin

admin

ademin

+ | items per page

Action

Login

Login

Login

Log out

Edit user

Login

Delete Event log

Delete Event log

Login

Login

Add Event log

Add Event log

Add Euant lon

Time ~ =

2024-10-30 09:45 AM

2024-10-30 09:35 AM

2024-10-2515:10 PM

2024-10-2515:10 PM

2024-10-2515:04 PM

2024-10-2512:33 PM

2024-10-24 2310 PM

2024-10-24 2117 PM

2024-10-2417:26 PM

2024-10-24 1425 PM

2024-10-2413:31 PM

2024-10-2413:30 PM

L REE PR

1-50 of 50 items

Figure 6.272 Admin operation logs view

Date selection

Select start and end date to retrieve the admin logs.

Admin log list

A Data table showing list of admin logs. The employee/visitor Quick access menu is showing following

options

a. Details.

Admin logs list showing following information

1.

Owner

The role name who performed the admin operations.

Username

Name of the administrator.

Action

Login
Logout
Add event log

Modify event log
Delete event log

Add user
Edit user
Delete user

4. Date andtime

6.16.5 Biometric operation

The Biometric operation view is shown below.

245



NCheck

Re-enroll templates De-duplicate templates

You can improve recognition accuracy by re-enrolling templates again. Biometric de-duplication (Find false matching people)

Re-Enroll X De-duplicate “D previous jobs

Figure 6.273 Biometric operation view

The following biometric operations are available.

1. Re-enroll templates
2. De-duplicated templates

6.16.5.1 Re-enroll template
Re-extract user’s biometric templates from biometric engine and re-enroll. When installing new version of NCheck

server, it may require re-enroll templates to the system. In such case NCheck team will notify to use this feature to
re-enrollment. Re-enroll template view is shown below.

Re-enroll templates

You can improve recognition accuracy by re-enrolling templates again.

Re-Enroll previous jobs

@ @

Figure 6.274 R-extract templates view

1. Re-enroll button
Refer Re-enroll templates section for more details.
2. Previous jobs
Show previous enrollment. Refer Re-enrollment task list view section for more details.

6.16.5.1.1 Re-enroll templates

Re-enorll template is a long running task depending
on the number of biometric templates templates to
re-enroll. But your are allowed to work as it runs on . . -

the backround. You will be asked a confirmation et e S

dialog before proceed as shown in the Figure. Do you want to continue?

Fiqure 6.275 Re-extract template confirmation

Task will run in background. X
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Once select the OK button from the

confirmation dialog, it will show the @ .o 0% completed @
current progress of the re-enrollment job

as below.

Figure 6.276 Re-enrollment progress view
1. Enrollment progress

2. Show details button
Show details of the re-enrollment task. Refer Re-enrollment job details section for more information.

The following errors can occur when requesting re-enrollment.

Table 6.19 Error messages for enrollment templates.

Error code Error message
2002 License cannot be obtained
2048 Biometric re-extraction has failed on the following images.

6.16.5.1.2 Re-enrollment job details

[ sStatus: Re-extraction job X

Job ID : 675EY
Status : In Progress

Job type: Re-extract enrollment

° 9155

b Cancel job 1—@
| xcose @

Figure 6.277 Re-enrollment job details view

1. Re-enrollment progress
2. Jobid
Unique identification for re-enrollment job.
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Status

Re-enrollment job stats as in-progress, completed, failed, or cancelled.

Job type

Refresh

Cancel jobs/Show report button

Cancel job button appears to cancel the job is in-progress. The show report button appears for a job failed,
completed, or cancelled. Refer Re-enrollment report section for more details.

Close button

6.16.5.1.3 Re-enrollment report

The re-enrollment report is available for completed re-enrollments jobs.

Re-extraction report X
Name Total auth data count Succeeded auth data count :
Mari Dhoral (V3YIVQYVKK) 1 1
Kathrine dowd (YmLkSV) 1 1
@—b Karl Mark (NjbF2X) 1 1
Shown Peral (gsGjiM) 1 1
Kavin Donald (AQ2XAQ) 1 1
Ronald Bay (q9SLPa) 1 1
Andrew Nadal (vapvMNo) 1 1
|4 4 T /1 » > 50 v items per page 1-10 of 10 items

® gl |

Figure 6.278 Re enrollment report view

1. Re-extracted employee list
A Data table showing re-extracted employees. This contains the following columns
a. Name
Employee name
b. Total auth data count
Total biometric template to re-enroll.
c. Succeeded auth data count
Biometric templates successfully re-enrolled.
2. Close button
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6.16.5.1.4 Previous jobs of re-enrollment

All previous enrollment jobs can be seen as follows.

“0 Previous Re-extraction tasks X

From To

()—=

2024-10-29

2024-10-30

Job ID :6EP46

Started at :2024-10-30 12:24 PM
Status :Completed

Remarks :person count : 24

Report generated at 2024-10-30 12:24 PM.
Will be accessible for 24 hours.

Show report
First = Previous Next | Last

= Refresh
Job ID :675EY

Started at :2024-10-30 12:13 PM
Status :Completed

Remarks :person count : 24

Report generated at 2024-10-30 12:13 PM.
Will be accessible for 24 hours.

Page 1 of 1

Items per page: 3

gl |

Figure 6.279 Previous re-enrollment tasks dialog

1. Filter view
2. Re-enrollment task list view
3. Close button

6.16.5.1.4.1 Filter view

From To

2024-10-29

2024-10-30

o
Q
g
i

Figure 6.280 Filter view of the re-enrollment jobs

NCheck
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3.

From

Start date

To

End date
Refresh button

6.16.5.1.4.2 Re-enrollment task list view

Re-enrollment job lists represent the status of all re-
enrollment jobs. Re-enrollment job in the list view is
shown below.

1.

Jobid

Unique identification for the re-enroliment
job.

Started date

Start date and time of the re-enroliment
job.

Status

Status of the re-enrollment job as in-
progress, completed, failed, or cancelled.
Remark

Number of persons to re-enrolled

Show report button

o Tlo

NCheck

Job ID :675EY
Started at :2024-10-30 1213 PM
Status :Completed

Remarks :person count : 24

Report generated at 2024-10-30 12:13 PM.
Will be accessible for 24 hours.

Figure 6.281 Re-enrollment job view

Detail report for re-enrollment job. Refer Re-enrollment report section for more details.

6.16.5.2 De-duplicate template

In large organizations, people may have similar biometric images due to the similar face, finger and iris issues in the
enrolling templates such as similar biometrics for twins, lighting issues in face images, blurry images etc. This will be
caused to match with the wrong person when recording attendance. This is known as false matching.

NCheck is considered a person as identified if identification score for a biometric image and person biometric data
is equal or greater than Recognition threshold. If there are multiple people matching, it will show as false matching.
When enrolling template, if it is finding a matching, it will report as duplicate matching. Refer Update
employee/visitor biometrics for more information.

De-duplicate template option can
be used to find false matching in
of someone change
Recognition threshold setting from
Biometric setting list. De-duplicate

case

template view is shown below.

1.

De-duplicate button
Refer De-duplicate section for more details.
Previous jobs button

De-duplicate templates

Biometric de-duplication (Find false matching people)

@—b X De-duplicate ‘ D previous jobs |<—@

Figure 6.282 De-duplicate template view

Refer Previous jobs of de-duplicate template section for more details.
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6.16.5.3 De-duplicate

De-duplicate is a long running task . .

depending on the number of Task will run in background. X
biometric templates templates to
re-enroll. But your are allowed to
work as it runs on the backround.
You will be asked a confirmation
dialog before proceed as shown in
ther figure.

This task may take some time to complete. It will run in
background. You can continue working with the system as usual.

Do you want to continue?

Figure 6.283 Confirmation message prior to start de-duplicate job

Once select the OK button from the

confirmation dialog, it will show the 0%
O -e 6 completed how deta ©)

current progress of the de-duplicate job o P Q S details

as below.

Figure 6.284 Re-enrollment progress view

1. De-duplicate job progress
2. Show details button
Show details of the re-enrollment task. Refer De-duplicate job details section for more information.

6.16.5.3.1 De-duplicate job details

i status: De-duplication job X

100% completed

Job ID : OWBOO
Status : Completed
Job type: De-duplicate

&ile

= Download report 4—@
B=-C

Figure 6.285 De duplicate job detail view

1. Re-enrollment progress

2. Jobid
Unique identification for re-enroliment job.
3. Status

Re-enrollment job stats as in-progress, completed, failed, or cancelled.
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4. Job type

v

Refresh

NCheck

6. Download report button
De-duplication report contains following details.

a.
b.
c.

Person id

Employee code

Authentication data ID

Unique identification number for the biometric used to match.

Modality

Biometric type (face, finger, iris) of the image to be match

Matching person id

Person ID of the person that the biometric is matched with

Matching employee code

Employee code of the person that the biometric is matched with

Matching authentication data id

Authentication data id of the matching biometric

Matching modality

Matching score

The score given by the matching algorithm.

Matching threshold

The threshold should be satisfied when matching two biometric images. If the matching score is
greater than the matching threshold, it is considered as matched. This threshold can be changed
from Recognition threshold setting

7. Close button

6.16.5.4 Previous jobs of de-duplicate template

All previous de-duplicate templates jobs can be seen as follows.
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‘D Previous De-duplication tasks

(1—=

From To

2024-10-29 H 2024-10-30

Job ID :JZ33M

Started at :2024-10-30 12:43 PM
Status :Completed

Remarks :person count : 24

Report generated at 2024-10-30 12:43 PM.
Will be accessible for 24 hours.

First = Previous - Mext Last

Job ID :0WB0OO

Started at :2024-10-30 12:35 PM
Status :Completed

Remarks :person count : 24

Report generated at 2024-10-30 12:35 PM
Will be accessible for 24 hours

Page 1 of 1

Items per page:

3

O,

1. Filter view

\Figure 6.286 Previous de-duplicate jobs dialog

2. Re-enrollment task list view

3. Close button

6.16.5.4.1 Filter view

From
2024-10-29
1. From
Start date
2. To
End date

3. Refresh button

To

Figure 6.287 Filter view for de-duplicate jobs

Y

NCheck
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6.16.5.4.2 Re-enrollment task list view

De-duplicate job list view represents status of all de-duplicate
jobs. De-duplicate job in the list view is shown below.

6.

10.

(1)— Job D :0WB0O
@—b Started at :2024-10-30 12:35 PM
Jobid @—.
Unique identification for the re-enrollment job. ( ) »

Started date _ _ Report generated at 2024-10-30 12:35 PM.
Start date and time of the re-enroliment job. will be accessible for 24 hours.

Status C N oad
The status of the re-enrollment job as in-progress, e

completed, failed, or cancelled.
Remark

Number of persons to re-enrolled
Download button

Download de-duplicate report. Refer De-duplicate job details section for more details about de-duplicate
report.

Status :Completed
Remarks :person count : 24

Figure 6.288 De-duplicate job view

6.16.6 Integrations

NCheck can be integrated with 3™ party systems such as payroll, ERP to synchronize employee details and
attendance details. Because the employee and attendance details play major role when calculating employee
workhours to calculate salaries.

Currently NCheck can be integrated with Microsoft Dynamics 365 Business Central. But other systems can also be
integrated upon customer requests.

NCheck uses Apache Nifi to transform and synchronize employee and attendance data inbetweento 3™ party
systems and NCheck. In Micorosft Windows OS, Apache Nifi automatically starts when the NCheck service is
started and it will remain open Windows task bar as follows.

1.

B s LeaLfrroBORORaE

&

Figure 6.289 Apache Nifi service opening in Windows task bar

Apache Nifi service icon showing in Micorosft Windows Task bar

Do not close Apache Nifi service if you require integration feature.

NCheck integration view is shown below.
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https://nifi.apache.org/

@—‘NCheckimlgrationstatus: Started Last check on:: 2025-11-06 18:20:48  Refresh

-

DYNAMIC

Synchronization schedule: PERSON
Execution start time 2025-11-06 18:47:14

SYync Now
Execution frequency Dalily

Synchronization schedule: EVENTLOG

Execution start time 2025-11-06 18:47:14
Sy =

Execution frequency Daily

Figure 6.290 Apache Nifi Integration view

1. NCheck integration status view
This indicates the NCheck and Apache Nifi connectivity status. If the status fails, integration will not
successfully be completed.

2. Integration search
Type to search integration here and select add button to schedule integration to synchronize data.
more details about Add/edit integration schedules.

3. Integration schedules will be shown here.

6.16.6.1 Integration schedules view

Integration schedules view is showing all synchronization schedules added to the integration as below.

NCheck

Refer

255



(D)——eDpYNAMIC

NCheck

Synchronization schedule: PERSON
@ ®| Last execution time

Execution start time

Execution frequency

2025-11-06 20:01:09
Open logs

2025-11-07 01:26:00
Sync now

Daily

Synchronization schedule: EVENTLOG

Last execution time
Execution start time

Execution frequency

O3

2025-11-06 20:01:09
Open logs

2025-11-07 01:26:00
Sync now

Daily

Figure 6.291 Integration schedules view

1. Integration name
Integration schedule view
3. Edit button

N

Refer Add/edit integration schedules section for more details.

6.16.6.1.1 Integration schedule view

Integration schedule view is shown below.

Synchronization schedule;: PERSON @

@

(2—@Last execution time 2025-11-06 20:01:09
Open logs
(4)—e@Execution start time 2025-11-07 01:26:00

Sync now .—@
@—.Execulion frequency Daily

Figure 6.292 Integration schedule view

1. Schedule name
2. Last execution time

The date and time the schedule was run last.
3. Openlogs

Open synchronization logs of the executed schedules. Refer Synchronization schedule logs section for

more details
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4. Execution start time

Date and time of the next schedule runs.
5. Sync now

Manually runs the synchronization schedule. Refer Manual synchronization section for more details.
6. Execution frequency

6.16.6.1.1.1 Synchronization schedule logs

Logs of the old/running schedule can be seen in this dialog as shown below.

(1)—@DYNAMIC sync logs: EVENTLOG X

Select the sync type to retrieve eventlog synchronization logs for dynamic

Sync type
@—. (®) Schedule syne () Manual sync
®—. Created Al Status Log
202511-06 20:01:09  COMPLETED Event sync completed
2025-11-06 20:01:06  STARTED Event sync started sync start:2025-10-23 sync end: 2025-11-06
l« a1 R R 50w items per page 1-20f 2items

Figure 6.293 Synchronization schedule logs

1. Integration and schedule name
Sync type
Select sync type schedule or manual to retrieve the logs accordingly.
3. Logs
Data table which shows all available logs for the selected sync schedules. Available information is,
a. Created at
Date and time of the log
b. Status
The statuses are Started, Failed or completed
c. Log message

6.16.6.1.1.2 Manual synchronization

Manual synchronization features can be used to synchronize schedules whenever the synchronization is required
within 14 days. Manual synchronization dialog is shown below.
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(1)—eDYNAMIC manual sync: EVENTLOG

Select start and end time to synchronize NCheck workhours to

DYNAMIC.

@—.Sync date range *

2025-10-22 - 2025-11-05

NCheck

X

B30

Last manual sync details

®_. Last execution time:

Sync status

2025-11-06 20:30:00
Completed

Figure 6.294 Manual sync schedule view

1. Integration and schedule name
Synchronization date ranges
The date range within 14 days

3. Sync now button

Start the synchronization. Manual synchronization will not start if there is a in-progress synchronization

for the same schedule.
4. Last manual sync details

Last execution time and sync status of the last/running schedule.

6.16.6.2 Add/edit integration schedules

Add/edit integration schedules are shown below.
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Add integration: Dynamics@ @

Client id *
Client secret *
@

Tenant id *

Company name *

®—.5'_.'nchmmzat|an schedules *
PERSON [] EVENTLOG

Schedule parameters for PERSON

Execution start time *
2025-11-06 B e ®

Execution frequency *
(@ Dally () Weekly () Monthly

.o

Figure 6.295 Add integration schedules dialog

1. Integration name
2. Connection details of the 3™ party system
This fields are configurable based on the systems.
3. Synchronization schedules
Currently NCheck supports
a. Person synchronization
Sync all employees from 3" party system to NCheck.
b. Event synchronization
Synchronize employee attendance data between 3™ party system and NCheck.
4. Schedule parameters
a. Execution starts time/next execution time
b. Execution frequency
The frequency that the schedule should be run at the given time.
i. Daily
ii. Weekly
Select weekdays the schedule should be run
iii. Monthly
Select month dates the schedule should be run.
5. Add/save button
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6.17 Subscription

Subscription is not available on NCheck On-premises server.

NCheck cloud subscription allows to manage account payments, plan and payment statistics. One a NCheck cloud
account created; it will be assigned a free subscription plan automatically. According to the requirements, the plan
can be changed to one of available as shown below.

Table 6.20 Cloud plan details

appointment is 0.10 euro.

Free Premium plan Enterprise plan
Trial period First 3 months First 30 days First 30 days
Number of employees Upto5 Unlimited. The price per Unlimited. The price per
employee is 1.20 euro. employee is 1.50 euro.
Number of appointments | Up to 20 Unlimited. The price per Unlimited. The price per

appointment is 0.20 euro.

The subscription view is shown below.

m_. Subscription and invoice  History  Billing and payment method
(L7
Plan 50 Current statistics
Billing cycle Monthly Bio Attendance 6 employees
Plan start 2024-02-03 Visitor management 0 appointments
Next billing date 2024-11-30 Status Active
Price per employee €0.86/employee Total outstanding €81.81
Price per appointment £0.03/visit Unbilled usage €1.03 [Details
Number of employees 50 Total payable €81.81
Number of appointments 1000 .
Pay
Change plan
—
@r—
LAST INVOICE
Invoice Id From To Payments Previous invoice due Total payable Options
GVPUFSPQAW 20231211 2024-10-29 €0.00 €80.78 €80.78 View Download
PPREVIOUS INVOICES
Invaice Id From To Usage Payments Previous invoice due Total payable Options
No invoices.

Figure 6.296 Subscription view




1. Subscription options tab view
Following options are available

a. Subscription and invoice

b. History

c. Billing and payment method
2. Subscription option view
This is where the content of the selected subscription option is showing.

6.17.1 Subscription and invoice

NCheck

The subscription and invoice summary are showing the current subscription details and invoices.
Subscription and invoice view shown below.

Plan 50 Current statistics
Billing cycle Monthly Bio Attendance 6 employees
- Plan start 2024-02-03 Visitor management 0 appointments .
\1: 3 Next billing date 2024-11-30 Status Active Q—{E}
Price per employee €0.86/employee Total outstanding €81.81
Price per appointment €0.03visit Unbilled usage £1.03 [Detalls]
Number of employees 50 Total payable €81.81
Number of appointments 1000 )
Pay
—
LAST INVOICE
‘\/3\,_. Invoice 1d From To Usage Payments Previous invoice due Total payable Options
GVPUFSPQAW 2023-12-11 2024-10-29 €0.00 €0.00 €80.78 €80.78 View ” Download
PREVIOUS INVOICES
@. Invoice Id From To Usage Payments Previous invoice due Total payable Options
No invoices.
Figure 6.297 Subscription and invoice view
1. Plan details
2. Current statistics view
3. Lastinvoice view
4. Previous invoices view

6.17.1.1 Plan details

This view shows the currently using plan details and allows to change the plan.
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Plan 50
@—bBilling cycle Monthly
Plan start 2024-02-03

(3 ) Next billing date 2024-11-30
@—Dprice per employee £0.86/employee

@—bPrice per appointment €0.03/visit
@'_DNumber of employees 50

Number of appointments 1000

Change plan

Figure 6.298 Plan details view

1. Billing cycle
The period when the payment should be made. This can be either monthly or annually.
2. Planstart
The date that the plan was selected for the billing
Next billing date
Price per employee
Price per appointment
Number of employees
Number of employees added to the plan
7. Number of appointments
Number of appointments added to the plan/
8. Change plan
Change current plan as mentioned in section.

owv e

6.17.1.1.1 Change plan

Change plan dialog is shown below.
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Change plan X
Employee  Appointment
: ploy pp Monthly . Yearly | @
6 100 Save 10% with yearly
Free Plan Premium Plan Enterprise Plan
Limited to 3 months First 30-days for free First 30-days for free
®_5 € 0.00 Jyear € 1 94.1 6 [year € 325.20 Jyear
up to 5 employees £€1.20 per employee €1.50 per employee
up to 20 appointments £€0.10 per appointment £0.20 per appointment

Figure 6.299 Change plan dialog

1. Number of additional employees and appointments for the selected plan

2. Billing cycle
Billing cycle as monthly or yearly. Yeary billing cycle is offered 10% of price deduction compared to the
monthly billing cycle.

3. Available plans
All available plans are showing in this view. There are 3 plans available. Refer Subscription plans section
for more information about available plans. Refer Subscription Plan view section for more information
about plan view.

6.17.1.1.2 Subscription Plan view

Plan view is shown below.

Plane name (jj »Premium Plan

1.
2. The duration of the trial period once the plan
selected in first time. @—bFirst 30-days for free
3. Price per billing cycle
4. Price per additional employee ®—. €
5. Price per additional appointment 1 94'1 6 /year
6. Start button @—bﬂ .20 per employee

Start the plan @—b%ﬂ.'] 0 per appointment

Figure 6.300 Subscription plan view
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6.17.1.1.3 Subscription plans

There are three plans available.

6.21 Subscription plans

NCheck

Plan Free Premium Enterprise
Trial period 3 months 30 days 30 days
Rate for additional - 1.20 1,50
employee (Euro)
Rate for additional - 0.10 0.20
appointment (Euro)
6.17.1.2 Current statistics view
The current statics view is L.
shown below. Current statistics
1. Number of employees added @—b Bio Attendance 6 employees
to the plan ®—> Visitor management 0 appointments
2.  Number of appointments S Acti
added to the plan ( : J—— Status ctive
3. Status @—bTotal outstanding €81.81
Current plan status as @—»umiued usage €1.03 [Details]
a. Active (6 — wTotal payable €81.81
b. Blocked
If the outstanding —
amount is not paid ®—>| Pay ‘
before the bill date,
there will be a 7-day Figure 6.301 Current statics view
grace period to settle
the bill. If the bill is not paid before the end of the grace period, the account will be blocked.
4. Total outstanding
5. Unbilled usage
unbilled usage for the current bill cycle. Select details button to check more details as mentioned in
Current usage section.
6. Total payable
7. Pay button

Pay the outstanding amount. Refer Payment section for more information about payment.

6.17.1.2.1 Current usage

Usage dialog shows current usage before the billing date as shown below.
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Usage

Usage count
O = MWD

2024-10-30 2024-10-31 2024-11-01 2024-11-02
Date

Calendar days: 5

2024-11-03

2024-11-04

Usage breakdown:

Bio Attendance (Employee days): 36
Visitor management (Appointment days): 0
Total: 36

I

Charges breakdown:

Bio Attendance service (36 * €0.03) €1.03
Visitor management service (0 * €0.00) €0.00
Total €1.03

[

Figure 6.302 Current usage dialog

1. Usage graph
2. Usage breakdown

Number of employee days and appointment days in the unbilled period.

3. Charges break down
Total amount of employee days and appointment days.

6.17.1.2.2 Payment

Payment dialog is shown below.

NCheck
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Payment - CowaCo X
Payment preference:
®_‘. @® Lastbilldue () Totaldue (O Reserve usage (1 year)
Item description From To Amount
Previous month due 2023-12-11 2024-10-29 €80.78
@O
VAT 0.0% €0.00
Total €80.78

5

Figure 6.303 Payment dialog

1. Payment preferences
a. Last bill due

Outstanding amount for the last bill date with the tax amount.
b. Total due

Outstanding amount for the last bill date including the current usage (before the bill date) with
the tax.

c. Reserve usage (1 year)
2. Payment details for the selected payment preference
3. Proceed button

Select proceed button to open the confirm dialog as mentioned in Payment confirmation section.

6.17.1.2.3 Payment confirmation

Confirm your payment dialog is shown below.
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Confirm your payment X

BILL DETAILS

Company CowaCo
Amount  £81.81

Email cowacol544@getmola.com

1171

Payment Method P PayPal

After the payment is done from PayPal, you will be redirected
to this page. Please don't close your browser after payment
completion.

O,

-

Figure 6.304 Confirm your payment dialog

Company name

Amount

Email of the administrator

Payment method

Confirm button

Redirect to the payment gateway to complete the payment. It will redirect to the subscription page from
the payment gateway once the payment is completed.

MR N

Do not close the browser session after the payment completion. It will redirect back to the
subscription page from the payment gateway once the payment is completed.

6.17.1.3 Last invoice view

The last invoice view shows the details of the recent invoice to be paid/paid as shown below.
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O (S G, S |

Invoice Id From To Usage Payments Previous invoice due Total payable Options
GVPUFSPQAW 2023-12-11 2024-10-29 €0.00 €0.00 €80.78 €80.78 | View H Download ]
Figure 6.305 Last invoice details view
1. InvoiceID 4. Usage
Unique identification for the invoice 5. Payment
2. From 6. Previous invoice due
Start date of the billing period 7. Total payable
3. To 8. Options

End date of the billing period

6.17.1.4 Previous invoices view

View/download invoice.

Previous invoices show all paid previous invoices.

1

Invoice Id

GVPUFSPQAW

O N Uk

O

From To

LA S G S

Usage Payments Previous invoice due Total payable Options

€0.00 €0.00 €80.78 €80.78 ‘ View H Download

Figure 6.306 Previous invoice view

2023-12-11 2024-10-29
Invoice ID
Unique identification for the invoice
From
Start date of the billing period
To
End date of the billing period
Usage
Payment

Previous invoice due
Total payable

Options
View/download invoice
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6.17.2 History

6.17.3 Billing and payment method

The billing and payment method view is shown below.

1. Payment method view
2. Billing detail view

6.17.3.1 Billing detail view

Billing information is shown in this view as shown below.

Billing details
Organization name CowaCo
( ) » Administrator Cowa Co
Email cowaco1544@getmola.com
Address affda, dadasd, Sri Lanka

@
Figure 6.307 Billing details view

1. Billing details
2. Update button
Update billing details as mentioned in My Account sections.

-3

NCheck
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6.18 Users Service portal

NCheck

NCheck Cloud/On-premises server control panel for users allows reviewing user specific data for each user. The
following operations are available for users
e Manage user account

e User event logs

e Roster and schedules

6.18.1 Manage user account

Select the user icon in the navigation bar.

uhwnN e

N o

Username

User profile image

User email address

Account type

My account button

Refer Manage user details section for more details
Switch profile by role

Sign out

e Leaves and holidays
e User reports

e User settings

Kathrine Dowd

MY ACCOUNT

( : }——=@Login options 0
@—.Slgn out G

katd@gmail.com o— —
Standard User Account @—————

6.18.1.1 Manage user details

& ACCOUNT SETTINGS

UPDATE ACCOUNT DETALS

Profile picture

Figure 6.308 User management view

BROWSE

Reset to default profile picture

Kathrine

Dowd

ZaHiDv

katdowd@gmailcom

katdowa@gmailcom

Baich Springs, Texas, Texas

Teas, 123432 U5

United States of America (the) v
O
@ e
®—.'*""°'" - 15417543010
Recndired fislede pre markes

Figure 6.309 Manage user details

%
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15.

Browse button
Select the user image
First name

Last name

Employee code

Email

Username

Address line 1
Address line 2

City

. Country

. State

. Zip code

. Telephone

. Update button

NCheck

Update button will be disabled if the mandatory fields are empty or Validation errors exist. Table 6.22
Error messages of manage user details is showing error messages that could be occurred on updating

user details.
Close button

Error code
3001
3002

Error message

Table 6.22 Error messages of manage user details

Mobile/telephone number is not valid for the selected country/region.

Invalid email address.

6.18.2 User time sheet

The user time sheet view shows the work plan of the user for a period. The User time sheet view is shown below.

@
& Kathrine Dowd
\ Employee account
o kat

o

Worked hours

Today: 10:57 / This week: 32:25 / This month: 32:25 ] | Leaves 1 Taken / 34 Available m P_®

2023.08-21 - 2023-08-2

Date

Monday
2023-08-21

Tuesday
Wednesday [rodey |

Thursday
2023-08-24

Friday e
2023.08-25  cAsuAL)

Saturday

Sunday

Day

Start

00:00:00 AM

00:00:00 AM

00:00:00 AM

End Worked hours Total
00:00:00 AM 1028 1028 [ Ovtas
00:00:00 AM 11:00 11:00 [ Decais |

—0O
00:00:00 AM 1057 1057 [ Occais |
No Data m
On leave: CASUAL

Request note: Personal / Approval note: Persona m
No Data [ Ovcas |
No Data m

Figure 6.310 User time sheet view
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. User quick view

. Work hour quick view
. Leaves quick view

. Calendar view

. User time sheet view

u b WN

6.18.2.1 User quick view

User quick view shows user details as shown below.

Kathrine Dowde—®@

Employee accounte——0)
kate @

1. User images

2. First name and last name
3. Userrole

4. Username.

Figure 6.311 User quick view
6.18.2.2 Work hour quick view

The work hour quick view shows a ®
summary of the user worked hours for l
the selected time range as below. Worked hours Today: 10:57 / This week: 32:25 / This month: 32:25

1. Today

Total work hours for the current Figure 6.312 Work hour quick view
date

2. This week

Total work hours for the current week.

3. This month

Total work hours for the current month.

6.18.2.3 Leaves quick view

Leaves quick view shows a summary of the user ? @) ©)

leaves. l

1. Leaves taken by the user Leaves 1 Taken / 34 Available Details
2. Total available leaves

3. Details button
Refer Users leave summery section for Figure 6.313 Leaves quick view
more details.

6.18.2.3.1 Users leave summery

The user leave summery view shows a remaining and taken leaves from each leave type.
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&x LEAVE SUMMARY

CASUAL MEDICAL ANNUAL
O—e Remaining: 6 Remaining: 14 Remaining: 14
Taken: 1 Taken: 0 Taken: 0

x CLOSE @—(2)

Figure 6.314 Leave summery view

1. Leave summery view
Leave summery view for specific leave type.
2. Close button

6.18.2.4 Calendar view

Calendar view is used to select the week/month to

@
retrieve time sheet data. @®——~eThis week ~ . m M—(D

1. Time period
The day period the data should be shown in the

2023-08-21 - 2023-08-27¢—©@

User time sheet view. Figure 6.315 Calendar view of the user work sheet view
a. This week
b. Bi week
Two weeks
c. Monthly

2. Previous button

Change to the previous week/bi-week/month.
3. Next button

Change to the next week/bi-week/month.

4. Selected period

6.18.2.5 User time sheet view

The user time sheet view shows a summary of user work hours for the selected day period.
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Date Shift End Worked hours
Mond
. Day 00:00:00 AM 00:00:00 AM 10:28
2023-08-21
Tuesday
Day 00:00:00 AM 00:00:00 AM 11:00
2023-08-22
Wednesd
S ™ Day  00:00:00 AM 00:00:00AM  10:57
2023-08-23
Thursday
No Data
2023-08-24
Friday Ty On leave: CASUAL
SRS Request note: Personal / Approval note: Personal

Saturday  Houoay

2023-08-26

Sunday
2023-08-27

Figure 6.316 User time sheet view

Date

No Data

No Data

Date view for the selected day period in the Calendar view.

Shift

Shift name

Start

Shift start time.
End

Shift end time
Work hours (HW)
Total hours
Additional details

6.18.2.5.1 Date view

1.

Wednesday
2023-08-23

O—se

Figure 6.317 Date view of the user time sheet view

Date

Today

e

®

‘

Total

10:28

10:57

NCheck

BAEBAAERA -—
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2. Day status
Day status indicates following details.

a. Today
Current date
b. Leave

Leave with the leave type. The leave type, request note, and approval note will be displayed
instead of the shist, start, end, worked hours and total columns.

c. Holiday
Holiday with holiday name.

6.18.2.5.2 User work hours detail view

D @ 2023-08-21

ATTENDANCE

(D4 shift start: 00:00:00 AM

Shift end: 00:00:00 AM

First check in: 2023-08-21 13:50:00
Last check out: 2023-08-22 00:18:00
Shift work hours: 10:28

[E=T S

Figure 6.318 User work hours detail view

1. Date
2.  Work hour details
a. Work hours details
Following details are showing,
i. Shift starts and ends.
ii. First check-in date time
iii. Last check-out date
iv. Shift work hours
b. Holiday details
Name of the holiday
c. Leave details
Leave type, request note and approval notes.
3. Close button
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6.18.3 User event logs

NCheck

Event logs allow monitoring user attendances. User event log view as follows.

Eathnne Dowd

(4)—@oecember 2019 <>

Mon Wed Thu i st Sum

Direction and Statu Time Time Zone = Location Addemss =

17:3000 - 0530 16.61431, 79.85355) 268 Ahwis B4

Figure 6.319 User event logs view of web control panel

1. Refresh data button
2. Event logs filters
3. Calendar date quick view

6.18.3.1 Event logs filters

Filter user event logs as follows.

1. Select shifts
Filter events by shifts. Default shift
is All shifts.
2. Show only error events
Filter check-ins without check-outs
and check-outs without check-ins.
3. Group events

(D)—@select shife

Show only error events

@ —@Group events

Calendar view
Event logs view
Event log quick view

All shifts v

Shift start time

Figure 6.320 User event log filters view

e Event time: Events will be displayed according to the check-in/checkout time in the day.
e Shift time: Events will be displayed based on the shift start time and shift end time.

276



6.18.3.2 Calendar view

The calendar view shows the following details.

1. Selected month

2. No. of missing check-outs

3. Events recorded with correct check-ins and check-outs
sequence.

4. Number. of missing check-ins

5. Current date

6.18.3.3 Calendar date quick view

@

o
2019-12-27

Friday

Figure 6.322 Calendar date quick view

1. Calendar selected date
2. Select today button
Select current date from the calendar

6.18.3.4 Event logs view

@—.mm ~ |ID v Shift Name « Direction and Status ~ Time
Kathring Dowd ZwHD Default © IN
Kathrine Dowd Default D OUT 11:29:47

NCheck

(1)——@December 2019 <l
Meon Tue Wed Thu Fri Sat Sun

O— D

Go—e

@ ‘ “ m 2% 27 28 29

-

Figure 6.321 User calendar view

| SELECT TODAY

Time Zone ~

@—.mmm Dowd ZwHJOV Default

vk wneE

ZwHjDv Default [ &

17:30:00

+05:30 (691431, 79.85354)  26b Abwis Pl ¢

+ 05:30 (6.91431, 79.85355) 268 Alwis P«

. 20 of 48 item

Figure 6.323 User event logs list view

Table header

Name

User ID

Shift name

Direction and status

Event type as check-in or check-out
Event time

7.
8.

Event time zone

Location

Longitude and latitude coordinates of the
event location.

Address

Address of the event location
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10. Selected event log 11. Table paging options
Selected event log detail are shown in
Event log quick view

6.18.3.5 Event log quick view

Quick view of the event detail. D—e® out 17:30000——0)
@

1. Event type @—.263 Alwis Pl, Colombo 00300, Sri Lanka

e Check-in
e  Check-out
2. Eventlocation
Event time
4. Review button
View event log details. Refer Event log review section for more details.

Figure 6.324 User event log quick view

w

6.18.3.6 Event log review

This view presents user event
log detail view as follows.

1. Event biometric
view

2. Username

Shift name

Status
e Check-in
e  Check-out

Event date

Event time

Event time zone

Event location

Description

10. Authentication
mode xcos: @)

e Face
e lris Figure 6.325 User review event window

User name Kathrine Dow

Ed
F

> w

Status
Select Date 3018.12.27 =
Select time

Time zone

Description

oMW,

T

Authentication

e  Fingerprint
11. Eventrecorded type as by admin or online. 13. Close button
12. Show location button.

6.18.4 Roster and schedules

The users can monitor the details below in the rosters and schedules.
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ROSTERS - TODAY [2023-05-31] SHIFTS
Manse Range Endsan Ststus Name Start nd ._@
Tat quarter 2023.05-26 - 2023-06-22 [a moeth] Mo end date Current o= - I
ight 170000 020000
< 20030531 -} ¥ -
oa o - - L
Friday 0 || saturday Sunday Monday Tusadsy Wednesday Tharsday
2023-06-02 2023-06-03 H23-08-04 2023-08-04 2023-06-04 20230807 2230808
© 080000 - 18:00:00 © 0BO000 - 180000 D 080000 - 18:00:00 QO 0B0000 - 1800000 © 080000 - 18:00:00 O 80000 - 180000
=

Figure 6.326 Shift and roster management view of user web control panel

1. Shifts view 3. Roster item management view
2. Rosters view
6.18.4.1 Shifts view

Shift view shows available shifts for users. ? (? ?
1. Shift name Name Start End
2. Shift start time W Day 08:00:00 18:00:00

3. Shift end time

Night 17:00:00 02:00:00

Figure 6.327 user Shift view

6.18.4.2 Rosters view

All available rosters are ? ? (i)
Name Range Ends on

shown in this view as

Status
follows. 1st quarter 2023.05-26 - 2023-06-22 [a month) No end date Current

L Roster name. Figure 6.328 User rosters view
2. Roster duration

3. Enddate

4, Status

6.18.4.3 Roster item management view

OZ BE

Friday ¢ || Saturday Sunday Monday Tuesday Wednesday 7008 Thursday

2023-05-26 0030521 2003-05-28 20230529 20230530 “ | osn 2023-06-01

© 0B:00:00 - 18:00:00 © 080000 - 18:00:00 © 080000 - 18:00:00 © 08:00:00 - 18:00:00
=

Figure 6.329 User roster items view

1. Current month
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2. Weeks view
Filter roster items by shift
3. Week view
4. Roster items view of user service portal

6.18.4.3.1 Roster items view of user service portal

NCheck

Friday 7 Sawrday Sunday Monday Tuesday Wednesday 00
2023.08-26 2023.08-27 2023.05-28 0230826 2023-08-30 e 2023-08-31
@ 08:00:00 - 12:00:00 @ 08:D0:00 - 18:00:00 @ 08:00:00 - 1B:00:00

Figure 6.330 Roster items view of user service portal

1. Date view of user service portal
2. Roster item view of user service portal

6.18.4.3.1.1 Date view of user service portal

Tuesday

~
€

Figure 6.331 Date view of user service portal

2023-05-30

1. Date
Holiday view
If a date has a holiday, the view background will be appeared with image.

6.18.4.3.1.2 Roster item view of user service portal

0

Thursday
20230601

© 08:00:00 - 18:00:00
0]

The roster item’s view shows the following details.

® 05:00:00 - 14:00:00
1. Shift details i <
|_Morning

e  Shift start time

e  Shift end time @—#%8 Support
e  Shift name

2. User group name Figure 6.332 Roster item user view
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6.18.5 Leaves and holidays

This view allows user to view leaves, holidays and apply leaves.

Start Date

@_. 2020-07-02  Thursday 2020-07-01
Show rejected leaves

@ : 2020-07-01 - 2020-07-03 o view |

Approved

@_.July 2020 <>

Mon Tue Wed Thu Fri Sat  Sun

1 2
7 8 9

20 Fal 22 23 24 25 26

27 28 249 30 3

+ HOLIDAYS

End Date

2020-07-03

o

NCheck

No. of days Leave Type Approval Oparation =

MEDICAL Approved =i B

~ |items per page 1-10f 1 items

Figure 6.333 Leaves and holiday management view of user service portal

1. Apply/edit leave
2. Leave table view
3. Holiday table view

6.18.5.1 Apply/edit leave

Users are allowed to apply for leave as below.

1. Startdate
Leave starts date

2. Enddate
End date of the leave

3. Request reason

4. Leave type
Leave type as Casual, Medical, Annual,
or custom leave type defined by the
administrator.

5. Send request button
Send the leave request for Approval.
Once the leave is approved or
rejected, the user will be get notified
as shown in Figure 6.335 Leave
approval notification.

6. Cancel button
Cancel the Request a leave dialogue.

4, Selected date view
5. Summery view of selected leave
6. Calendar view

Required fields are marked in red "*".

(1)——estart date 2020-07-21
(®——eEnd date 2020-07-21 =]

@—. Request reason

@—.I.eave type CASUAL v

®

Figure 6.334 Request a leave dialogue view
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®) @ &/

|

Notifications (1) = =

Reminder for Leave Approvals/Rejections. @ @
Your following leave has been APPROVED by admin.
Requested Leave Period : from 2020-07-01 to 2020-07-03
Approved Leave Period : from 2020-07-01 to 2020-07-03

Approve/Reject reason : Health issues

2020-07-20 05:18:34

W Show deleted notifications
Ll

Figure 6.335 Leave approval notification

6.18.5.2 Leave table view

Leave table shows leaves applied by the user for the selected date in the Calendar view.

¢ ¢ 9 9 3 99

Start Date End Date No. of days Leave Type Approval Operation
2020-07-28 2020-07-30 3 CASUAL Requested 74 = oeere [

Figure 6.336 Leaves table view of user service portal

5. Approval status
Approval status as Requested, Approved

or Rejected.

1. Start date
Leave start date.

2. Enddate
Leave end date 6. Operation
3. Noofday e Edit leave

Refer Apply/edit leave section
for more details.
e Delete leave
Delete the leaves
7. Table menu

No of days leave applied.

4. Leave type
Leave type as Casual, Medical, Annual, or

custom leave type created by the
administrator.

6.18.5.3 Holiday table view

Holiday table show holidays available for the selected date
in the Calendar view.

1. Date Date Description
2. Description 2020-07-24 Company maintenance -
3. Table menu

Figure 6.337 Holiday table view of user service portal
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6.18.5.4 Selected date view

The details of the date are shown as selected leave from (@)

the Leave table view or holiday from the Holiday table
view.

1. Date
The date of the selected date from the Calendar
view or date of the selected leave from the
Leave table view or date of the selected holiday
form the Holiday table view.

2. Day

3. Select today button
Select the current date form the Calendar view

4. Holiday name

NCheck

(1)—2020-07-24 Frtay —3

@—.E’J Company maintenance

Figure 6.338 Selected date view

This would appear if a holiday selected from the Holiday table view.

6.18.5.5 Summery view of selected leave

Selected holiday view shows the details of the selected @)—@2020-07-01 -

leave from the Leave table view as follows.

1. Leave period
Start and end date of the leave with number of
days.

2. Approval status of the leave

2020-07-03 EXETE) M

@—.Appmved

Figure 6.339 Summery view of selected leave

Approval status as Requested, Approved or Rejected.

3. View button
Refer section for more details.

6.18.5.5.1 Leave details

Leve details view shows leave details as below.

@—.Status Approved

@_.::«::ested 2020-07-01 - 2020-07-03
®_.:::srovtd 2020-07-01 - 2020-07-03
Leave type MEDICAL
@—. Policy Normal
@ Requested Medical checkup
Reason

@_.Approvefreject Health issues
comment

28

30

Ell

JULY 2020
Mon Tue Wed Thu
.

@ You cannot edit a leave once administrator approved or rejected the leave

Figure 6.340 Leave details view

x CLosE @ —@
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Status
tatus as Approved or Rejected
Requested days
The period leaves requested.
Approved days
The period leaves approved.
Leave type
Leave type as Casual, Medical or Annual
Policy
Leave policy as

e Normal

6.18.5.6 Calendar view

The calendar view shows leave and holidays for the user as
below.

NoubkwnpRE

Selected month

Navigate button to last month.
Navigate button to next month.
User leave

Holiday

Current date

Selected date

NCheck

e  Restricted
User is now allowed to check-in
or check-out while on leave.
Requested reason.
Approve/reject comment
Reason for the approval or rejection from
the administrator.
Calendar view shows approved leave
period.
Close button
Close Leave details dialogue view

®D-eJuly 2020 i) ?

Mon Tue Wed Thu Fri Sat Sun

2 3 4 5
6 7 8 9 10 11 1©
13 4 5 16 17 18 19

® i rirs ) PN

Figure 6.341 Calendar view
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6.18.6 User reports

m Week o iy ot Prodhactivty it Eviet il gt m_@
[$um by Shaw time Start date
& Cuily 0 Hours, minutes and secands. Py =
ety ©) Hours and minsues End date
© Monaty ® Hours 203082 ®
e O Custom

6.342 Users report view

1. Report types of user service portal
2. Export user reports
3. Report view

6.18.6.1 Report types of user service portal

1. Total work hour report of user service portal
2. Work hour summery report of user service portal
3. Work hour summery report of user service portal
1. Date
2. Total work hours
Total Work hours (HW) for the date.
4. Productivity report of user service portal
5. Event detail report of user service portal

6.18.6.1.1 Total work hour report of user service portal

The Total work hours report provides work hours details for a selected date range. Those details can be
calculated on a daily, weekly, and monthly basis. The important parameters are,

1. From 6. First check-in
2. To 7. Last check-out
3. Productive work hours (HPS) 8. In-out hours
4. Max overtime hours (OTMAX) 9. Productive hours (HP)
Maximum overtime hours per person can complete 10. Shift work hours (HS)
during the shift.
11. Work

5. Overtime hours
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6.18.6.1.2 Work hour summery report of user service portal

3. Date
4. Total work hours
Total Work hours (HW) for the date.

6.18.6.1.3 Productivity report of user service portal

Productivity report is generated for a selected time with user/employee productivity parameters as follows.

1. From 9. Early arrival
2. To 10. Early departure
3. First check-in 11. Max overtime hours

4, Last check-out (OTMAX)

Maximum overtime hours per person can complete

. Work
> Wor during the shift.

6. Break hours

12. Overtime hours
7. Late arrival .

13. Productive hours (HP)
8. Late departure 14, Unproductive hours

6.18.6.1.4 Event detail report of user service portal

Event details represent all users/employees event details information as follows.

1. Shift 9. Device mode
Shift name The device is registered to the user or user
roup.
2. Event type group
. 10. Device group name
3. Date and time . . .
Device group name if registered to a user
4. Time zone group.
Time zone difference in hours with . -
tive to UTC 11. Device group description
respective to ’ Device group description if registered to a
5. Location coordinates user group.
Longitude a.nd Latitude coordinates of the 12. Device group deleted
event location
. 13. Restriction group name
6. Location source
14. Restriction group description
7. Address group P
15. Restriction group deleted.

8. Description
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6.18.6.2 Report data view of user service portal

[Sum by Shaow timme Saart date

® Daily (O Hours. minubes and seconds 0030608 =
© Wty 3 Hours and minitises fnd date

) Monthiy @ Hours 20602 =]

O Custom

FILTER &Y

Report parameters changed.
RELOAD

Figure 6.343 Report data view of user service portal

1. Report settings of user service portal 4. Reload button
2. Shift filter Reload report data once the setting and
Select the shift name to filter report data. filters have been changed.

3. Report table
6.18.6.3 Report settings of user service portal

© A

Sum by Show time Start date
® Daily (O Hours, minutes and seconds 2023-06-02 =
®—. O Weekly (O Hours and minitues End date .—@
O Monthly @® Hours 2023-06-02 =]
(O Custom <> B

6.344 User report settings view

1. Report calculation strategy
Change the calculation based on Daily, Weekly or Monthly basis. Report calculation strategy is not
available for Event detail report of user service portal.

2. Time filter
Show time ranges in Hours format or Hours and minutes format or hours, minutes and seconds

format. Report calculation strategy is not available for Event detail report of user service portal.
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3. Daterange
Refer section for more details.

6.18.6.3.1 Date range

Select the start and end date to request report data. (D—eStart date
1. Start date 2023-06-02 8
2. End date (@—eEnd date
3. Date navigation
Increment or decrement start and end date 2023-06-02 e
keeping the difference between start and end
dates using back backward and forward arrow © tel? n
buttons.

4. Reset button Figure 6.345 Date range view of the user service portal

Set the start date to the current date keeping the
difference between end date.

6.18.6.3.2 Report table of user reports

e % productive ¥ OveTims 0 FistGhedin Cart Checkout InOwTin ¥ Productve ¥ ShtWod ¥ WerkHow ¥ 5F®
‘Werk Howrs Seconds Hours Howri.

Figure 6.346 Report table of user reports

1. Report columns

2. Table menu

3. Report data

4. Table paging options

6.18.6.4 Export user reports

Export data in PDF and CSV formats. Available options are,

e Export all data as PDF
Export complete report as a PDF.

e Export all data as CSV
Export complete report as a CSV.

e Export visible data as PDF
Export currently visible data in the report as a PDF.

e Export visible data as CSV
Export currently visible data in the report

6.18.7 User settings

6.18.7.1 Select display language for web

Available languages are English and Chinese.
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6.19 Common functions

6.19.1 Client registering view

NCheck Admin and Attend Clients for Windows, Android and 10S can be registered to an employee, employe
group or location. To register the application the registration token can be generated for the selected
registration mode. Once the registration token is generated, the token will be display as follows.

Register devices X

C @ Share this registration token with the employee to register NCheck Attendance app and link
their device to the system for personal time tracking

Please proceed with employee device registration in one of the following ways:

C Send email

Send registration token
to provided email
address.

|0 04923413

Click to copy to
Scan QR code that clipboard.
includes everything
required for the
registration process.

@—b Device registration token will be valid until 2024-11-27 11:08 AM

@ -2

Figure 6.347 Register device view

1. Guidance to register client.
Registration token view

3. The registration token expiration time
One the token expired, it cannot use to register the client. A new registration token should be
generated again.

4. Close button

Table 6.23 Error messages of registration view

Error code Error message

2035 Failed to email registration token.

6.19.1.1 Registration token view

Th registration token view is showing the registration token required to register NCheck client application.
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Send email

Send registration
token to provided
email address.

Scan QR code that
includes everything
required for the
registration process.

NCheck

|0 04864999

Click to copy to
clipboard.

Figure 6.348 Registration token view

Email registration token to an email. To send email, you should configure email as mentioned in Email

1. Scan token

Scan QR code to get the registration token and server URL.
2. Send email

notification settings section.
3. Copy token

Copy registration token.

6.19.2 Calendar view

The calendar view is used to represent data for dates. In either NCheck this calendar view is shown in larger

screens only.

The calendar view is shown below.

(5)=

1. Year selection menu

2. Refresh button
Refresh calendar by retrieving data.

3. Button to navigate to previous month

4. Button to navigate to next month

5. Selected month
The selected month is showing all available
dates of the month. And each date view may
show specific data depending on the use case.
For example, according to the figure, each date
view represents number of events as well as
error/valid events with colors.

6. Legend

Based on the data represents, this view may

appear.

6.19.3 Location restrictions

©»

i

Oct 2024 ~ Refresh
Mon Tue Wed Thu Fri Sat Sun
1 2 3 4 5 6
[ MoEvems | — — [ Mo Events ][ NoErens
7 8 9 10 1 12 13
[ moEverms |[ Moewems ][ Moguems ][ Moevents |[ MoEwems ][ Nogwems ][ moEvens
14 15 16 17 18 19 20
[ MoEwems | [ No Everts ] [ Mocvems |[ Woevents |[ Moewems |[ Nocvens ][ Nogvers
21 22 23 24 25 26 27
[ mokvems || Nomwems |[ Mogvems || Wogvents |[ MoEwewms |[ NoEwems |[ movems
28 29 30 31
[ Morvems |[ Nomems |[ nosvems || Nogvems |

currentday [l validevents [l Error events |

Figure 6.349 Calendar view in event logs management

Location restrictions can be applied for selected employee/employee group in order to bound check-

in/checkout events to the area.
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Location restrictions view as .
follows, Name Address Options
1. Location restrictions @—D Home 110 Transit Ave, Nashville, TN 37210, USA ‘ Delete ‘
table S
2. Add new location Office 1150 Vultee Blvd Nashville, TN 37217, USA ‘ Delete ‘
button

Add location restriction. O
. 2
Refer section for more

details.

> Add new location ‘

6.350 Location restriction view

6.19.3.1 Location restriction table

This view shows all location restrictions and (1) @)

operations as follows l l
1. Restriction name Name  Address Options
2. Address where the restriction app|iEd Home 110 Transit Ave, Nashville, TN 37210, USA | Delete |
3. Options

. Office 1150 Vultee Blvd Nashville, TN 37217, USA Edit || Delete
e  Edit button |—|
Edit location restriction ( ]

e Delete button
Delete location restriction for the 6.351 Location restriction table
employee/group

Add new location |
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6.19.3.2 Edit location restriction

Edit existing location restriction as

follows.

1.
2.
3.

Restriction name

Description

Address where the restriction
applies

Latitude

only 5 decimal places are
allowed.

Longitude

only 5 decimal places are
allowed.

radius

Allow bypass

Check this option to allow user
to bypass the location
restriction as mentioned in
section

Update button

#" Edit location restriction rule

@-—b Name *

@—b Description
@—bAddress
@—b Latitude *
@—b Longitude *
@‘—. Radius (meters)

@——hAIIow bypass [ Not Allowed

NCheck

® - ¢

6.352 Edit location restriction view

Update button will be disabled if the mandatory fields are empty or Validation errors exit. Table 6.24
Error messages of add new location restrictions showing error messages could be appeared when

updating location restrictions.
Cancel button

Table 6.24 Error messages of add new location restrictions

Error code Error message

3011 Only 5 decimal places are allowed in latitude and longitude values.
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6.19.3.3 Add location restriction

New location restrictions can be added as

follows.

1.

. Add from

Add from previously added
restrictions

Deleted or applied location
restrictions can be chosen in Name Deseription
this view. Selected location

restriction is allowed to edit in

the location restriction form.

one.

location history
Users event locations can be
selected as location restriction
in this view. Selected location
restriction is allowed to edit in
the location restriction form.

l« 4« 1 el

50  w items per page

Add new location restriction
Refer Add location restriction
section for more details.

IN Select locations from history

NCheck

@—) Q Previously added  Jul Location history

Previously added restricted locations will be displayed here. To add a
new restriction, select from below list or just fill the form and add

X
ADD SELECTED LOCATION 4___@
Name *
Address Name
Description

Address

Address

Latitude *

Latitude

1-20f2
items Longitude *

Q Select location from map

Radius (meters)

100

6.353 Location restriction view

6.19.3.4 Add new location restriction

This view allows to add new location restrictions as follows.

ouewWwNE

~

Restriction name

Description

Address where the restriction applies

Latitude

Longitude

Select location from the map

Pick location from map view. You must configure map
from Location map provider setting first.

radius

Allow bypass

Check this option to allow user to bypass the location
restriction as mentioned in section

Add button

Update button will be disabled if the mandatory fields are
empty or Validation errors exit. Table 6.25 Error messages
of add new location restriction shows error messages
could appear when updating location restriction

Address

o
@—..
o
O
o

Latitude *
Latitude
Longitude *

Longitude

—» @ Select location from map

Radius (meters)

100

-—b Allow bypass

O Not Allowed

-~

Figure 6.354 Add new location restriction

view
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Table 6.25 Error messages of add new location restriction

Error code Error message

3011

6.19.4 Manage passes

NCheck

Only 5 decimal places are allowed in latitude and longitude values.

Pass is used to identify employees and visitors when biometric data is not required. Pass can be generated from
either NCheck or imported from any 3™ part system. Once a pass is assigned for employee/visitor, that can be
used to record their attendance from the allowed period (If defined) or else forever.

Passes can be assigned to an employee/visitor in the following ways.

1. Assign a new pass to the employee/visitor
Generated pass either from NCheck or any 3™ party system.

2. Reuse existing pass

Once pass unassigned from employee/visitor, it is available for assign.

6.19.4.1 Pass types

NCheck support following pass data types

1. Barcode
2. RFID
3. Vehicle number plates

6.19.4.2 Manage employee/visitor passes

Employee/visitor passes view allows
employees to manage pass assignments as
follows.

1. Pass assigning options
Add passed for employees/visitors.
Employees are allowing one pass
while visitors can have multiple
passes.
a. Create/update pass
assignment
b. Select existing
2. Employee/visitor pass assignment
view
3. Paging
Navigating between pass
assignments
4. Close buttons

Passes for Mari Alexsa

VISITOR

Mari Alexsa

Neurotechnology

Visitor code: L1121

A

Figure 6.355 Employee/visitor passes view
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6.19.4.3 Create/update pass assignment

Employee/visitor pass assignments can be created or updated as follows.

@ﬁ Update pass - Kathrine dowd

@——‘D Pass Name

PASS_1NILBTV02E

Pass data
Pass type ° Pass type o
@—b Barcode - Barcode -
Data Data
sdWrTg WrfergJ

Valid from Valid thru

ez [0 [ v ez ([ (remeeee] [+
t 4 v Update

717

Figure 6.356 view for create/update pass assignments

1. Action name for pass creates or edit
Pass name
Unique identification for pass.
3. Pass data view
All pass data is showing in this area. Refer Pass data view section for more details about pass data.
4. Add pass data button
Add pass data to the pass. Refer Pass data view section for more details about pass data.
5. Assign from history button
6. Valid from
Specify a date that the pass can be used for if required. Refer Date selection view section for more
details of selecting valid from date
7. Valid to
Specify a date that the pass is expired if required. Refer Date selection view section for more details of
selecting valid from date
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6.19.4.3.1 Pass data view

Pass data represents Pass types with the data as shown below.

w

< €

1. Remove button

@ﬁ Pass type

Remove pass data from the pass. Barcode -
2. Passtype

Pass type from Pass types. Data
3. Passdata

Pass data. This cannot be empty or duplicated in the WrergJ

pass.

Figure 6.357 Pass data view

6.19.4.3.2 Date selection view

Date selection view is used to select/edit pass start and ™M @ @
end date as below. ‘

1. Selected date 2024-08-09 17:00 x

Date picker button

This is showing a date picker to select date.
3. Time picker button

This is showing a time picker to select time.
4. Remove date button

Clear selected date and time.

Figure 6.358 Date selection view

6.19.4.3.3 Assign pass data from history

NCheck server keeps employee and visitor unidentified event data including biometrics data and id data.
Unidentified biometric data can be used to enroll employees and visitors as mentioned in Enroll from history
section. Unidentified id data can be used to create passes.

Assign pass data from history dialog is shown below.
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“D Select an unidentified event

B0 Identification data

From 2024-08-13 n To
@—. Identification type

Filter by user group

2024-08-13

All user groups

Barcode ~

w

Please select identification data to enroll.

=,

=1

1 [=] 50

@—. 3edrf23 uyhS645er
2024-08-13 2024-08-13
10:15:33 10:15:50
Page 1 of 1
< Previous

X Close O

Figure 6.359 dialog to select an unidentified event data

1. Unidentified id data filter view
. Unidentified id data list view
3. Add button
Add selected unidentified id data as pass data.
4. Close button

6.19.4.3.3.1 Unidentified id data filter view

Filter all unidentified id data as below.
© )t
@—.From 2024-08-13 n To 20

@-.Identificalion type

24-08-13

@—.Filter by user group All user groups

Figure 6.360 Unidentified id data view

1. From

O —0O

Barcode ~

w

Retrieve unidentified id data from specified date. By default, this is the current date.

2. To

Retrieve unidentified id data to specified date. By default, this is the current date.

3. Identification types

Unidentified id data type as user id, barcode, RFID or vehicle number plate.

4. Filter by group

Retrieve unidentified id data from selected user group.

5. Search button

NCheck
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6.19.4.3.3.2 Unidentified id data list view

All filtered unidentified id data list is showing in this area.

1. Unidentified id data view
2. Unidentified id data paging

6.19.4.3.3.3 Unidentified id data view

The unidentified Id date view shows captured id data details as below.

1. Delete button
Delete unidentified id data.
2. Unidentified id data type icon

NCheck

e

D—e

oFjo
o

2024-08-13 2024-08-13
10:15:33 10:15:50

Page 1 of 1

<o

Figure 6.361 Unidentified id data list view

[=]
@
[=]

3. More details of unidentified events as shown in Figure 6.363.
a. Modality ©_.2012;128331 ’
User id, RFID, Barcode, license plate

b. Time
Unidentified event time
c. Latitude and longitude

o

S)

©

Figure 6.362 unidentified

id data view

Location coordinate where unidentified event recorded.

d. Address

Address where unidentified event recorded.

4. Unidentified id data
5. Unidentified event time.

Barcode - 2024-08-13 10:15:33

. . Modality: Barcode

Time: 2024-08-13 10:15:33
Latitude: 6.914432525634766

. Longitude: 79.85359954833984

Address: 26b Alwis Pl, Colombo 00300, Sri Lanka

X Close

Figure 6.363 Unidentified event details dialog

6.19.4.4 Select existing pass

Select pass existing dialog allows to assign existing passes for employees and visitors as below.
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Passes

Pass name «
aza
PASS_21CPHYLRT4
PASS_52JD6920A9
PASS_CTSIMQPPOS
PASS_EFZPOTKMCX
PASS_FRTHOHKKSS
PASS_GTWSZUSKK2
PASS_KPEVRWLGHS

|4 4 1 M

50w items per page

Anytype v

I =
: 1-210f

21 items

PASS_FRTHOHKKS8

All statuses v

Pass data:
User ID : wCT7dcQ
Barcode : w234

1 assignments

Assigned to:

Chrales Shenon ()

@

Existing pass management view

Review button

Review and update selected pass if any changes required. This will open Create/update pass

assignment dialog.
Assign button

Assign selected pass to the employee or visitor.

Close button

NCheck
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6.19.4.4.1 Existing pass management view

© G
@——v| Search passes Any type - All statuses = Search & Advanced v |
Pass name H PASS_DBVK88M9X0O
PASS_559NLDQ1TIW
Pass data.
PASS_1WS8G2DMJC User 1D (¥iulloo
. — {5
PASS_DBVKEBMOXO [ # update ‘ X Delete

PASS_SS5YZOYGY4B

@_. PASS_OUUHUSE3PW

PASS_3745TYR670

1 assignments

Assigned to:
Mike Holden @ | Unassign

PASS_FAWN1C1MDH

PASS_6CLDW9Z60Z

PASS_YEOS7XJFYU

PASS_RNYJRI3USF

PASS_E6GFGLJSYD

PASS_VRDIPRAXGU

L] 4 TR » so v items per page

1-22 of 22 items

Figure 6.364 Pass management view

1. New button
Add new pass. Refer Create/update pass assignment section for more information.
2. Advanced menu
a. Import menu
Refer Import pass data section for more information.
b. Export meu
Refer Export pass data section for more information
3. Fass filtering view
4. Pass list view
5. Pass quick view

6.19.4.4.1.1 Pass filtering view

Filter pass list bypass name, pass type and pass status as follows.

Search passes Any type - All statuses ~ Search

Figure 6.365 Pass filtering view

1. Passname 3. Pass status
Search bypass name Pass status as assigned or unassigned
2. Passtype 4. Search button

Pass type as user ID, Barcode, RFID,
License plate or any.

300



NCheck

6.19.4.4.1.2 Pass list view

Pass name

PASS_559NLDQTTW
PASS_1WS8G2DMJC
PASS_DBVK88MIXO
PASS_S5YZ0YGY4B
PASS_OUUHUS63PW
PASS_3745TYR670
PASS_FAWN1CTMDH
PASS_6CLDW9Z607
PASS_YEOSTXJFYU
PASS_RNYJRI3USF
PASS_E6GFGLJSYD

PASS_VRDIPRAXGU

L] 4 1 A 2 »l 50w |items per page

1-220f 22 items

Figure 6.366 Pass list view

All available passes are showing in a Data table.

6.19.4.4.1.3 Pass quick view

The pass quick view shows pass data as follows.

PASS_DBVK88M9X0

Pass data:
C User ID : VjuOoo

[ # Update H X Delete ‘

1 assignments

Assigned to:

Mike Holden @

Figure 6.367 Pass data quick view

1. Pass data view
2. Pass assignment view
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6.19.4.4.1.4 Pass data view

PASS_DBVK88M9X0

[

Pass data:
User ID : VjuOoo

77

I»J # Update ‘ | X Delete }47@

Figure 6.368 Pass data view

1. Passname 3. Update button

2. Passdata Update pass data. Refer section for more
All available pass data are showing in this details.
area. 4. Delete button

Delete pass data.

6.19.4.4.1.5 Pass assignment view

Pass assignment view shows details of the employee @_.1 assignments

and visitor who use the pass.

1. Number of pass assignments. @—Dﬁ.ssigned to:
2. Employee or visitor details . -
First name and last name of the user type (E Mike Holden @

for employee and V for visitor) uses the

. . . . Figure 6.369 Pass assignment view
pass including option to unassign pass.

6.19.4.4.1.6 Import pass data

Import pass option is used to import pass and pass assignments data.

X Select data to import - Passes X

Import data from external sources. Zip files and csv files are accepted. If your data archive is protected
with a password, use "Password protected" option when importing

[V]Passes

Pass assignments

Figure 6.370 Pass data import view

To import pass data,

1. Select data needs to be imported
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2. Select Start import button
Select Start import button to select pass data file. Refer Select import location for more details.

6.19.4.4.1.7 Export pass data

Export pass and pass assignment data. Pass data export view is shown below.

2L Select data to export - Passes 4

Select the data you want to export. Selected data can be downloaded directly to your PC, or you can specify
a FTP location to save it.

[#]Passes
[“] Pass assignments

(> oo | o

Figure 6.371 Pass data export view

To export pass data,

1. Select the pass data to export.

2. Start export button
Select start export button to select the event log export location.
Refer Select export location for more details

6.19.5 Manage biometric data

Biometric data is used to identify users
when recording attendance from client Sometria

applications. At least once biometric
should be enrolled to identify employee @—Om
or visitor from client applications.
Biometric data dialog is using to manage

employee and visitor biometric data, pES—" PYrT—
1.  Enrolled biometrics )
2. Enroll from history e @ @
Figure 6.372 Add biometrics view
3. Menu for Capture from client
applications
4.  Menu for Upload biometric image

5. Delete button

6. Close button

6.19.5.1 Enroll from history

The face, fingerprint, and iris images, unable to identify the employee/visitor while recording attendances, are
kept in NCheck server. These biometric images can be used to enroll users.

In the Select from history window,
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& Biometrics
O ®From 2021-0315 - To 2021.03.15 —
@—. Closely matching biometrics )
@—. Filter by personal Device )
(:)—.F:ner by user group All user groups v

Please select biometrics to enroll

2021-03-15
104001 @— : )

®

@ ) Page 1 of 3

@ =) | xclose .—@
Figure 6.373 Select biometrics from history view

Date range

Biometrics will be retrieved within the selected date range.

Closely matching biometrics

NCheck server will filter out the closely matching biometrics for the user from history.
Filter by device

Filter out the biometrics matching for the device.

Filter by user group

Biometrics used to enroll for the selected user group.

Biometric quick view as shown in Figure 6.374.

O—0O

(:) .2021-03-15

11:09:32

Figure 6.374 Biometric
image view of select
biometric from history view

1. Biometric thumbnail
2. Delete button
3. Date and time biometric captured

. View button
To show the Biometric detail view.

NCheck
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6. Paging details
Functionalities to navigate through all face images in each page.

7. Timeline
show the latest updated image date and time of each page between date time of recently updated
image and first updated image.

8. Next button
Current page number of available pages.

9. Enroll button
Enroll button will be disabled if no biometric image has selected. The table shows all error messages
could appear.

10. Close button

Table 6.26 Error message of select biometric from history

Error code Description

2024 Could not enroll selected face/finger/iris image.

6.19.5.2 Biometric detail view

Modality: FACE
Time: 2021-03-15 10:55:22 ® @

x CLOSE .—@

Figure 6.375 Biometric detail view

1. Biometric event date and time
2. Biometric details

a. Modality
Face, Fingerprint, or Iris
b. Time

The date and time of the event the biometric image had uploaded.
3. Biometricimage
4. Close button
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6.19.5.3 Capture from client applications

Biometrics can be enrolled through the NCheck client applications

such as NCheck Attend for Windows and Android and NCheck Admin 1m

for Windows and Android. To capture

1. Select biometric capture type from the list

1.
2.
3.

Capture face »
Capture fingerprint apture i
Capture iris

2. Capture the selected biometric when the capture view is  19ure 6.376 Menu for capture biometrics

appeared as mentioned in

4.

5.
6.
7.

from client applications

Capture face from Attend clients
Capture face from Admin clients
Capture fingerprint from Admin clients
Capture iris from Windows Admin client

The error messages that could appear when capture biometric from clients are shown below.

Table 6.27 Error messages when capture biometrics

Error code Description

3007 The camera could not be found.

3008 Fingerprint scanner could not be found

3009 Iris scanner could not be found

2025 Capture face with enough lighting

2026 The biometric image has already been enrolled for another user
2038 Could not enroll in biometrics. The device has been blocked
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6.19.5.3.1 Capture face from Attend clients

Table 6.28 Face enroll views for Attend client

Windows
Attend @ Important
client :

Android
Attend
client

Figure 6.379 Android Attend client face capture view

1. Camera preview

2. Face rectangle (Admin client only)

3. Capture button
Select capture button to capture face image in Attend client. In Windows Admin, select the capture
button when the user has prepared to capture the face.

4. Camera hame

5. Captured face list
Windows clients allows to capture multiple face images before upload. Android clients allow them to
capture a single image before uploading.

6. Cancel button (Windows clients only)

7. Continue button
In windows clients, select continue button to upload captured face list to the server. In Android client
captured image will automatically upload to the server.

8. Android Attend client resolution menu

9. Change front/back camera button
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6.19.5.3.2 Capture face from Admin clients

Table 6.29 Face enroll views for Admin clients

Windows
Admin 9" Important
client

And I’Old Face capture
Admin
client

Switch camera

Resolution

Figure 6.382 Menu of Android

Figure 6.383 Android Admin Admin client face capture view
client face capture view

1. Camera preview

2. Face rectangle (Admin client only)

3. Capture button
Select capture button to capture face image in Attend client. In Windows Admin, select the capture
button when the user has prepared to capture the face.

4. Cameraname

5. Captured face list
Windows clients allows to capture multiple face images before upload. Android clients are allowed to
capture a single image before uploading.

6. Cancel button (Windows clients only)

7. Continue button
In windows clients, select continue button to upload captured face list to the server. In Android client
captured image will automatically upload to the server.

8. Menu of Android Admin client face capture view as shown in Figure 6.382.
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1. Switch camera

Change front/back camera
2. Resolution

Camera resolutions dialogue

6.19.5.3.3 Capture fingerprint from Admin clients

Table 6.30 Fingerprint enroll views for Admin clients

Admin client

WI ndOWS & NCheck Bio Attendance - Control Panel o

‘9" Important

For better finger recogr
least three finger i
keep finger on

Figure 6.384 Windows Admin client fingerprint capture view

Android

€  Fingerprint capture

Figure 6.385 Android Admin
client fingerprint capture view

1. Fingerprint scanner name (Windows Admin client only)
2. Fingerprint scanner status
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e Android Admin client is Showing “Fingerprint capturing” message if the scanner is available.
Otherwise “Fingerprint reader not available”
e  Windows Admin client is showing fingerprint icon as shown in Figure 6.384 if the fingerprint
scanner is available. Otherwise “Unable to detect the fingerprint scanner. Please verify the
finger scanner is connected and functioning correctly.” .
3. Captured fingerprint images list
Windows Admin client allows to capture multiple fingerprint images. Android Admin client
allows to capture only single fingerprint image before uploading.
4. Cancel button (Windows client only)
5. Continue button
In Windows Admin client, select continue button to upload captured fingerprint images. Android
Admin client will upload the fingerprint image automatically once it captured successfully.

6.19.5.3.4 Capture iris from Windows Admin client

& NCheck Bio Attendance - Control Panel - o x

‘9" Important

Figure 6.386 Windows Admin client iris capture view

1. Iris preview 4. Cancel button
2. Iris scanner name 5. Continue button
3. Captured iris image list Upload captured iris images to the server.

6.19.5.4 Upload biometric image

X UPLOAD FACE IMAGE ~

@—.Upload face image
@—.Uplead fingerprint
®—.Uplcad iris image

Figure 6.387 Menu for upload biometric
images for user

1. Select biometric upload type from
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1. Upload face image
2. Upload fingerprint
3. Upload Iris Image

2. Select selection to upload the biometric image from your file system. The following errors could occur
by uploading selected biometrics

Table 6.31 Error messages of upload biometric images

Error code Description

2020 Selected file is not a valid image file.

6.19.6 Capture ID data

NCheck control panel provides a feature to capture id data such as barcode and RFID when launching control
panel from the client application.

Client application provides the following capturing methods.

1. Capture barcode
2. Capture RFID

6.19.6.1 Capture barcode

Once launching NCheck control panel from Admin client application, barcode capturing button will appear next
to the barcode field as follows.

Figure 6.388 User barcode ID view

2. Barcode text field
3. Capture button
Select Capture button to scan the barcode from the client application as mentioned in Table 6.32.
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Table 6.32 Capturing barcode from Client applications

Android client 1. Main menu
a. Switch camera M et : @
b. Change resolution
2. Barcode scan area
The Table 6.33 is showing the error
message that could be appeared. ||| |||
Q—o|

36000 " 29145 2

Figure 6.389 Barcode capture view of the
Android client

Windows client 1. Select the barcode text field
2. Scan the barcode from the connected barcode scanner
The Table 6.33 is showing an error message that could be appeared.

Table 6.33 Error message of capture barcode

Error code Description
3005 Barcode scanner could not be found.
2039 Could not capture barcode. The device has been blocked

6.19.6.2 Capture RFID

Once NCheck control panel is launched from Admin client application, RFID capturing button will appear next to
the barcode field as follows.

Figure 6.390 User RFID capture view

1. RFID text field
2. Capture button
Select Capture button to scan the RFID from the client application as mentioned in Table 6.34.
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Table 6.34 Capturing RFID from Client applications

Android client 1. RFID scan view appears as Figure

2.

Scan the RFID

3. RFID id will appear in the RFID ID
field.

The Table 6.35 is showing the error message
could appear.

Capturing RFID...

Figure 6.391 RFID capture view of
the Android client

Windows client 1. Select the RFID text field

2. Scan the RFID from the connected RFID scanner
3. RFICid will appear in the RFID field.
The Table 6.35 is showing the error message could be appeared.

Table 6.35 Error message of capture RFID
Error code Description
3006 RFID scanner could not be found

2040 Could not capture RFID. The device has been blocked

6.19.7 Employee/Vvisitor profile picture

®

Profile picture Q BROWSE ©@ UNIDENTIFIED IMAGES

Figure 6.392 Profile picture view

1. Profile picture from the local file system
2. Profile image from unidentified image
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6.19.7.1 Profile picture from the local file system

Select the profile picture from the local file system. ®_.:
After selecting the image, crop view allows to crop
the user image as shown in figure

1. Original image view
Cropping rectangle
User can change the margin of the
rectangle to crop the image

3. Result image view after cropping Figure 6.393 Profile picture crop view

6.19.7.2 Profile image from unidentified image

Face images failed to identify users
when recording the attendances e

are known as unidentified images.

Users can select the user profile { ' -3
image from these unidentified @ i L&
images.
1. Date filter

Retrieve unidentified images

between selected date range

x ¢ « SELECT
2. Unidentified images list
3. Close button @
4. Select button Figure 6.394 Select profile picture form unidentified image view

6.19.8 Import and Export information

NCheck user information can be exported as a zip file with selected information. The zip file hierarchy as showing
in Figure 6.395 Import/Export zip file folder hierarchy. User biometric data is not allowed to export

NCheck allows to import all user information as zip file in the hierarchy as shown in Figure 6.395 Import/Export
zip file folder hierarchy. In addition to that it can import user information in CSV files.

All exporting information is encrypted using AES 256 encryption method with given
password to enhance the security of the exported information. Windows default zip
extractor is not supporting to extract exported zip file. You must use third party tool which
supports AES 256 encryption method to extract exported zip file.
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|--<employeecode=_<modality>_<dataid=>.dat

Zipfile/
|
| ~Thumbnail /
| | -Customer/
| | | —<customername>.jpg
| | —Persan/
| | |—-<employeecode=.jpg
| | -UserGroup/
| |—<groupcode=.jpg
| -Biometric/
| |--Image/
| | -—<employeecode>_<modality>_<dataid>.jpg
| |--<employeecode=_=modality=_<dataid=.png
| | -Template/
|
|

|--<employeecode=_<modality>_<dataid>.dat

| -Other information as CSV |-

Figure 6.395 Import/Export zip file folder hierarchy

Thumbnail and biometric cannot be exported.

1.Modality
1. Face
2.  Finger
3. lris
2.Data-id

Unique ID to add multiple biometric data in single modality
e emp0234_face_1.jpg, emp0213_face_2.jpg, emp0435_face_3.jpg
e emp0234_finger_1.jpg, emp0213_finger_2.jpg, emp0435_finger_3.jpg

3.Information as CSV

Table 6.36 Import/export csv files

Information CSV file name

User profile information PersonData.csv

User/user group location restrictions e  PersonlLocationRestrictionData.csv
information e  GrouplocationRestrictionData.csv
User group information GroupData.csv

User group memberships information = MembershipData.csv
Shifts information TaskData.csv

Rosters information RosterData.csv
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Roster items information RosterltemData.csv
Holidays information HolidayData.csv
Leaves information LeaveData.csv
Event logs information EventLogData.csv

The following restrictions/limitations have been applied to import export data
4.Folders and images should follow the exact naming convention.
5.There can be only one image for customer profile in path ‘Thumbnail/Customer/’.
6.For each person, there can be only one profile image in path ‘Thumbnail/Person/’.
7.For each user group, there can be only one profile image in path ‘Thumbnail/UserGroup/’.

8.Customer profile image should contain the customer’s name, and each person or group profile image should
contain the relevant employee code or group code.

9.Biometric images should be included in the path ‘Biometric/Image’ and templates should be included in the
path ‘Biometric/Template’.

10. Biometric image/template file name should be in ‘<employeecode>_<modality>_<dataid>’ format.
11. Images can be in jpg or png format. Providing the extension is not mandatory.
12. Other import data files (CSV files) can also be included in the same zip file. All date time should be

MM/dd/yyyy h:mm: ss a format and date format should be MM/dd/yyyy format.
13. File naming conventions is mandatory when importing files.
6.19.8.1 User thumbnails
User thumbnails can be imported as jpg, png format in a zip file according to the file structure as shown in Import

and Export information section. Unlike other information administrators feel free to import all user thumbnails
with any other file import.

User thumbnails cannot be exported.

6.19.8.2 User biometrics and template files

User biometrics and templates data can be imported as zip file as shown in Import and Export information
section.

User biometrics cannot be exported.
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6.19.8.3 User profile information

A B G ) | E B F G | H 1| ) | K L M N
firstName lastName  employeeCode  email primaryTelephone address1 address2 city country  stateProvinceRegion 2ipOrPostalCod barCode rfid createdAt
Bryant Nell 1 15417543010 us 1259700208 321233 8/26/2019 6:17
Victor Huego SCOHS 15416424231 [ 321321 8/26/2019 6:17
Liam Cameron  IMIXAC 15419031876 us 112321 8/26/2019 6:17
Jhon Steurt 0QpgWW 12025550172 us 31321 8/26/2019 6:17
Kathrine Dowd 70tYk0 kat.d@gmail.com 12025550164 San Francisco California uUs 100096 312331 8/26/20196:17

6.396 CSV template view of user profile information

e First name e Address2
This is mandatory information. Address line 2
e Last name e City

This is mandatory information.
e Country

e Employee code

This is mandatory information. * State province region

e Email e Zip or postal code

Created at
MM/dd/yyyy h:mm: ss a format is required.

e primary telephone

e Addressl
Address line 1

6.19.8.4 User group information

° Group code i Insert Page Layout Formulas Data Review View Help Q Tell me £ Share

This is a mandatory field. o X A _ % | | I Condtionsi Formatting - | | 5 -
Group code should be () e _ BB Format as Table - -
. Paste Font Alignment | Number Cells Editing
unique. . ¥ - - - (7 Cell Styles > o
. ) Clipboard 1 Styles ~
e Description
H2 o F v
¢ Created at i ‘ : c -
M M/d d/yyyy h:mm:ss a 1 |groupCode description createdAt
format is required 2 |SALES Sales 1/11/2019 10:38
3 |MT Maintainers 2/11/2019 11:35
4 =
‘ Usergroup_data | ® < »
Ready 23] - | + 100%

6.397 CSV template view of user group view

6.19.8.5 User/user group location restrictions information

File EEUSMN inset  Pagelayout  Formulas  Data  Review  View  Help Q  Tell me what you want to do 5 Share
o X Cut . Tm Bx [ | ZAutosum - A,
o Calibri 1 A A 2 Wrap Text General - ? i iy || emm Cwpg ; Y p
basie BCOHF 2 = c d;tz’ I F ‘z c‘n \kﬁn I;:E‘t Format W Fi- an& Find &
aste BT U-|ME-|d-A- =55 EMege&Center - | $ - % » 43§ | Conditional Formatas Cel Insert Delete Format in
-~ ¥ Format Painter - & 0 Formatting - Table~ Styles~ - & Clear~ Fifter - Select -
Clipboard ) Font 5 Alignment 0 Number 5 Styles Cells Editing ~
£1 - fe || allowBypass v
A | 8 | © ) 3 F G H | J K [
1 [name description address createdAt allowBypass lemployeecode  groupcode  radius latitude longitude
2 [sales02 sales in Hillcrest Queen Hillcrest Queens, NY, USA 6/11/20195:45 FALSE BWKIKK 100 40726913  -73.802164
3 |deviopments  Development team in Kansas city 707 E 16th St Kansas City, MO 64108 4/11/20191:22 TRUE EWKIKK 100 39.094325  -94.574969
4 !
5 -
User_location_restrictions ® < >
il EE ] + 100%

Figure 6.398 CSV template view of User/user group location restriction information
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e Name
This is mandatory information

e Description
e Address

e Created at

This is mandatory information. MM/dd/yyyy

h:mm: ss a format should be applied.
¢ Allow bypass

e Employee code
This is mandatory information when

6.19.8.6 User group memberships information

e Start date

NCheck

importing users. Otherwise, this field should

be empty.
e Group code
This is mandatory information when

importing user groups. Otherwise, this field
should be empty.

¢ Radius

e Latitude
This is mandatory information.

e Longitude
This is mandatory information.

File [SSUCHN inset  Pagelayout Formulas  Data  Review  View  Help Q) Tell mewhatyouwanttodo ) Share
MM/dd/yyyy hmm ssa -BD % e - i = General  ~ | [ Conditional Formatting~ | &= lnsert ~ | > ~ 4v~
. . B - $ - 9% v | [FormatasTable~ FDelete - | [T~ £~
format is required. Pute = | B Iy |Ee-|O-Ax choi 2 ,
- ¥ - W 28 [7 Cell Styles ~ = Format~ | & ~
Clipboard 1 Font. [ Alignment ml Number Styles Cells Editing ~
e End date
Al ¥ fe startDate v
MM/dd/yyyy h:mm: ss a ] - L D e w e
H H 1 |startDate lendDate createdAt groupCode employeeCode
format is rEqUIred' 2 6/11/20157:39 6/11/2019 7:39 ACC 1aPfGW ‘
3 6/11/2019 7:39 6/11/2019 7:39 ACC 2swi0C |
e Created at 4 6/11/2019 7:39 6/11/2019 7:39 ACC gWKIKK |
5 6/11/20197:39 6/11/2019 7:39 ACC TZRBGL |
MM/dd/yyyy h:mm: ss a -
format is required. 6.399 CSV template view of the user group membership information
e Group code
¢ Employee Code
6.19.8.7 Shifts information
File OIS inset  Pagelayout  Formulas Data  Review View  Help  FoxitPDF Q) Tell me what you want to do ) Share
8 X Cut o % - B T By 5h | X Autosum - A
Calibri - - A A - B Wrap Text General = D D e E : Y
S I3 ) c o c‘u \En ﬁe« Forat | B Pl sin& F;d)&
aste I u- - A |l=====8 ’ . <o o | Conditional Formatas Ce nsert Delete Forma in
- ¥ Format Painter =T - = [ =Mased Cony B | e Formatting~ Table~ Stylesw | v - - & Clear~ Filter - Select -
Clipboard % Font [ Alignment o Number & Styles Cells Editing i~
AL ~ £ | name "
A B c D E F G H | J K L M N o P|[=
1 |name !descnption startTil { t cf endTit t ck workHours otStart otEnd restrictCheckin restrictCheckout restrictOT limitOT maxOT ‘
2 [Morning Shift for morning 5:00:00 0:00:00 0:00:00 23:59:58  8:00:00 17:00:00 23:59:59  FALSE FALSE FALSE | FALSE = 28800 |
3 Day  shiftfordgay 8:00:00 0:00:00 0:00:00 23 8:00:00 17:00:00 23:59:59  FALSE FALSE FALSE  FALSE 28800 |
4 |Night shift for night 18:00:00 0:00:00 0:00:00 23:59:59  8:00:00 17:00:00 23:59:59  FALSE FALSE FALSE = FALSE 28800
5
6
7
8,
) | shift_data_29-7-2019 ® ‘ 5
Bl @3 O - ] + 100%
6.400 CSV template view of Shifts information
* Name e Start time second

Shift name.

e Description

Shift start time
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e Checkin start
The timestamp for the check-in start time to
prevent early check-ins.

e Checkin end
The timestamp for the check-in end time to
prevent late check-ins.

e End time second
The timestamp for shift end time

e Checkout starts
The timestamp for the checkout start time
to prevent early checkouts.

e Checkout end
The timestamp for the checkout end time to
prevent late checkouts.

e Work hours
The number of work hours user should cover
in the shift.

6.19.8.8 Rosters information

NCheck

e OT star
The timestamp for overtime start.

e OT end
The timestamp for overtime end.

Restrict checkin
If this is true, checkin start and checkin end
restrictions will be applied.

Restrict checkouts
If this is true, checkout start, and checkout
end restrictions will be applied.

Restrict OT
If this is true, OT start, and OT end
restrictions will be applied.

Max OT
Maximum overtime overs permitted.

Insert Page Layout Formulas Data Review View Help Foxit PDF Q Tell me
s X Calibri 1 - = =g General  ~ | EZ Conditional Formatting~ | &= Insett ~ | 2 ~ 4v~
5 s[t__LI Egy ~ BI U~ AA|E=E== - $~9% » {:‘Format as Table ~ E‘;" Delete ~ ’ P~
aste . v 1 -
S & Do A ExE - o 5% (57 Cell Styles - [ Format~ | & ~
Clipboard & Font F} Alignment [ Number [F Styles Cells Editing ~
Al 14 e rosterName v
A B C D E F G H N
1 |rosterName lstartDate endDate deletedDate createdAt rosterType repetition
2 |Second quarter 7/29/2019 0:00 7/29/2019 3:01 WEEKLY 4
3 -
4
=1 | v
Roster data 29-7-2019 ©) <] »
Ready 3 {o- i + 100%

6.401 CSV template vi

e Roster name

e Start date
Start date of the roster.

¢ End date
End date of the roster.

e Repetition

ew of the roster information

¢ Deleted date
This should be empty.

¢ Created date
Specify the date for the roster create.

e Roster type
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6.19.8.9 Roster items informati

Insert  Page Lay

NCheck

on

out Formulas Data Review View Help Foxit PDF Q Tell me g Share

'""D % Calibri 11 - == = ab % F@Conditional Formatting @ el
Emy ~ B I U~ A =re—n— - 7 =
Paste = 7 AT A T = Number B Format a5 Table Cells | Editing
B - A~ E=35= - = [7 Cell Styles ~ - -
Clipboard 1% Font ] Alignment r‘. Styles ~
Al > Jx createdAt v
2 A B | C | D | E | F G | H[4]
1 |createdAt ldeletedDate dayNumber employeeCode groupCode rosterName name
2 | 7/29/20193:26 0 dev Second quarter Day
3 | 7/29/2019 3:27 0 mkt Second quarter Day
4 | 7/29/2019 3:27 0 Support Second quarter Morning
5 | 7/29/2019 3:27 0 Support Second quarter Day
6 | 7/29/20193:28 0 Support Second quarter Night =
Roster item data 20-7-2019 | (@ [ o
33 e ] + 100%

6.402 CSV template view of the roster items information

¢ Created at

e Group code

Created date for the roster item

¢ Deleted date
e Day number

e Employee code

6.19.8.10 Holidays information

Insert

Page Layout

e Roster name

¢ Name
Name of the shift

Formulas View Help FoxitPDF Q Tellme

£ Share

'“D % Calibri | == = b % F@Conditional Formatting ~ @ o)
By~ | B ITu- Aal===8- = o
Pt = A= Number | 2P Format os Table Cells | Editing
s -| & A == - . (2% Cell Styles - - -
Clipboard & Font 1 Alignment 5 Styles ~
c1 v fe || createdAt v
A B C D E. | F G [4]
1 |description [date |createdAt |
2 |Office maintenance 7/31/2019 0:00 7/29/2019 3:31
3 |Christmas 12/25/2019 0:00 7/29/2019 8:55
4 [Halloween 10/31/2019 0:00 7/29/2019 8:56
5 |Good friday 3/30/2019 0:00 7/29/2019 8:56
67 v
Holiday _data_29-7-2019 l () [«] i [»
Count: 2 HH go- ] + 100%

6.403 CSV template view of the holiday’s information
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e Description
Description of the holiday

¢ Date
Date of the holiday

6.19.8.11 Leaves information

Insert Page Layout

Formulas

Data Review View

Help

NCheck

¢ Created at
Created date in the server

Foxit PDF Q Tell me what you want to do

‘"‘D 3(3 Calibri du sl w == = - ?‘3 General . F@]Conditional Formatting ~ %‘“Inser’( 4 z x 97'
e Ep ~ . o $ ~ % » | [FFormatas Table~ X Delete ~ | W]~ -
- -4 BIU-H- 2L SE=E=EX %0 8 ‘.—;;CellStyIES' iilFormat' & -~
Clipboard & Font ] Alignment 7} Number [F} Styles Cells Editing ~
Al 24 f | startDate v
A B | C D ‘ E F G H 1[4
1 |startDate lendDate createdAt leaveType employeeCode |
2 | 7/2/2019 0:00 7/5/2019 0:00 7/29/2019 9:52 CASUAL IM1XAC ’
3 | 7/2/2019 0:00 7/3/2019 0:00 7/29/2019 9:52 MEDICAL o0QpgWwW
4 7/24/2019 0:00 7/27/2019 0:00 7/29/2019 9:53 VACATION 70tYk0 \
|- | | bnd
Leave _data_29-7-2019 ©) 1| »
B m M - | + 100

e Start Date
Leave start day

e End date
Leave end day

6.19.8.12 Event logs information

6.404 CSV template view of Leaves information

¢ Created at
Leave created date in the NCheck server

e leave type

e Employee code

Home Pagelayout  Formulas  Data  Review

Fowt PDF Q  Tell me what you want to do

2 Share

o ¥ = ) o 0o -
| docut Calibri Ax | ==2 2 Wrap Text General F’ ¥ Normal Bad = BX [y 3 Autosum Ay p
ER Copy L > oo 7 = | [QFi- It
Paste B I U oA | === = § -0 » %8 Conditional Formatas Good Neutral Kt Delete: Forrmat Sort & Find &
. ¥ Format Painter A = Formaiting . Teble= 2 S 4 # Clear~ Filter~ Select ~
Clipboard Font Alignment Number I Styles. Cells Editing ~
H1 - £ | checkoutbescription v
A ° c o c E a u l s K L N o P a A s T u v
1 | checkinLattude checkirl ide checkoutl [SheckouDesciption JemployeeCo taskName chechinTime  checkoutTime Stan otSant shi a1 workHows masOT
2 1) [ o o TONKO Day T30120196:21  TAN20196:21  7IA020198.00 9.00.00 -1 FALSE FALSE 13800 13800 28800 -1
3 AHraDp MN201230 TTR0130.00 235959 -1 FALSE FALSE 13800 rdl 85399 -1
‘
s
.
7
H
Eventlog_data 30-7-2019 ® .
o= mo- ] + 65%

6.405 CSV template view of the event logs information

¢ Checkin latitude

Latitude of the check-in location

e Checkin longitude

Latitude of the check-in location

e Checkin address

Address of the check-in location

e Checkin description

Description of the checkin

¢ Checkout latitude
Latitude of the checkout location

¢ Checkout longitude
Latitude of the checkout location

¢ Checkout address
Address of the checkout location

e Checkout description
Description of the checkout

e Employee code

321



NCheck

e Task name ¢ OT span second
Shift name e OT enabled
e Checkin time e Limit OT

Date and time of the check-in time L
¢ Checkin time zone

e Checkout time Checkin time zone in seconds.

Date and time of the checkout time .
¢ Checkout time zone

o Shift start Checkout time zone in seconds.
Date and time of the Shift start

e Work hours
e OT start Work hours in seconds
o Shift span second e Max OT

6.19.8.13 Select import location

This view allows to browse files In the local file system for operations in NCheck system.

Import options & From local filesystem From FTP server location

Choose file Choose File | No file

zip and .csv files ar

€ 5U,

®_. Password protection #| (Data protected with a password)
®—. File password

@ L xcost @ —@

6.406 Import data from local file system window

1. Select the import location file

e Import from local file system
e Import from FTP

2. Password protection
Select this check box to enter the password if the file is encrypted.

3. File password
Enter the encrypted password

4. Execute button
Execute button will be disabled if the mandatory fields are empty or Validation errors exist. Table 6.37
Error messages of data import is showing error messages that could appear when import files.

5. Close button

Table 6.37 Error messages of data import

Error code Error message
1003 Unable to connect with the FTP server {server name}
2046 Invalid FTP file path
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2047 Invalid FTP username or password
3013 Data import failed. Invalid password.
4003 Unidentified errors occurred during data import. Please contact administrator or NCheck

support for more details.

6.19.8.13.1 Import from local file system

Choose the zip/csv file from the local file system

6.19.8.13.2 Import from FTP

This view allows to
configure FTP location to
import files for
operations in NCheck
system.

1. FTP host address
2. File path in the
file system

(D—@sre host
®_.Filt path
e
@

.4 Need username and password to access FTP location

User name Password ._®

Figure 6.407 FTP server location settings view

3. Check this if the FTP access credentials is required

4. FTP Username
5. FTP password

6.19.8.14 Select export location

Encrypted files cannot be opened via Microsoft Windows default extractor. You may use
any third-party software which supports encrypted files extraction.

®—.Export options ® Download files Save to FTP server location
@—. File password

Password requirements:
* Have at least 6 characters

* [nclude at least one digit

Password Strength:

@— —@ Confirm password

1. Export option

x CLOSE @— —@

6.408 Download exported date window

e Download exported files
e Save to FTP location

2. File password

The password must have at least 6 character and one digit/

323



NCheck

3. Confirm password

4. Execute button
Execute button will be disabled if the mandatory fields are empty or Validation errors exist. Table 6.38
Error messages of export files is showing the error message that could appear on import files.

5. Close button

Table 6.38 Error messages of export files

Error code Error message

1003 Unable to connect with the FTP server {server name}

3003 Password does not match.

3004 Password must contain at least 6 characters with one number.
2046 Invalid FTP file path

2047 Invalid FTP username or password

4004 Unidentified errors occurred during data export. Please contact

administrator or NCheck support for more details.

6.19.8.14.1 Download exported files

Download files to the local file system.

6.19.8.15 Save to FTP location

This view allows to set (1) —@ehes
FTP location details for () gpriepun

file save operations in e 7 N wremarne s pomord 10 sccess FIP location
NCheck server
@—.Um name Password ._©
1. FTP host address
2. File path in the Figure 6.409 FTP server location configuration for save exported files
file system
3. Check this if the FTP access credentials are required
4. FTP Username
5. FTP password

6.19.9 Report parameters

All report parameters can be explained using the following figure.
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Shift{S)
4 4 ‘ e
Tin-1 Tout-1 Tin-2 Tout-2 Tin-3 Tout-3 Tin4 Tout-4

6.410 Report parameters view

6.19.9.1 First check-in

First check-in time within the shift

6.19.9.2 Last check-out

Last check in time within the shift

6.19.9.3 Work hours (HW)

Total summation of time differences between consecutive check-ins and check-outs.
n .
H,=),  Tout -Tin

6.19.9.4 In-out hours

Time difference between First check-in and Last check-out.

T InOut Tout last Tin First

6.19.9.5 Productive hours (HP)

According to the figure, productive hours can be identified as

NCheck

>
Tin-5 Tout-5

Check-in . Check-out

H =Tout, - maxS_ . Tin) + > (Tout-Tin) +min(S_,-Tout )-Tin_

i=a+1

According to the Figure this can be defined.

H -(Tout,-S_ )+ (Tout -Tin)+(S_ -Tin)
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6.19.9.6 Shift hours

The number of hours between shift starts andendsd.

6.19.9.7 Shift work hours (HS)

The number of hours should be covered within the shift.
6.19.9.8 Productive work hours (HPS)

Minimum from Productive hours (HP) and Shift work hours (HS)
H =min(H H )
s r 5

6.19.9.9 Unproductive hours

InOut P

6.19.9.10 Max overtime hours (OTMAX)

Maximum overtime hours per person can complete during the shift.

6.19.9.11 Overtime hours
Overtime hours can be defined as
OTtotal = Hw - Hs
OT=min(OTsta1- OT nax)
6.19.9.12 Break hours
Total differences between check-in’s and check-outs of consecutive events in hours.
n

ST  _T
in— (@{+1) out —1i

i=1

6.19.9.13 Late arrival

Time difference between shift starts and the first check-in when first check-in occurs after the shift start time.

6.19.9.14 Late departure

Time difference between shift end and the last check-out when last check-out occurs after the shift end time.

6.19.9.15 Early arrival

Time difference between shift starts and the first check-in when first check-in occurs before the shift start time.
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6.19.9.16 Early departure

Time difference between shift end and the last check-out when last check-out occurs before the shift end time.

6.19.9.17 Actual break hours

Total beak hours the employee has taken from the available break hours.

6.19.9.18 Efficiency

The ratio between Productive hours (HP) and work time is defined for the shift.

6.19.9.19 Event logs count

Number of events for the user/employee for the selected date range.

6.19.9.20 Roster item count

Number of roster items assigned for the user/employee for the selected date range.

6.19.9.21 Number of Leaves

Number of leaves approved for employees for the selected date range.

6.19.9.22 Number of holidays

Number of holidays of the organization in the selected date range.

6.19.9.23 Number of attendances

Number of attendees in the selected date range.
6.19.9.24 Replacements
Depending on the organization requirement such as handling the work load manage absentees, additional

employee(s) can be added to a specific roster item as mentioned in Add/edit schedule item section. This
parameter shows the number of additional user(s)/employee(s) replaced for the user/employee in such cases.

6.19.9.25 Employee status

The statuses are

1. Active
Block
The block employee cannot record attendance.
3. Terminate
The terminated employees are not shown in the system.

6.19.9.26 Deleted employee

The employee is deleted or not.

6.19.9.27 Terminated date

The terminated date and time of the employee if terminated.

327



NCheck

6.19.9.28 Time spent

The time spent on the appointment. This is an addition of time difference of consecutive check-in and
check-outs.

6.19.9.29 Appointments

Number of appointments booked by visitors.

6.19.9.30 Present

Number of visitors who made either access or attendance event for the appointment.

6.19.9.31 Access visitors

Number of visitors who made access to events for the appointment.

6.19.9.32 Attendance visitors

Number of visitors who made attendance(check-in/check-out) events for the appointment.

6.19.9.33 Appointment status

Appointment status as mentioned in Appointment completion status section.

6.19.9.34 Appointment approval status

Appointment approval status as mentioned in Appointment approval status section.

6.19.10 Data table

Data table is a controller which is used to represent a large list of data. The main advantages of using data tables
are,

1. Reduce data retrieval time
Retrieve data page by page according to the user requirement when large list of data available.
2. Data filtering
Data sorting
4. Show/hide data columns.

w

The data table is shown below.
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@—b |:| Employee Code First Name Last Name Phone
NjbF2Xx Karl Mark
gsGjiM Shown Peral
AQ2XAQ Kavin Donald
q9SLPa Ronald Bay H
@_. vapvNo Andrew Nadal
VjuOoo Mike Holden
gzGs7H Lawrence Miller
PwhPTY Ema Gwsonki
TWxvPC Perter Karl
@—., ¥mLksV Kathrine dowd

@—.| |4 4 /1 » » 50  w items per page 1-100f 10 items

Figure 6.411 Data table

Table header

Table content area
Selected row

Table paging options

AONR

6.19.10.1 Table header

|:| Employee Code A First Name Last Name Phone =

Figure 6.412 Table header column view

1. Check/uncheck to select/deselect all data rows in the content area.
Sorting icon
Click on each column name to sort column data. The sorting icon appears next to the column name
according to the currently applied sorting as shown in Table 6.39.

3. Table menu

Table 6.39 Table column sorting options

Icon Soring order

None No sorting will be applied for the particular column
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- Columns will be sorted in ascending order

- Columns will be sorted in descending order

6.19.10.2 Table content area

All the data are shown in this area as @
rows. A content row may have followed %) %) ¢
information. .
| YmLksv Kathrine dowd | :

1. Row selection

3.

Fi 6.413 Data tabl.
Checkbox to select/de select 'gure ata table row

record.

This allows to select multiple rows from the table and perform available actions for selected rows as
mentioned in Actions view section.

Row data area

Represent record details

Quick access menu

6.19.10.2.1 Quick access menu

The quick access menu is used to show important operation of each data row represent in the data table.

6.19.10.2.2 Actions view

The Actions menu appears on the top of the data table once select row(s) as shown below.

(i) ©)

m 2 selected X

(-] Employee Code First Name Last Name Phone
NjbF2X Karl Mark
gsGjim Shown Peral
AQ2XAQ Kavin Donald

Figure 6.414 Actions menu for employee table

Selected employee rows

Actions menu

A specific operations available for selected rows in the table. This operation may change according to
the data that appears in the data table.

Number of selected rows

To clear the selection, select clear button next to the selected rows.
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6.19.10.3 Table menu

Over the NCheck control panel, a list of data is representing using data tables. The @—r@Savestate

following features are available in the data table. @_. -
1. Save state (3 ) columns
Save the applied filters and columns in the browser cache. + Employee Code

2. Clear allfilters
Clear applied filters from the browser cache.
3. Columns

+ First Name

All table columns. i
4. The visible icon appears before the visible column name. Click to hide the v To
COIUmn from the table- +/ Productive Work Hours

5. The hidden icon appears before the hidden column name. Click to visible
the column in the table.

~ Overtime Work Hours
X Deleted person

@—bx Email

» Phone

6.415 Table menu view

6.19.10.4 Table paging options

The main advantage of using a data table is retrieving data page by page to reduce the data retrieval time when
there is large amount of data. Table paging options allow you to navigate between pages.

[EERE I

50 v items per page 1-10 of 10 items

Figure 6.416 Table paging view

Button to navigate to the first page.

Button to navigate to the previous page.

Current page number out of number of pages available

Button to navigate to the next page.

Button to navigate to the last page.

Number of rows per page. The available options are 20, 50 100.

Number of rows available in the current page out of total number of rows

NouspwneE

6.19.11 Control panel settings

Administrator allows to configure below mentioned settings in the NCheck Cloud/On-premises server.
e General setting list
e Client settings list

e Biometric setting list
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e Web interface setting list

6.19.11.1 General setting list
6.19.11.1.1 Default shifts start and end time

The default shift start time is 00.00.00 and end time is 23.59.59. The shift start time, and duration can be selected
within 7 days period.

Start Duration End after l
00:00 n 24:00 e n 1 day, 0 hours and 0 minutes

Figure 6.417 Default shift starts and end time view

1. Default shifts start time 3. Default shift end time
Duration in hours and minutes Default shift end time in days, hours, and
The duration can be selected between minutes
shift start and 7 days. 4. Save button

5. Reset button

6.19.11.1.2 Restrict check-in time below interval

Restrict user check-ins before and after the default shift start.

© @

Checkin start Checkin end
Hours before shift start Hours after shift start

00:00 Hours n 23:59 Hours u

Figure 6.418 Check-in time restriction view

1. Check-in start
Number of hours restrict check-ins before shift start. The default value is Minimum (Default shift end -
24 hours, Default shift starts). Check-in start hours could be between shift start and (Default shift start
-24 hours).

2. Check-in end
Number of hours restrict check-in after default shift start. The default value is default shift end.
Check-in end could be between the default shift end and 7 days.

3. Save button

4. Reset button

6.19.11.1.3 Restrict check-out time below interval

Restrict user check-outs before and after the shift end.
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Checkout start Checkout end
Hours before shift end Hours after shift end

Hours n 39:59 Hours D

Figure 6.419 Check-out time restriction view

1. Check-out start

NCheck

I

Number of hours restrict check-out before the shift end. The default value equals to shift start.

Check-out start restriction could be a value between (shift start. - 24 hours) and 7 days.

2. Check-out end

Number of hours restrict check-out after the shift end. The default value is minimum (shift start + 24
hours, shift end). The check-out end restriction could be a value between 0 hours and 7 days.

6.19.11.1.4 Day start time

Time to start working/office hours. Default is 00.00.00.

6.19.11.1.5 Week start date

Week start day of the organization. The default is Monday.

6.19.11.1.6 Month start date

The start date of the month for the organization. The default is the 1%t day of the month.

6.19.11.1.7 Year start month

The start month of the year for the organization. The default year starts is January.

6.19.11.1.8 Date format

Date format for the control panel and reports. Default is yyyy-MM-dd.

6.19.11.1.9 Time format

The time format for the Control panel and reports. Default is HH:mm:ss.

6.19.11.1.10 Default shift selection behavior

This option controls default shift selection. The default is Allow when other shifts are available.

Available options are

e Don’t allow
Not allowed to select default shift.

¢ Allow when no shifts available
Allow using default shift when custom shifts are not available.

¢ Allow when other shifts available
Allow using default shift when custom shifts available.
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6.19.11.1.11 Auto checkout at the end of the shift

Enable this option to auto checkout user at the end of the shift automatically. This setting has disabled by
default.

6.19.11.1.12 Auto re-evaluate eventlogs

The order of the checkin checkout events for people is very important because it has significant impact on
reporting. The order might be changed due to several reasons.

1. User record check-in but forget to record checkout
2. User record check-in and check out several client devices at the same time. when clients synchronize
eventlogs, the order might be changed

To prevent this problem, auto evaluate eventlogs will automatically check eventlogs for each person add events
at the end of the checkout, end of the current shift as following options.

1. Disabled
The existing event will be kept as it is.
2. Re-order check-in check-out pairs
Add check-out event for each check-in event at the checkout end of the current shift.
3. First check-in and last check-out
Change first event as check-in and last event as check-out in the current shift. The rest of the event in
between first check-in and last check-out will be access events.

6.19.11.1.13 Notify check-in attempts on restricted leave
When this setting is applied, the administrator gets email or control panel notification if a user who is on
restricted (leave policy) leave tries to check-in.

6.19.11.1.14 Unidentified event log count to keep

The number of maximum unidentified events logs to keep in the system. Older event logs will be deleted if the
maximum event log count is exceeded. Set -1 to disable this setting.

6.19.11.1.15 Event log images retention period

NCheck server keeps event log image (The face, finger or iris biometric image that captured from the client
devices to record user attendance events) with the event log and this may require space when the number of
event logs increases with the time. To overcome this issue, you can delete old event log images and keep only
the event thumbnail specifying the number of months.

6.19.11.1.16 External resource URL
In NCheck on-premises server, If the email sent to your inbox does not show images properly. You can keep

those images in a publicly accessible location and specify URL for those images here. To refer default resource
as “https://<server ip>:<port>/resources/ncheck.image?resource_name”.

6.19.11.2 Client settings list
6.19.11.2.1 Result dialogue timeout

Timeout for check-in/checkout result dialogue. The default value is 5 seconds.
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6.19.11.2.2 Enable licensing

In NCheck cloud, enable this setting to activate Admin clients with the cloud subscription if there are available
licenses as mentioned in License statics section of the Subscription.

6.19.11.2.3 Show work time on clients

The display worked time in result dialogue after check-in or check-out events. This setting has been enabled by
default.

6.19.11.2.4 Offline operation mode

Enable to record attendance in NCheck Admin clients when the internet service is not available. This setting has
been disabled by default.

6.19.11.2.5 Manual capture start

Enabling this setting, user able to manually record the event (Admin clients) or record the event as either check-
in or check-out.

Following capture start modes can be selected once the manual capture start enabled.

1. Check-in check-out selection
Once this setting has selected, user able to manually select the event type as check-in or check-out.
2. Select start button
Admin clients capture face automatically once the face is detected. Enable this setting to capture
button to capture manually.

6.19.11.2.6 Automatically synchronize offline data

Synchronize the offline data automatically with the NCheck server when enable offline mode setting is enabled.
This setting has been enabled by default.

6.19.11.2.7 Offline data synchronize interval

Data synchronize interval when the Offline data synchronize interval setting is enabled. The default synchronize
interval is minutes.

6.19.11.2.8 Allow automatic peripheral enabling of new clients

If this setting is enabled, the peripherals in the registered devices will be enabled automatically. This setting has
been enabled by default.

6.19.11.2.9 Reset offline client password

Reset password for the control panel login in NCheck Admin clients when the offline mode is enabled. The client
password is empty by default.

6.19.11.2.10 Duplicate event timeout

The time interval between consecutive attendances records to prevent duplicate records in seconds. The default
is 3 seconds.
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6.19.11.2.11 Event log image size

Size of the biometric image when recording attendance. The biometric image is sent to the NCheck server for
user identification. Time took to record attendance can be dependent on the size of the image. According to the
selected size, image will be compressed without changing the aspect ratio. Default image size is Medium.

The available image sizes are

e Small
The images will be compressed to 224*224.

e Medium
The images will be compressed to 512*512.

e Original
The original image will be uploaded.

The recommended event log image size is Medium.

6.19.11.2.12 KIOSK mode operation

Attend and Admin clients registered to employee groups are used by the employees/visitors to record their
attendances. It’s better to hide options because any employee/visitor can take control. In this case, if the device
is in Kiosk mode, it hides a lot of features from the device to prevent ordinary employees and visitors success
from it.

6.19.11.2.13 KIOSK mode exit code

Exit code from the KIOSK mode for NCheck Attend for Android can be given here. Exit code is empty by default.

6.19.11.2.14 Client mode

This client mode has two options

1. Attendance mode
2. Web mode

Refer Registration section for more information about attendance and web modes

6.19.11.2.15 Allow predefined location

This setting is used to configure the location source for the Android and 10S Attend clients that need to be used
when recording attendance events.

The available location options are.

1. Always use GPS
The location coordinate will be retrieved from the GPS facility available with the device.
2. Prefer GPS over predefined
If the GPS facility available, GPS coordinates will be used. Otherwise, predefined location will be used
as preference of Android and I0S Attend clients.
3. Always use predefined
The location coordinates will be taken from the predefined location.
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The predefined location view will appear
as follows either prefer GPS over

NCheck

Predefined location / Edit locatione——Q)

predefined or always use predefined is (1)——e FactoryA v

selected.

1. Name of the predefined location @—-e ® (2.121000, 23.453450)

2. Longitude and latitude of the
predefined location
3. Add/edit predefined location

Figure 6.420 Predefined location view

Predefined location can be added as mentioned below.

The predefined location view is shown below.

1. Name
2. Description
3. Time zone

Time zone of the predefined location.

Latitude coordinate

Longitude coordinates

Address

Select the location from the map.

Selected the latitude and longitude coordinates
from the map as configured from Location map
provider setting.

8. Update button

N o uoA

Edit location X

®—.Name 2

Name

®—. Description *

@—.Tlme zone * (@

+05:30 -

(@—meatituce

0

@—.Longnude

0

@—.Address

@—.D Select the location from the map

Figure 6.421 Add/edit predefined location
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6.19.11.2.16 Self-enroll templates

If this setting is enabled, NCheck Attend for Android registered for a user allows to enroll face template during
attendance recording if no template has enrolled for a user. Refer Enroll biometrics section for more details.

6.19.11.2.17 Use in-built biometric verification on personal clients

If this setting is enabled, attendance events can be recorded in Android and IOS Attend clients using the
authentication utilities available with the device.

Available verification features are as follows for the devices.

1. Android
Either Finger or face authentication must be available with the Android device.
2. I0S

Finger ID or Touch ID features must be available with the 10S device.

6.19.11.2.18 Guard application support

To enable guard application support, this setting must be enabled first. Otherwise, Guard application registration
and other functionalities will be restricted.

6.19.11.2.19 Hide user list

Enable this setting to hide the view which is showing recent events in Attend and Admin clients.

6.19.11.2.20 Multi face mode

Enable this setting to enable multi face capturing mode in NCheck Atten clients.

6.19.11.2.21 Cancel event button in the feedback view

The cancel button in the client feedback view allows to cancel the event after recording. If this setting is disabled,
cancel button will not be visible in the clients.

6.19.11.3 Biometric setting list

6.19.11.3.1 Allow without biometrics

This feature allows user attendance from NCheck Attend clients simply selecting a button as mentioned in Main
view for non-biometrics capture section. This setting has been disabled by default.

6.19.11.3.2 Manual face selection

This allows users to select check-in/checkout when the multi-face capturing mode (Refer Attend client section
for more details about multi face mode) is enabled in the NCheck Attend client devices. This setting has been
enabled by default.

6.19.11.3.3 Server-side face liveness setting

Server-side face liveness setting can be used to check live faces of the captured face images from NCheck
client applications from the server.

The available server-side face liveness options are

1. Disabled
The server-side face liveness is disabled.
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2. Detect
The attendance will be recorded if the face image is captured from a live face.
3. Required

The attendance event will be recorded if it is recorded with the live face and the liveness score giving
from the algorithm is greater than the Server face liveness confidence threshold.

6.19.11.3.4 Server face liveness confidence threshold

The value which controls the requirements for server-side face liveness. The greater this value is the stricter

rules are applied when deciding if the face is live. Default face liveness threshold value is 50.

6.19.11.3.5 Face liveness mode for client application

This feature available for NCheck Admin clients to prevent recording attendance with non-live faces such as
photos and videos. When the client-side face liveness is enabled, the user face must be placed in the face oval
in the camera preview and keep still until the liveness checks are completed by the client application. This may
take 2-3 seconds when the face is clearly visible to the camera.

The available options are

1. Disabled

The face liveness is disabled.
2. Detect

The attendance will be recorded if face image is captured from a live face.
3. Required

The attendance event will be recorded if it is recorded with the live face and the liveness score giving
from the algorithm is greater than the Face liveness threshold for client application.

6.19.11.3.6 Face liveness threshold for client application

The value which controls the requirements for client-side face liveness. The greater this value is the stricter rules
are applied when deciding if the face is live. Default face liveness threshold value is 50.

6.19.11.3.7 Recognition threshold
Increase the value if same user identified differently time to time during identification. Note that good image

quality is required for a higher recognition accuracy during face identification. Default recognition threshold
value is 48.

6.19.11.3.8 Verification threshold

Increase the value if higher verification accuracy is required. Note that good image quality is required for higher
accuracy during face verification. Default verification threshold value is 36.

6.19.11.3.9 Enrollment threshold

Start with a higher enrollment accuracy if the system is intended to be used with a larger crowd. Default
enrollment threshold value is 48.
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6.19.11.3.10 Face confidence

Use higher face confidence for event image if good image quality is available. The default face confidence value
is 40.

6.19.11.3.11 Face quality

Increase the value if the same user identified differently from time to time. By increasing the value, the system
is forced to ignore low quality face images. The default face quality value is 40. Face quality will be 0, if the
“Mask detection” setting is set to detect or required.

6.19.11.3.12 Mask detection

Neurotechnology Biometric algorithms can recognize faces even the person wearing a mask. In an environment
where most people wear face masks (e.g.: Hospitals) this setting will easily identify employees. This feature is
available for NCheck Admin clients only.

There are 3 mask detection options available.

1. Disable
Select this option to identify face without face mask.
2. Detect
Select this option to identify face with face mask. The detection will be indicated in the clients as
follows.
Table 6.40 Indicators for Detect mask detection option
Indicator of Windows Admin | Indicator of Android Admin
client client
Mask detection score >=
Mask detection @
threshold
Mask detection score <
Mask detection ( )
threshold
3. Required

To record the event successfully, user must wear a mask. If the mask detection score is greater than
the “Mask detection threshold”, attendance will be recorded successfully. The detection will be
indicated in the clients as below.

Table 6.41 Indicators for Required mask detection option

Indicator of Windows Admin | Indicator of Android Admin
client client

Mask detection score >=
Mask detection threshold

Mask detection threshold

Mask detection score < @ Q i D
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6.19.11.3.13 Mask detection threshold

Decrease the value, if a user face with a face mask is not identified as mentioned in “Mask detection” settings.

6.19.11.3.14 Safety helmet detection

Due to some safety measures, in some use cases such as construction, moto mechanics employees must wear
face covering such as safety helmets. The setting can be used to restrict the face covering when employees
record attendance in such use cases. This feature is available for NCheck Admin clients only.

There are 2 available options for face covering detection

1. Disabled
No face covering is required to record attendance.
2. Detect

Attendance event can be recorded without a face covering. But there will be a hat indication with
orange color in the face preview if employee is not wearing a safety helmet.

3. Required
Attendance event will not be recorded if the face covering score giving by the algorithm is less than the
Safety helmet detection threshold. In this case there will be red color hat indication on the face preview.

6.19.11.3.15 Safety helmet detection threshold

Decrease the value, if a user face with a safety helmet is not identified as mentioned in “Safety helmet detection”
settings.

6.19.11.3.16 Maximum face yaw

The maximum angle of the face needs to be captured by the client. Maximum face yaw can be 0- 90 degrees.

6.19.11.3.17 Face confidence for enrollment

Use higher face confidence for enrolling image if good image quality is available. Default face confidence value
is 30.

6.19.11.3.18 Face quality for Enrollment

Increase the value if the enrolling face image duplicates with enrolled face image of another user. By increasing
this value, the system is forced to ignore low quality face images. Default value is 48.

6.19.11.3.19 Finger quality for Enrollment

Increase the value if the enrolling finger image is duplicated with enrolled finger image of another user. By
increasing the value, the system is forced to ignore low quality finger scans. Default fingerprint quality is 40.
6.19.11.3.20 Iris quality for Enrollment

Increase the value if the enrolling iris image duplicates with the iris image of another user. By increasing the
value, the system is forced to ignore low quality iris scans. Default fingerprint quality value is 50.
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6.19.11.3.21 Fingerprint quality

Increase the value if the same user identified differently from time to time. By increasing the value, the system
is forced to ignore low quality finger scans. Default fingerprint quality is 40.

6.19.11.3.22 Iris quality

Increase the value if the same user identified differently from time to time. By increasing the value, the system
is forced to ignore low quality iris scans. Default fingerprint quality value is 50.

6.19.11.3.23 High-speed face detection

High speed face detection when the face biometric is used. This setting has been disabled by default.

6.19.11.3.24 Disable duplicate checking

Enable this setting to enroll same biometric image for different users.

6.19.11.4 Web interface setting list
6.19.11.4.1 Dashboard refresh interval

The Dashboard refresh interval can be set in minutes to refresh the Dashboard to display recent attendance
overview. The default refreshing interval is 2 minutes.

6.19.11.4.2 Show meridian in time

Enable the toggle button to show AM/PM with the time. This setting has been disabled by default.

6.19.11.4.3 Report export PDF font

Users must select appropriate font from this setting to export report successfully according to the selected
control panel language.

The available fonts are

1. Roboto (Latin)
Default font to export pdf report. Select this language to export report in any western European
language.
2. Simsun (Chinese, Latin)
Select this font to export report in Chinese language.
3. Ek Mukta (Hindi, Latin
Select this font to export report in Hindi language.

6.19.11.4.4 Location map provider

Select map provider to configure map.
Available map providers are

1. Google maps
2. Baidu maps

6.19.11.4.5 Map API key

Add map API key to enable map representation of user’s event logs according to the selected map provider in
Location map provider setting.
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6.19.12 Visitor parameters

6.19.12.1 Slot time

Slot time divides schedule time into appointment booking time slots and visitor appointments can be booked in
a selected time slot. Default slot time is 0 and then it takes the whole schedule period as a single slot.

6.19.12.2 Slot occupancy

Number of appointments per slot. The default value is 0 and then it can book any number of appointments per
slot.

6.19.12.3 Automatic approval of visit requests

Enable this setting to approve visitor appointments automatically created from online or kiosk pages. Otherwise
NCheck administrator must approve the appointments before visit.

6.19.12.4 Reservation time out

Selected booking on hold time to prevent booking anyone else in online and registration device booking
pages. This period is known as reservation time out.

6.19.12.5 Biometric collection

Select biometric modality to collect selected biometric modality from registration Kiosk devices.

Following biometrics type can be configured.

e None
No biometric required
e Face
e Finger
o Iris

6.19.12.6 Pass type

Defines the pass type used to read when existing pass is used or issue when generated pass is used from Kiosk
or in online appointment booking. RFID passes can be issued only from registration Kiosk devices.

Pass type can be configured as follows.

e ID

A unique identification number
e Barcode
e RFID

6.19.12.7 Visitor pass generation

When an appointment is booked, it can use an existing or generated pass. Pass generation settings allow to
configure it.

Pass generation can be configured as below.
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e Always generated and not re-used
The visitor pass is generated by the NCheck system.
e Generate if not available and re-use
Visitor allows to use previous visitor pass. If a visitor has no previous pass, NCheck will generate a new
pass.
e  Printed pass no reusing
NCheck allows to create appointments using visitor pass newly generated by 3" party.
e Printed pass with re-use
NCheck allows to create appointments with used visitor pass (3™ party generated) in previous visit.

6.19.12.8 Custom visitor feedback view

Default Feedback view of NCheck client application when Visitor is identified can be changed with custom visitor
feedback view. Custom visitor feedback views can be available for some visit types and can also be added to the
system as an extension on request.

6.19.12.9 Online booking

Enable or disable online appointment booking for the visit schedule.

By enabling this setting, the following settings will be available to configure.

1. Allow visitors to download pass

6.19.12.9.1 Allow visitors to download pass

Enable or disable downloading generated pass from online appointment submission.

6.19.12.10 Book appointments from walk in kiosk

Enable or disable kiosk appointment booking for the visit schedule.

By enabling this setting, the following setting will be available to configure.
6.19.12.11 Allow change appointment time
Enable, disable changing appointment start time on visitor appointment booking online or from registration

Kiosk devices. The default appointment start time is booking shift/time slot start.

By enabling this setting, Use default appointment end time will be shown.

6.19.12.11.1 Use default appointment end time

Enable, disable changing appointment end time on visitor appointment booking online or from registration Kiosk
devices. Default appointment end time is booking shift/time slot end.
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7 CLIENTS

NCheck Clients are used as the client applications for NCheck server. It is mainly used to record attendance.

NCheck client has two applications

1. NCheck Attend client

NCheck Attend client is a simple client application with minimal required functionality for Windows,

Android and 10S.

2. NCheck Admin client

NCheck Admin client for Windows and Android includes client-side biometric extraction and matching
which provides advanced functions like automatic face recognition, face capturing and offline operation.

The Admin client requires a NCheck license

3. NCheck Surveillance client for Windows

NCheck Surveillance client for Windows support all the features in NCheck Admin client for Windows
with guard functionality in which an authorized person can manually identify the person and record the

event in the attendance system

7.1 System requirement

Table 7.1 System requirements for clients applications

Attend

¢ Microsoft Windows 8 or
higher operating system

* 1GB of disk space

¢ 2GB of RAM

¢ Supported Face peripheral

Windows

Android ¢ Android phone or tablet
running Android 5.0 OS or
later version

¢ 1 GB Of RAM

¢ Integrated camera

10S Client Apple device running 10S 10.2

OS or later

7.1.1 Peripherals

NCheck client applications support the following biometrics and ID peripherals.

Admin

¢ Microsoft Windows 8 or
higher operating system

¢ 1GB of disk space

4GB of RAM

¢ One supported
peripheral as mentioned
in the in Peripherals
section

¢ Android phone or tablet
running Android 5.1 OS
or later version

e 2 GB of RAM
e USB OTG (USB On the Go)
feature if using

peripherals as mentioned
inthe Peripherals section

Not available

Surveillance

¢ Microsoft Windows 8 or
higher operating system

¢ 1GB of disk space

¢ 8GB of RAM

e Supported Face
peripheral

Not available
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1. Biometrics peripherals

a. Face
b. Fingerprint
c. lris

2. Id peripherals
Available for NCheck Admin clients only

NCheck installer for Windows is installing all necessary drivers to enable face, fingerprint
and iris scanners. But if you need additional drivers, you may need to install compatible
drivers in the computer. You can download drivers for supportable camera, fingerprint
and iris scanners from scanner driver package.

7.1.1.1 Face

NCheck Android and I0OS clients are using cameras available with the device. NCheck Windows clients support
the following camera types.

e USB cameras
e |P cameras

7.1.1.1.1 USB cameras

In general, USB cameras working in Windows OS are supported.

7.1.1.1.2 IP cameras

Refer supported IP camera section for all supported IP cameras. Refer Add/edit network camera section for add
IP cameras for NCheck Admin for Windows.

7.1.1.2  Fingerprint

NCheck Admin clients support external or internal USB fingerprint scanners. Refer supported fingerprint
scanners for Admin client.

7.1.13 Iris

NCheck Admin clients support external or internal USB iris scanners. Refer supported iris scanners for admin
client.

By default, iris scanners are disabled for Windows Admin client. To enable, unzip necessary
iris scanners from the Iris scanners folder in NCheck installation folder (By default the
installation folder is “C:\Program Files\Neurotechnology\ NCheck”)

7.1.1.4 Id peripherals

NCheck Admin client supports capturing other authentication data. Data capture is performed by using the
following hardware.
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Table 7.2 Hardware requirements for non-biometric identification
Windows admin Android admin
RFID e  External HID NFC Support

e  External Serial

Barcode External HID Using a built-in camera
License plate No special hardware needed No special hardware needed

7.1.2 Access control

NCheck Admin clients can trigger external executables with given parameters as mentioned in External
executables section.

7.1.3 Supporting Locations

NCheck can be configured record the attendance event location with the attendance event. The location can be
either device GPS location provided by the device operating system or predefined location coordinate.

If the client uses device GPS location, In Android, to get the accurate location of the attendance event, device
should be supported Google play location services. If the google play location service is unavailable, the native
location manager will be used. But this may not be accurate.

7.2 Install Client

7.2.1 Download client

NCheck clients application downloads from download page.

Following installers available to install NCheck Windows client applications.
1. Installer for on premises server
NCheck on-premises server and admin client will be installed
2. Installer for Admin client for windows
3. Installer for Attend client for Windows

7.2.2 Install clients for Windows

Refer Install client For Windows section for more details about installing windows clients.

After successful installation you will be asked to activate license in NCheck Admin clients and Surveillance clients
for Windows as mentioned in License Manager section. For NCheck Attend client does not require a license.
Once the license is activated for Windows clients, you can open the client.

7.3 Open clients

Once open the client, you will be asked to register the clients as mentioned in the Register clients section.

7.3.1 Register clients

NCheck Clients can be used with the following modes.
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® NCheck Cloud

Register with NCheck Cloud server. Refer Start web Control panel section for more details about cloud
server.

e NCheck server installed on-premises.

Register with NCheck on-premises server installed on premises. Refer Start web Control panel section for
more details about on premises server.

The registration process configures the application to work with one of the above two modes. Accessing
registration can be done in the following ways.

¢ The client application will prompt the registration dialogue in case it is not registered.

¢ The client application is unregistered as mentioned in Unregister section.

Once the registration view opens, it will ask for the registration token as below. Refer Register device section for
more details about generating registration token.

Register Device

Your company administrator should have emailed your the device
registration token. If not request it from them.

(D— 3 ScanQR

@—b [ Registration token ‘
o— G

To create an account visit NCheck.net

Figure 7.1 Registration token view

1. Scan QR button
Scan registration token QR code. The client will start to register if the scanned registration token is
valid.

2. Token field
Enter registration token.

3. Continue button
Once the registration token entered, select this button to continue registration. If the entered token
is from cloud server, the registration will start. Otherwise, it will ask the on-premises server URL as
follows.
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Register Device

If your device is connected to the network, simply tap 'Search server URL." If
not, enter it manually.

Enter URL

(—»

Search server URL ‘7@

o— D

Figure 7.2 Registration URL view

1. On-premises server URL field
Client automatically discovers the on-premises server URL when opening the view if the device and
the on-premises server is connected to the same local area network. If it is not, enter the URL
manually.

2. Search server URL button
To discover the server URL, make sure that the device and the on-premises server is connected to the
same local area network.

3. Continue button
Start to register the client. If the on-premises server has no valid SSL certificate (Self sign certificate),
the client will prompt SSL certificate validation error. Otherwise, the registration will be completed,

A

Server SSL Certificate
validation failed

The host is using the following SSL
certificate.

Start date = 2024-03-28

End date = 2025-03-28

Issued by = MSI

Issued to = MSI

SHA-256 Fingerprint = 32:01:A1:78:1D:1A
:B1:70:B3:9D:D6:AB:9D:56:25:80:28:39:49:
FF:B4:EC:AB:0A:18:1A7E:65:40:CC:2E:20
SHA-1 Fingerprint = 01:14:4A:E1:63:9C:FE:
7F:B9:1E:04:C0:35:76:8D:C9:D4:D9:2C:94

This server could not prove that it is
192.168.2.28:9999; its security certificate
is not trusted by your computer
operating system. This may be caused
by a misconfiguration or an attacker

Cancel Continue

Figure 7.3 SSL validation error dialog
for Android client

Once the self-sign certificate accepted pressing continue button, The client will be registered with the server.
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The following table shows possible errors during the client registrations.

Table 7.3Error messages of device registration

Error code Error message

2051 Failed to register with the NCheck server {server URL}
2052 Failed to register with the registration code
2053 The registration token has already been used. Please

generate new registration code or contact administrator

2054 Could not discover the NCheck server URL

Once the registration is completed, clients will check the following in starting view before starting the

capturing

1. Device permissions for Android clients
Device permissions require for attendance recording as mentioned in Check permissions section.

2. Encryption check for Admin clients
Android and Windows clients uses databases if the offline operation is enabled as mentioned in
Offline operation mode setting. The database is encrypted and in any case the client failed to decrypt
the database, it will request the database password as mentioned in this Check database encryption
password section.

3. Check internet connectivity according to the activated license in Admin apps.
Refer Check network section for more information.

4. Check license in admin client
When the application starts first time, it will activate the Trial license (Refer License types section for
more details about trial license). Once application starts, the license can be changed from the license
manager as mentioned in License Manager section.

5. Initializing matching in Admin clients

Preparing all the biometric images of users to identification when recording attendance when Offline
operation mode setting is enabled.

The Clients’ starting view is shown below.

1.

NCheck

by Meurotechnology

'l/-/_:l_-\1 : Y Loading

Progress with status check text.

Once the checks are completed, clients will be ready to capture attendance as shown below.

Client Main view
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Attendance capturing of
Android Admin client

Attendance capturing of
Android/I0S Attend client
registered to employee group

NCheck

Check-in & &

B} 07-Nov-2024 (Trial: 3 weeks left )

@ Not restricted

Figure 7.4 Attendance capturing
view of Android Admin client

Time clock & ®

£ 07-Nov-2024

@ Not restricted

Figure 7.5 Attendance capturing
view of Android Attend client
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Attendance capturing of

Windows Admin client B :29:46 PM

Monday, August 25, 2025

Trial about 3 weeks) left

RECENT EMPLOYEE ACTIVITY c
STAY FACE CAMERA

No members checked-n yet

¥ & B hups/msiBaa3 = Alusergoup @ Online \_ O% syncing 5 users synchionized

Figure 7.6 Attendance capturing view of Windows Admin client

The main view of the Attend client registered to an employee is

Time clock & &
shown below.
£ 07-Nov-2024 ®
1. Main navigation view @ Not restricted

a. Reports menu
This will open employee report as mentioned
in Employee report section.
b. Time clock menu @_>
This will open Attendance capturing view.
¢.  Main menu
This will open main menu as mentioned in

Main menu section.
2. Navigation menu content view

Reports Time clock Meny

Figure 7.7 Main view of the Attend client
registered to an employee

7.3.1.1 Check permissions

Permissions are required for Android clients only.

In Android applications, permissions need to be granted to ensure privacy and security of the device data.

NCheck Android clients require the following permissions.
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7.3.1.2
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Google play licensing check
Google Play offers a licensing service that lets you enforce licensing policies for applications that you
publish on Google Play. With Google Play Licensing, your application can query Google Play at run
time to obtain the licensing status for the current user, then allow or disallow further use as
appropriate. Android permission “com.android.vending.CHECK_LICENSE: is using
Access location
NCheck Android client is using device location details such as GPS coordinates and address when
recording attendance. This requires “android.permission.ACCESS_FINE_LOCATION” permission.
Network information
This requires “android.permission. ACCESS_NETWORK_STATE” permission. NCheck Android clients are
using network information to check the network available in the device for communication.
Access internet
This requires “android.permission.INTERNET” permission. Android clients require Internet to
a. Communicate with remote NCheck server.
b. To either activate a license as mentioned in License activation/deactivation section or obtain
License when application start based on the activated License types.
c. Tolog application and device data in remote logging service(Firebase)
Access Wi-Fi information
In mobile services Wi-Fi is frequently used to access internet. Android clients use device Wi-Fi
information to check the network connectivity and indicate to user.
“android.permission.ACCESS_WIFI_STATE” and “android.permission.CHANGE_WIFI_STATE”
permissions are required
Access camera
“android.permission.CAMERA” permission is required. NCheck Android client is using camera for
a. Face capture
Record users capturing face biometrics, Enroll face(s) to users.
b. Barcode capture
Capture User ids, device token,
Access storage
“android.permission.WRITE_EXTERNAL_STORAGE” permission is required below Android 11
application specific external storage to keep following data.
a. Diagnostic data
App generated log files to check application working status.
b. Downloaded files
c. License files
To browse the license files during activation for NCheck Admin and Guard Android clients.
Capture RFID
NCheck Android client is capturing RFID to record attendance and appointment creation.
“android.permission.NFC” permission is required. This is used for NCheck Admin client only.
Access device power management tools
To wake up device when record attendance and create appointments.
“android.permission.WAKE_LOCK” permission is required.
Receive application boot completed
Start the client automatically when device has restarted. This requires
“ndroid.permission.RECEIVE_BOOT_COMPLETED” permission.

Check database encryption password

NCheck Admin clients and Windows surveillance clients are storing database encryption passwords in the
application context. If the client database cannot be decrypted from the encryption password, database
encryption password dialog will be shown asking current password of the database as below.
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Table 7.4 Database encryption password dialogs

Client Encryption dialog view

Android

client Database encryption
password

The database encryption password is not
known or not valid. Please provide the
database encryption password to use
this database

(O)——=eEncryption key

@ 2 [:] Discard existing database and
create new database

G—e oK CANCEL &—()

Figure 7.8 Database encryption password dialog for
Android Admin client

1. Encryption key
Database encryption key.

2. Discard existing database and create new database option
Check this option to discard existing database and create new client database. You will lose all the
data in the existing database if you continue selecting this option.

3. OKbutton

4. Cancel button.

7.3.1.3 Check network

When the application starts the client application is checking for the valid license availability. This requires a
network connection based on the activated License types.

If the network is unavailable, the client will show network connectivity failure view and hold until the network
available checking the network connectivity periodically as shown below.

Table 7.5 NCheck Client network check view

Client Network connectivity failure view
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Android client 1
Network unavailable

Network is required to obtain the license.
Check network connectivity in your
device.

Retrying in (8) seconds...

Cancel Retry

Figure 7.9 Android client network check

NCheck Attend clients is not checking network while opening because it does not use
licensing.

7.4 Attendance capturing

Attendance capturing views of the clients are shown below.

Table 7.6 Attendance capturing view of Android and 10S clients

Client Attendance capturing view
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Android Admin ? @
Check-in @ B

@)—» 1 07-Nov-2024 (Trial: 3 weeks eft ) (5
@—’@) Not restricted

Figure 7.10 Attendance capturing view
of Android Admin client

Android/I0S Attend client
registered to an employee
group

Time clock @ 8

@—ba 07-Nov-2024

@ Not restricted

Figure 7.11 Attendance capturing view of
Android/I0S Attend client registered to an employee
group
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Time clock

@—. £ 07-Nov-2024 ) 4—@
=

@ Not restricted

Android/IOS Attend client
registered to an employee
& &

Figure 7.12 Attendance capturing view of Android/ISO Attend client
registered to an employee

1. Attendance view

2. Current date
3. Location restrictions
The location restrictions can be added restrict employee attendance events recording from outside of
the allowed areas. The location restriction status is shown as mentioned Table 7.7. The distance and
location accuracy may not be accurate depending on the Google location service availability. Please
refer this Google maps help for more details. Locations restrictions can be added from the web
control panel in following ways
a. Location restrictions for employee
Location restrictions can be added for any employee as mentioned in Locations section of
User Management.
b. Location restriction for employee group
Location restrictions can be added for any employee group as mentioned in Locations section
of Manage Employee Groups.
4. Work hour timer view
The Attend client registered to an employee is showing total work hour timer, on employee check-in
and check-out. This helps employees to check the total work hours of the current shift. Once an
employee is checked-in, the timer starts and keeps counting the work hours until checked-out. Refer
Table 7.9 for more information.
5. License status (Admin clients only)
The status of the current license in admin clients. The available statuses are shown in Table 7.8.
6. Camera switch button
Switch device camera.
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7. Attendance menu

Attendance capturing view of Windows clients is shown below.

& NChedk Admin i j; =i X

( ) » ‘:.f"ln‘n- 5.17.11 PM ;TMMJWHME)MLZ‘ @ g‘—
Thursday, November 7, 2024
RECENT EMPLOYEE ACTIVITY c STAY FACE CAMERA

Check In
_ Kathrine dowd (YmLkSV)
20241107 1717:08
Today o151
Week. 00:00
Check Out
Kathrine dowd (YmLkSV)
20241107 17:17:03
\ Check In
_ Kathrine dowd (YmLKSV)
20241107 171229
Check Out
|| Kathrine dowd (YmLKSV)
202411-07 17:11:52

3 Checkin

@"l T o E hitps/msi9999 = Allusergroup @ Online

3
=

SECUGEN HAMSTER PLUS #1

Figure 7.13 Attendance capturing view of Windows admin client

PR 50
o 11:41:53 AM e,
SCENT EMILOVER ASTRATY o ATAY PACK CavmRe D et ] 1

| OwaOn
e e v
=ty

1 et
[ ——

(Y g = gy

Figure 7.14 Attendance capturing view of Windows Attend client

1. Attendance view
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Admin/attend logo

Current date and time

License status (Admin clients only)

The status of the current license in admin clients. The available statuses are shown in Table 7.8.
Recent event list

Registration and connectivity status view

Language setting

Main menu

Table 7.7 Location restriction statuses

Status View

Location is restricted. But the user
is inside the permitted radius. The
view shows the distance between
current location and the permitted
area with precision. For example, as
here, the correct location can be
anywhere between 11+ 14 meters
and 11 - 14 meters

Location is restricted. User is not
inside the permitted radius. The
view shows the distance between
the current location and permitted
area with precision. For an example
as here, the correct location can be
anywhere between 222+ 7 meters
and 222 - 7 meters

Figure 7.16 User is not inside the permitted area

The Location services are not
available. Location services of the
device have disabled or not
available in the area.

ailable!

O Location not

Figure 7.17 Location coordinates are not available

Location is not restricted.

Not restricted

Figure 7.18 Location has not restricted

Table 7.8 License statuses of Admin clients

Status View

The activated license is obtained License: Success
successfully.

The current license is failed to obtain. This License: failed
may happen,

1. The current license (trial/no trial)
is expired.
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2. Currently trial/internet license
cannot be used due to the no
internet access to the device.

The device should be connected to
internet if the current license is
trial or internet license. In any case
the internet is unavailable for
more than 30 minutes, license will
be failed, and identification will
stop until the device connected
with Internet.

Trial license can be used for a month from  Trial: {duration} left
the date its activated by the admin client.

This status shows the available duration is

the current license is trial.

Table 7.9 Work hour timer views

Event status Work hour timer view

When employee record check-in, work hour
timer is starting to count the work hours for 00:00:43 -]
the current shift

Figure 7.19 Work hour
timer view when recording
a check-in

When employee record check-out, work

hour timer is stopping and showing total
work hours for current shift 00:00:36 [»

Figure 7.20Work hour timer
view when record check-out

7.4.1 Registration and connectivity status view

This view is available for Windows clients only.
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Figure 7.21 Registration and connectivity stratus view of Windows clients

Network availability

License status indicator

Shows the current license obtaining status as licensed, trial or expired.
Registration mode indicator as cloud, on-premises mode

Table 7.10 Registration mode indicators

Mode Indicator

M
Standalone @

Cloud

On-premises

Server and port

URL and port of the connected server in cloud, on-premises or standalone mode
Registered user/user group name

Registered user/user group name is showing in cloud or on-premises mode.

Connectivity status with the server indicator in cloud and on-premises mode as shown below.

Table 7.11 Online/Offline statuses of Admin clients

Status Description Android Admin Windows Admin client
client
Online Connected with Q m
the server
Offline Cannot connected
with the server .

Synchronizing progress of the Admin and surveillance clients.

7.4.2 Attendance menu

Menu

Table 7.12 Attendance menu of Attend and Admin Android/IOS clients

Admin client Attend client (Employee Attend client (Employee)

group)

Synchronize ‘/ x x
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Diagnostic data
Select resolution

Turn on/off torch

Go to admin mode
Show recent events
Login to control panel

Enable/disable  multi
face

Buy now

Upgrade now

NN YN XN SNNNs

About

7.4.2.1 Synchronize

WX A X AN
WX X X <X X

NCheck Admin clients synchronize server-and client data every 5-minute time interval if the Offline
data synchronize interval setting is enabled. If instant synchronize is required, select the synchronize

option in the Attendance menu.

7.4.2.2 Diagnostic data

NCheck

Generate diagnostic data for NCheck clients to troubleshoot application issues. Diagnostic data contains the

following details.

1. Log folder
Application logs.
2. License folder
License activation details

Generate diagnostic data dialog is shown
below.

1. Include database checkbox
Check to include database in the
diagnostic data for admin and
Surveillance client.

2. OKbutton

3. Cancel button

3. Database folder

SQL Attend database files for Android
Admin, Windows Admin and Windows

Surveillance clients.

@_
7L

Generate diagnostic data

Diagnostic file will contain application
logs and license data. To include the
database, select the include database
option

—* ] Include database

Cancel OK -—

B |

4

Figure 7.22 Generate diagnostic data dialog

@

Once select OK button, the diagnostic data will be downloaded to the downloads folder as a zip file and name

of the file equivalent to the current timestamp.
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7.4.2.3  Login to control panel

Login to control panel option allows login access NCheck Bio Attendance web control panel.

7.4.2.4 Enable/disable multi face

Multi face feature is available in Attend clients only

Enable/disable multi face capture. Multi face capture is used to capture a group of employee faces from single
capture. For more information refer Multi face section.

7.4.2.5 Upgrade now

Show benefits of Admin clients over Attend client and option to download Admin client as shown below.

r

You are using the FREE
version of NCheck Bio
Attendance client

It is missing some good client side
features. Upgrade to Standard client and
get:

@ Face detection with face rectangle
drawing

@ Contactless and hygenic attendace
marking

@ Fingerprint scanner support
@ Barcode and RFID support

@ Much more...

(:> _. Downlotarni:iaISO days (1;

Figure 7.23 Upgrade now dialog

7.4.2.6 Buynow

Buy now option is appearing in the Attendance menu of the admin clients if the client activated using Trial mode.
This option will open the pricing page to purchase client license for admin app.

7.4.2.7 Select resolution

Select “select resolution” option in Attendance menu to select camera resolution form the available resolutions.
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7.4.2.8 Turn on/off torch

Turn on/off torch is available for Android clients only.

Turn on/off torch if the back camera of the Android Admin/Attend client is used. This feature is unavailable

1. If the front camera is used
2. No torch available with the device

7.4.2.9 Go toadmin mode

Access admin dashboard of the Admin clients. Refer section for more information.

7.4.2.10 Show recent events

Show recently recorded events from the client. Refer section for more information.

7.4.2.11 About

The About option in the Attendance menu opens About dialog as shown application and attendance
configuration information as below.

3

About

» Name: NCheck Admin

—» Version: Standard version 6.0.0.564
— Server URL: 192.168.2.28:9999

[ User group: All users

— Authentication type: Identification

—™ Available peripherals: Face

oToToTe

—» Copyright 2024 Neurotechnology. All right
reserved.

®

» Check for updates Close «—— ‘@

—

Application name

Application version

The URL and port of the server that the application is registered to

User/user group that the client registered to

Authentication type

Authentication mode of the client. Refer Authentication mode section of the Edit device for more
information about authentication mode of the client.

uhwNE
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6. Auvailable peripherals

The peripherals available to record attendance events in the current Authentication mode.

7. Copyrights

8. Check for updates

This will open following pages to update pages based on where the client downloaded

a. NCheck.Net website download page

Open NCheck.net download page, if the website version of the client is downloaded and

installed
b. Goole play store download page
Open the Android Admin/attend client downloading page in Google play store, if the client

downloaded and installed from Google play store.

c. Appstore download page
Open 10S Attend client download page from Appstore, if the 10S Attend client downloaded
and installed from Appstore.

9. Close button

7.4.3 Main menu

Menu
Attendance
Settings

License Manager
About

Unregister device

Login to control
panel

Compact DB

Log out from admin
mode

Diagnostic data

Admin client

S U U * R NI UE NI NP %

Table 7.13 Main menu of clients

Attend client (Employee group)

< XX XXX

Attend client (Employee)

v
v

WX X A

NCheck
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7.4.3.1 Attendance

Attendance option in the Main menu is showing & Attendance
attendance view of the employee that the Attend client is

registered to. Attendance view is shown below. ’ O
( : > v hrine dowd - 2
% kathd@abe.com = (3>

1. Employee thumbnail 3
2. Employee name — Date
3. Employee email address ®—“ 2024-11-08 e ‘
4. Date field
Select the date to retrieve the employee events I BERE Check in
5. Employee event list for selected date
Each event record shows event time, time zone (D 4BET S0 Hre L
and event type. : 00:48:26 5:30 Hrs Check in
01:05:03 5:30 Hrs Check out
01:05:08 5:30 Hrs Check in
01:12:02 5:30 Hrs Check out
01:12:17 5:30Hrs Check in
01:12:23 530 Hrs Check out
01:12:28 5:30 Hrs Check in

Figure 7.24 Attendance view

7.4.3.2 Log out from admin mode

Log out from the admin dashboard.

7.4.3.3 Compact DB

NCheck admin Android client uses SQLite database to store application data. But one of the major problems in
SQLite database is the database size is not decreasing even if the data has been deleted from the database. To
clear the cache, you must run VACUUM SQLite query in the database. Compact DB option triggers VACUUM

query.

Use Compact DB option at least once a month to release cache in the SQLite database for
NCheck Admin Android client.

7.4.3.4 Unregister device

The unregister option is removing NCheck client registration details from the NCheck server as well as the
NCheck client and allowing you to register the client application again.

This requires network connectivity to connect with the server. If server connectivity fails, User can cancel the un
registration or proceed un registration without removing registration details from the server.

7.4.3.5 License manager

Show the License activation window as mentioned in Activat section.
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7.4.3.6  Check for update

Open NCheck Admin client from the Google play store to update to the newest version.

7.4.3.7 About

About option in the Main menu open About dialog to show

- . . < About
application and contact information as below. ou
1. Application name Application
2. Application version
3. NCheck Website (1)—— Application
. NCheck Attend
4. NCheck support email
versijon
6.0.0.564

Contact information

@—' Website

https:/www.ncheck.net

@—D Support

support@ncheck.net

7.4.3.8  Settings

Table 7.14 Clients settings

Windows Android
Attend e  Configuration * Capture sound J
e  Network camera e Capture quality Checkout
list notification

e  Serial scanners
e  External scanners

Admin e  Configuration e Device settings
e Encrypt the — Capture sound
database — Extract on server

e Network camera
list
e  Serial scanners

Low CPU support

Startup application
External scanners
e  Serial scanners e Display settings

- Preview position

e Camera settings
— Mirror preview
— Enable app orientation
— Rotation settings
e Power saving mode
— Enable power saving
mode
e Security
— Encrypt the database

NCheck

108

Capture
soundCheckout
notification

Unavailable
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— Enable MQTT
authentication
e Debug mode
— Enhance logs
Surveillance e  Network Unavailable Unavailable
camera list
e  Serial scanners
e Surveillance
engine
properties
e  External
scanners

7.4.3.8.1 Capture sound

Enable to play the capturing sound when the image is capturing.

7.4.3.8.2 Checkout notification

Check-out notifications are used to notify the check-out time to user before the check-out ends. Checkout
notifications are available on Android and 10S Attend clients registered to an employee.

7.4.3.8.3 Extract on server

In NCheck Admin clients, face details are extracted to identify the faces when capturing faces. Enable this setting
to minimize the extraction delay on low performance devices by doing the extraction in the server.

7.4.3.84 Low CPU support

This setting has been introduced for low CPU devices to lower the CPU usage when application in use. Enable
this setting to preview captured face instead of showing the face rectangle (as mentioned in Face capture view
section) with lower resolution preview.

7.4.3.8.5 Startup application

Enable this setting to start application on restart the device.

7.4.3.8.6 Preview position

Align camera preview to the top, center, or bottom of the view port.

7.4.3.8.7 External scanners

NCheck Admin clients can be used with third party peripheral devices such as biometric scanners, access controls
etc. The peripheral devices can be integrated with NCheck Admin client using NCheck Peripheral API. Peripheral
API can be used to develop peripheral integration packages (dll in windows and APK in Android)

External scanner view can be open from “External scanners” option in the Settings.
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External scanner view of the Android admin client is shown below.

< External scanner configuration

External Scanner

O HE7000
@ Biomini
O sitel

( : ) > O Telpo Sensor and relay

O Aratec Scanner

O MOTT scanner

O Dummy Scanner
O Custam

O Mone

® - €

Feedback for

O All events

(®) External Scanner events

Figure 7.25 External scanner configuration view for Android
Admin client

1. Available external scanner devices
Configure button
This opens configuration view of the selected external scanner device to configure external
parameters. These parameters depend on the selected external scanner device.

3. Feedback for

External scanner view for Windows Admin client is shown below.
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¢ External Scanners

Integrate thridparty scanner
®_‘. 2 CIperty Browse

Figure 7.26 External scanner configuration view for Windows Admin client

1. Path for the selected external scanner package(dll)
2. Browse button

Browse external scanner package from the file system
3. Configure button

Configure parameters of the selected external scanner.

7.4.3.8.8 Mirror preview

Enable this to fix the mirror effect of the camera preview.

7.4.3.8.9 Enable app orientation

Enable this to fix the application ore as 0, 90, 180, 270 degrees.

This setting may not be compatible with the devices, designed for a fix orientation
Accelerometer and gyroscope sensors are not available.

7.4.3.8.10 Rotation settings

Custom rotation settings need to be configured in case of camera orientation and device rotation settings return
from the Android API are not same as Admin Android devices. This applicable for the devices,

¢ Designed for a specific orientation.

e Accelerometer and gyroscope sensors are not available.

Camera orientation and device rotation can be set as follows,

Camera orientation for a normal android device can be identified as follows.

Table 7.15 Camera orientation

Camera Orientation
Front camera 270 degrees
Back camera 90 degrees

When the camera orientation has differences as mentioned above, this value can be set manually using these
settings.
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Device rotation for a normal device can be identified as follows,

Table 7.16 Custom device rotation

Device orientation Device rotation
D |
1
D
2
D
I

Users can set matching value for device rotation in special devices depending on the device orientation as above
table.

7.4.3.8.11 Enable power saving mode

Reduce the CPU usage when application is idle.

7.4.3.8.12 Power saving mode timeout

The timeout can be select to set the device idle when no attendance recording. Available timeouts are
¢ 10 minutes
e 20 minutes
¢ 30 minutes

e 1 hour
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7.4.3.8.13 Encrypt the database

NCheck

This feature can be used to change the default encryption key or current encryption key of

the Admin client.

By default, the Admin client encrypts the
database with default database password
“123456”. To enhance the security, this
password can be changed from database
encryption password dialog open from
“Encrypt the database” option in Settings.

1. New password field
The password must contains 6
characters with at least one
uppercase, lowercase letter and

number.,
2. Confirm password field
3. Ok button

4. Cancel button

To change the current password, database
encryption password dialog appears as

follows.

1. Current password
New password field
The password must contain 6
characters with at least one
uppercase, lowercase letter and

number.,
3. Confirm password field
4. Ok button

5. Cancel button

< Database encryption password

You can change the default database encryption
password here. Otherwise application will use the
default database encryption password.

(1 —

Password l

Password must contains 6 characters with atleast one
uppercase, lowercase letter and number

O—|

L

Confirm password ‘

@——-bl\ Cancel j\,‘ n'@

Figure 7.27 Database encryption password dialog to change default password

< Database encryption password

Change currently using database encryption password
here.

L
@—b

Previous password ‘

Password ‘

Password must contains 6 characters with atleast one
uppercase, lowercase letter and number

G—=

Confirm password ‘

N S

Figure 7.28 Database encryption password dialog to change existing
password

Cancel
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7.4.3.8.14 Enhance logs

Clients are logging application activities to troubleshooting problems in any case. Except the ordinary logs, there are
additional logs which can be logged if the enhance logs setting is enabled. The reason for disabling these special logs
by default, prevent consuming device memory and CPU. For example, to log application memory, for every minute.

7.4.3.8.15 Capture quality

Select face capture quality to reduce the time when recording events.

e Low
e Medium
e High
e very high

7.4.3.8.16 Enable MQTT authentication

NCheck Windows and Android admin clients can use to publish data to MQTT compatible device (Refer section for
more details.) and receive data from MQTT compatible third-party peripheral device (Refer section for more
details.). To perform such options a client can be connected with either a built-in MQTT broker or any third-party
broker service.

By default, built in MQTT broker has no security. To enable the authentication when connect with the broker, enable
“Enable MQTT authentication” setting from Settings. Once enabled, you can set username and password which
should be used when connect with the built in MQTT broker.

7.4.3.8.17 Configuration

Show camera guidance message when the of NCheck Windows client is idle. The configuration view is shown below.

& Configuration

@—.ﬂ Show camera guidance message when idle
®—.Gmdance message Maximum character count should be 25

Figure 7.29 Configuration view of Windows client

1. Checkbox to enable/disable camera guidance message.
2. Camera guidance message, if camera guidance message setting is enabled,
Message should have less than 25 characters.

373



7.4.3.8.18 Network camera list

NCheck

This option allows to configure IP cameras with NCheck Windows Admin and surveillance client applications.

a Network Camera List

®—.3 network camera/cameras are configured

@—d

Name

Main entrace

Main exit

Wehicle park

URL
https://192.168.2.19:8445
https://192.168.2.23:6556

https://192.168.2.12:4332

®

Figure 7.30 Camera list preference of Windows Admin client

1. Number of network cameras configured.

2. Camera list table

Camera name and URL are shown.

3. Add button

Refer Add/edit network camera section for more details about add network camera.

4. Edit button

Refer Add/edit network camera section for more details about edit network camera.

5. Remove button

Remove selected camera.

7.4.3.8.18.1 Add/edit network camera

@—-° Add Network Camera

@——eName
3——weuRL
@——eKey

1. Name

Name of the camera

2. URL

URL of the network camera

Figure 7.31 Add/edit network camera
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3. Key

Camera identification key generated by the client. This cannot be changed

7.4.3.8.19 Serial scanners

NCheck

Serial scanner configuration in client preferences is used to configure barcode and RFID scanners which can be
connected using physical serial port or Bluetooth serial port. The serial scanner view is shown below.

®—.3 serial scanner/scanners are configured
(:)———ﬁ'lNdn1e

Bluetooth RFID sanner1
Barcode scannerl

Bluetooth barcode scanner 2

Figure 7.32 Serial scanners view

1. Number of serial scanners available
. Serial scanners table
3. Add button

Refer Add/edit serial scanner section for more details about add serial scanner.

4. Edit button

Refer Add/edit serial scanner section for more details about edit serial scanner.

5. Remove button
Remove selected serial scanner.

7.4.3.8.19.1 Add/edit serial scanner

Type

RFID

RFID

RFID

COM Port

COM1
COM 2

COM3

Add

©

Edit

@

®
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Add/edit serial scanner view has shown
below.

Q—Oo Add Serial Scanner

Back button

Name @—®neme

Type ®—.'-.-pe RFID

Type of the serial scanner as RFID or

Barcode @—.(IOM Port

COM port @—.i;m,: rate 9600 B
COM port is serial communication in the

client device. COM port can be COM 1, ®—e=ty None

COM 2,COM 3,COM 4

Baud rate

Baud rate is, data rate used. Admin data
rates supported are listed in selection. Baud

Databits 8

Stop bits 1

7171

rate can be:
e 4800
e 9600 m
e 19200 Figure 7.33 Add/edit serial scanner dialog
e 38400
e 57600
e 115200
e 230400
Parity

The Parity is used to error correction (usually none) eld odd parity and even parity. The available values
are:

e None e Mark
e Odd e Space
e Even
Data bits
Data bits are number of data bits in a communication character. Data bits can be
e §5 o 7
e 6 e 8
Stop bite

Serial port stop bits are number of bits sending after one letter/byte to mark finish. Select value from
e None

o 1

e 15

e 2
Key

A unique ID that cannot be changed.

10. Apply button.

7.4.3.8.20 Surveillance engine properties
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% Surveillance Engine properties

@—. 2] - (] Determine Gender .—@

®—.: ] Determine Age [ Detect Glasses

®

Figure 7.34 Surveillance engine properties of Surveillance client

i

1. Use NVDIA GPU
Enable/disable running surveillance engine on GPU
2. Determine Age
This enable/disable showing the age on top of the face rectangle in the attendance view.
3. Determine gender
This enable/disable showing the gender on top of the face rectangle in the attendance view.
4. Determine Glasses
This enable/disable showing the availability of glasses (whether the user is wearing spectacles) on top of
the face rectangle in the attendance view.
5. Apply button
6. Cancel button

7.4.4 Main view for non-biometrics capture

This feature is currently available with NCheck Attend for Android only.

In NCheck Attend for Android, users are allowed to record events without presenting face biometrics. In order to
enable this feature, Users must enabled the Allow without biometrics setting as mentioned in NCheck control panel
Client settings view or Device settings sections.

The view is changing according to the enable/disable status of the Manual capture start setting in the NCheck Client
settings view or block/unblock device as mentioned in Device detail view as shown in Table 7.17 Main views for non-
biometric capture. When the Manual capture start is enabled, user can select the event as check-in or check-out
before recording.
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Manual capture
start is disabled

Manual capture
start is enabled

NCheck

Table 7.17 Main views for non-biometric capture

Android/I0S Attend
Attend
Figure 7.35 Capture without biometric
view of Android Attend client
Android/I0S Attend

NCheck
Attend

o CDED ©

Figure 7.36 Capture without biometric view of Android Attend
client when manual capture start setting is enabled

1. Record event button

Record the events
2. Check-in button

Record the check-in events
3. Check-out button

Record the check-out events

7.4.5 Attendance view

Attendance view is where capture employee and visitor events. It may consist of one or more peripherals based on
the authentication mode. The authentication mode can be set for the device from the Authentication mode section

in the Manage devices.

Authentication mode

The following table shows peripherals available in each authentication mode.

Table 7.18 Relationship between authentication mode and peripherals

Peripherals
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PASS Only the ID peripherals such as QR code, RFID, number plate will capture
the attendance using /d peripherals.

Biometric Unavailable for Attend client. Face, Fingerprint and Iris peripherals can be
used to record attendance.

Biometric and Pass For Admin clients verify client using both biometric and id data. Once
biometric data(Face, Fingerprint or Iris) captured the ID data(/d
peripherals) can be given to verify. The sequence of the biometric and ID
data capturing can be set from the Verification order section.

Biometric or pass Record user attendances using either biometric or ID peripheral.

Attendance views of the clients are shown below.

7.19 Attendance view of clients

oS Client Attendance view

Android/I0S = Attend

Figure 7.37 Attendance view of Android Attend client
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Android Admin
Extracting...
Figure 7.38 Attendance view of Android Admin client

Windows Attend STAY FACE CAMERA Allow maliface Q

Figure 7.39 Attendance view of Windows Attend client
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Admin STAY FACE CAMERA

Figure 7.40Attendance view of Windows Admin client

Android clients are showing face and barcode peripherals previews. Windows Clients are showing all peripherals
previews such as face, finger, iris, barcode etc.

Face peripheral is an important peripheral because it uses cameras available with the device. Nowadays, most of the
devices such as Android, I0S, laptops come with built-in cameras so that the user doesn’t require any additional

hardware to capture employee/visitor faces. But if anyone is supposed to use Finger, iris, you may have to buy
relevant hardware.

Face peripheral view shows additional features and controls as shown below.
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7.20 Face peripheral preview views

oS Client Face preview view

Android/IOS = Attend

Figure 7.41 Attendance view of Android attend client
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Android Admin

L e

o Extracting...

Figure 7.42 Attendance view of Android admin client

Windows Attend %) (?

STAY FACE CAMERA Alow mltface (@ i

Figure 7.43 Attendance view of Windows Attend client
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Admin

STAY FACE CAMERA

NCheck

Figure 7.44 Attendance view of Windows admin client

Surveillance

Face preview
Face rectangle

A rectangular boundary appears in the edge of the face preview. This does not appear in Attend clients.

Extracting status
Capture button

Capture face when the ready to capture attendance. The capture button appears for Attend clients only.

Camera capture settings
Multi face setting

Before capture attendance, depending on the authentication mode, employee must have at least one biometric data
enrolled to the employee/visitor or pass data. Refer Enroll biometrics section more details about enrolling
biometrics.

Once an employee attendance event is recorded, the
client will be shown the feedback view for successful
event as follows.

el A o

Employee name

Event type

Event time

Workhour summery view

Workhours summery view is showing employee
workhours for the current date, current week
and current month. To show the workhour
details in the employee feedback view, enable
Show work time on clients in either Client
settings view of Settings or Device settings of
the Manage devices.

r 3

(O——eKathrine Dowd

o -CEID

@®——#11:43:32

Today Week Month
00:02:30 00:02:30 00:02:30

o i) QP
A 4

Figure 7.45 Employee feedback view
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Cancel event

Cancel the recorded event. To enable this feature the client should be in Admin mode and Cancel event
button in the feedback view setting should be enabled in either Client settings view of Settings or Device
settings of the Manage devices.

Edit event

Only the Admin clients have this feature. The recorded employee event can be edited either from the
feedback view as shown above or as mentioned in Recent events section. To edit employee event the
Admin client should be in Admin mode. For more details about editing employee event refer Edit
employee event section.

Once a visitor attendance event is recorded, the

visitor feedback view will be shown below. ®_L> Facto ryv ISit “

PN U EWNE

Visitor schedule name @7 ) i

Customer name ‘ Welcome<—_@
Event type as welcome or goodbye. 1 jl Thomas Rusk<————@
Visitor name 11:05:23 «——@
Event time -

Appointment start time @————» Start: 08:00 End: 17;004——@

Appointment end time

4
Cancel event Cancel event \/
—

Cancel the visitor event. To enable this

feature the client should be in Admin

mode and Cancel event button in the

feedback view setting should be

enabled in either Client settings view of Settings or Device settings of the Manage devices.

Appointment

Open the appointment details as mentioned in Appointment detail view section of Manage appointments.
To enable this feature, the client should be in Admin mode.

Figure 7.46 Default visitor feedback view

Above is explained the default feedback view of the visitor. This view can be configured for each Scenario using an
extension as mentioned in Use extension section. Once custom feedback view template added, the template will be
shown in Custom visitor feedback view setting in Additional settings of Add/edit visitor schedules.

Once the employee/visitor feedback view appears, it will stop attendance capturing until the feedback view is
closed. The employee/visitor feedback views can be closed automatically after number of seconds in Result
dialogue timeout in either Client settings view of Settings or Device settings of the Manage devices.

If the recorded event is unsuccessful, Appropriate error message will be shown in the following cases.

Table 7.21 Reason for unsuccessful employee/visitor events.

Reason for unsuccessful event Error message

Peripheral is not available Peripheral is not ready
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The biometric or ID data is not matching with any
employee/visitor

Failed to deliver event response before the
timeout exceeds (socket timeout)

Try to record with biometrics not supported by
the server.

The device is unregistered from the server.

Client sending event time zone with the event
time to record event. If there is a considerable
difference between event and sever GMT time,
this error message will be shown. This prevents
recording events with incorrect time.

No biometrics are enrolled for the
employee/visitor.

The Shift used to record events is unavailable in
the server.

The Shift may have Check-in restriction, Check-
out restriction or Overtime restrictions which
caused to record event.

The device or user is blocked.

This message might appear in the client devices
registered with cloud server when the cloud
subscription is ended. Pay the total outstanding
amount to unblock the customer account.

Location restricted and device location service is
disabled. Enable location service to resolve this
error.

The location is away from the restricted location
from the shown distance. Record events in the
restricted location or contact administrator
prevent this error.

The location accuracy of the location service is
not enough to determine the device location to
find restricted locations.

Single frame liveness failed. Refer Server-side
face liveness setting section for more details.

This message appears when try to record events
from face wearing a mask. Remove the mask or
enable mask detection setting as mentioned in
Mask detection section.

NCheck

User not found

Cannot connect to the service. Please retry online.

Modality is not supported.

Device not registered. Please check with the

administrator.

Time difference detected. Check device time setting.

No template enrolled

No shifts are available. Contact administrator.

Attendance time is restricted.

User not allowed to use this device.

Customer blocked.

Location not available. Check your setting.

The current location is away from restricted location by
{distance} (+precision) meters!

Current location accuracy is not enough to determine the
location

Liveness failed

Identifying with a mask is not enabled.
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The captured image is not clear enough to
identify employee/visitor. Capture again.

The captured image does not have enough
lighting. Avoid shadows and capture with more
lighting.

This error happens due to the licensing issue in
the server. The server license may expire.
Contact administrator.

The error is shown the time between
consecutive events of the same
employee/visitor is less than the Duplicate event
timeout. To prevent this error, prevent
consecutive events or decrease the Duplicate
event timeout.

The device is blocked. Unblock he device from
Device view.

The employees who are on restricted leave
cannot check-in on the leave day. Refer Edit
leave section in Manage Leaves and holidays for

more details about applying leaves with
restricted/normal leaves.
Event biometric data matches multiple

employees/visitors. This might happen due to
the quality of the enrolled biometric images of
the employees not having enough quality
(lighting issues, distance between camera and
face, etc..). Contact NCheck support for more
details with diagnostic data.

The location is restricted without the bypass
enabled. To prevent this issue, record
attendance in the restricted location or bypass
the location restriction as mentioned in Edit
location restriction section.

Uknown error. Contact NCheck support for more
details with diagnostic data.

NCheck

Failed to identify. Try again.

Current location accuracy is not enough to determine the
location.

Licensing issues in server! Please contact administrator.

e Already checked-in, already checked-out
versions)
e Last event time %1Ss. Next event is allowed after

%2Ss seconds

(0d

Device blocked! Please contact administrator.

User not allowed to Check-in while on Restricted Leave

Matching with multiple users. Please contact the

administrator

Location is restricted. Bypass is not allowed.

Failed

This section explains how NCheck clients can be used with basic attendance recording for
employees and visitors. For additional features refer Additional features of capturing section

for more information.
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7.4.5.1

Camera capture settings

NCheck

Capture settings are available in Windows clients only.

The camera capture settings view for
windows client is shown below.

1.

Rotation angle setting
Rotate camera preview anti
clockwise direction by angle
0, 90, 180 or 270. By default,
the camera preview might be
rotated for some cameras
connected. This setting can
be used to rotate the camera
preview at the correct angle.
Mirror setting

Mirror camera preview. For
some connected cameras,

Capture Settings

Rotate Angle 0 hd
S
Mirror I )
\

Resolution NV12,1280x720p, 30 fps, 1:1 ~

» Change Cancel<'@

Figure 7.47 Camera capture settings view

11T

the camera preview might be mirrored. Enable this setting to correct the camera preview in these cases.

Resolution setting

Change the camera resolution from available.

7.4.6 Additional features of capturing

The basic attendance capturing has explained under the Attendance view section. The following extended features
can be used to record attendances as well.

7.4.6.1

Ok WN R

Face liveness

Multi face

Manual capture start
Safety helmet detection
Mask detection

Capture without peripheral

Face liveness

Face liveness is available in Admin clients only.

The basic attendance capture is used to record employee and visitor attendances. But it is not preventing
attendances recorded using someone else biometrics (Face image, iris image, etc.) or id data. This is called buddy
punching. To prevent this face liveness can be used. When face liveness is enabled, client will show set of instructions
in the face peripheral preview in the Attendance view and employee/visitor should follow these instructions to
record attendance. Otherwise, the attempt will fail.

Face liveness can be enabled from Face liveness mode for client application setting in either Biometric setting list of
Settings or Device settings of the Manage devices.
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The default value of the Face liveness mode for client application setting is None. That means basic attendance
capturing. Refer Face liveness mode for client application for more information about face liveness modes and
instructions.

7.4.6.2 Multi face

Multi face is available for Attend clients registered to employee groups.

The basic face capturing captures one employee at a time. If there is a group of employees to record attendance
each employee should be captured individually. This is not convenient. Multi face feature available in Attend clients
can be used to record all of employees capturing all faces in single capture.

To enable multi face capture in android and 10S Attend clients, Select Enable/disable multi face setting from the
Attendance menu in Attendance capturing.

Once captured employees in multi face mode multi face session & All users - @
will be started and multi face view will be available as follows.

1. Name of the employee group device registered o
Unidentified face
Unidentified faces in the captured image will be shown
with red color rectangle
3. Identified face
Identified employees in the captured image will be
shown with green color rectangle.
4. Employee list S e
a. Identified employee list =e! Ronald Bay
b. Unidentified employee list uﬂ ronalb@abc.com

®_. ' Andrew Nadal

andrewn@abc.com

Mike Holden
mikeh@abc.com

Figure 7.48 Multi face view

[
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To exit from multi face session. Select the back button. And it will r N
show confirmation to exit from multi face session as below. Exit multi-face session
Select OK button to leave multi face session. Are you sure you want to cancel the
session?
Cancel 0K

h v

Figure 7.49 Exit multi face session dialog

7.4.6.2.1 Identified employee list

The employees identified in the capture’s images are shown in

. ! Ronald Ba
this list as follows. @'_' "!i y
P ronalb@abc.com

[y
1. Identified employee view
Capture more Andrew Nadal
Capture the employee faces again. The identified . andrewn@abc.com
and unidentified faces in the captured images are
added to the current multi face session. This feature - Mike Holden
can be used in the following cases. mikeh@abc.com

a. Can not capture all faces from single C m_c
Capture more 3
capture —_

b. If there are employees whose are not Figure 7.50 Identified employee list view
identified
3. Record
Record selected identified employees. Once employees recorded, the employee feedback view will be
shown as mentioned in Multi face events feedback view section.

b

7.4.6.2.1.1 Identified employee view

Identified employee view shown below.
1. Identified employee face cropped from the
captured image C ﬂ Ronald Bay 4—@
2. Identified employee name h‘i ronalb@abc.com
Identified employee email if exist ?
4. Select this check box to record employee events. @

w

Figure 7.51 Identified employee view
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7.4.6.2.2 Unidentified employee list

The employees who are not identified in the employee group is shown

in this list is shown below. @_’

1. Unidentified employee view
2. Capture more
Capture the employee faces again. This can be used in the
following cases.
a. Can not capture all faces from single capture
b. If there are employees whose are not identified

Karl Mark /

karim@abc.com

Shown Peral /

shownp@abc.com

Kavin Donald 7

kavind@abc.com

(2 f—————> Capture more

Figure 7.52 Unidentified employee list view

7.4.6.2.2.1 Unidentified employee view

The employees who are not identified in the employee group
is shown in this list is shown below.

1. Unidentified employee name

Unidentified employee email if exist .. Karl Mark /s (3

3. Edit button Y karim@abe.com
Select this to show assign a face dialog to assign
undefined faces in captures images. Refer Assign a
face section for more information. @

Figure 7.53 Unidentified employee view

7.4.6.2.2.2  Assign a face

If there are unidentified faces in the captured images, these faces can be assigned to the unidentified employees
and record employees as identified. To enable this feature, Manual face selection setting from Biometric setting list
of Settings.

Assign a face dialog is shown below. ' B |
Assign a face

1. Unidentified faces list from captures images
If the face is not assigned, the face is available to O x
assign for unidentified employee. If the face is already
assigned, the face can be assigned to an unidentified
employee, and it will be removed from the previous
unidentified employee. Cancelq——@

2. Cance button A A
Figure 7.54 Assign a face dialog

Available to assign
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7.4.6.2.3 Multi face events feedback view

Once recorded identified employees, event details are shown in multi

; Results X
face events feedback view as shown below.

Check in

1. List of employee’s events recorded @_. e,
m Ronald Bay (q9SLPa)

Each employee event is showing captured image thumbnail, 2024-1112 15:42:22

event type, employee name with employee code and event

date and time. n Check in
-l

Andrew Nadal (vapvNo)
2. Done button 20241112 15:42:22

Check in

Mike Holden (VjuOoo)

2024-11-1215:42:22
- .

7.4.6.3 Manual capture start

By default, client are capturing all peripherals and this consumes battery power and CPU. If the continuous capturing
is not required, Manual capture start setting can be used to invoke all capturing views when attendance capturing
requires. This is enabled by default for Attend client.

This feature can be enabled from Manual capture start setting from either Client settings view of Settings or Device
settings of the Manage devices.

There are 2 manual capture options.

1. Select start button
This option is using in Attend clients by default because the Attend clients are capturing faces manually.
Once this setting is enabled, Admin client will show start button. Once select start button it will start the
Attendance view.

2. Check-in/check-out selection
Employee/visitor can select event type as check-in or check-out. Once select check-in or check-out button
it will start the Attendance view.

Once Attendance view started, it will show 10 second timeout. The Attendance view will be closed,

1. If the user press back button
2. Employee/visitor event captured
3. 10 seconds timeout end

7.4.6.4 Capture without peripheral

This feature is available in Attend clients for Android and I0S registered for an employee only
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If the Authentication mode of the Attend client is set to none, employees can record attendance without using any
peripherals. Once the Authentication mode is set to none, the application will show start capture button and
employee can record events just by clicking on the button.

If the device has in-built identification scanners (fingerprint unlock, face unlock), NCheck Attend client can use these
options to enhance the security of using Attend application when capture attendance without peripherals. Currently
Android Attend clients can use fingerprint unlock available with the device. 10S Attend client can use face ID and
finger ID options.

To use in-built scanners, enable Use in-built biometric verification on personal clients setting in the Client settings
section of the Device settings.

Before using in-built scanners for Attend client, make sure that you have configured the scanners from system
settings.

7.5 Employee report

Employee reports are available for Attend clients registered to an employee.

NCheck Attend client registered to an employee can be used to record personal attendances. The employee can
check his work hours statistics from report menu in bottom navigation bar as mentioned in Open clients section.

Employee reports are shown below.

Reports

1. Worked hours today
This view is showing worked hours completed in the e MRS TR
current shift out of shift hours. Q )

2. Worked hours this month 1 02:08:22
This view is showing total work hours in current month out fut et 020000
of total shift hours of the month.

3. Average daily work hours WORKED HOURS THIS MONTH
total work hours of the current month divided by number @—» 96:49:30
of working days Out of 126:00:00

4. First and last check-out today
First check-in time and last check-out time in the current

shift. @—b

AVERAGE DAILY WORK HOURS

10:45:30

FIRST AND LAST CHECK-IN TODAY

(AF—>  Fisicheckin 07:00:00

Last Check out 08:58:23

Figure 7.55 Employee report view
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7.6 Admin mode

Admin mode is available for NCheck Admin clients only.

NCheck

Admin mode of the Admin clients allow to manage employees of the registered user group for Admin, visitor admin,
employee (Offline operation mode is disabled) and device admin(Offline operation mode is enabled). The available

features are,

1.  Admin dashboard
2. Edit visitor appointments
3. Edit employee event

Use Go to admin mode in the Attendance menu
to login to the admin mode. If the Offline
operation mode setting is disabled, user can
login to the admin mode using web control
panel credentials as follows.

1. Username field
Username used to login to the web
control panel.

2. Password field
Password used to login to the web
control panel.

3. Continue button

4. Cancel button

If the Offline operation mode setting is
enabled, user can login to the admin mode
using offline client password as shown below.

1. Password field
The default password is “admin”. You
can reset the offline client password
from Reset offline client password
setting in the Device settings.

2. Continue button

3. Cancel button

Login to continue

To login, enter your details.

Username

Password

(1 )—»

= Cancel Continue

Figure 7.56 login dialog when offline mode disabled

X

Login to continue

To login, enter device offline passward.

Password ‘

©

» Cancel Continue -f—

|

Figure 7.57 login dialog when offline mode enabled
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Once logged in admin mode is shown below.
Welcome, Neurotechnology

1. Admin navigation menu Administrator !
a. Admin mode P S
Open Admin dashboard. 2+

b. Check-in mode

Open Attendance capturing view.
c. Menu

Open Main menu.

Add user

Lo

Register devices

o

Add event

RECENT EMPLOYEE ACTIVITY

2 0
In Out
: Admin mode Check in mode Menu

\Figure 7.58 Admin mode view

7.6.1 Admin dashboard

If the Offline operation mode is enabled, device admin role can log in to the admin dashboard using the offline
client password. The default offline client password is “admin”. This can be reset from Reset offline client password
setting in the Device settings.

In offline mode, the dashboard data will be sent to the server when synchronizing the client.

If the Offline operation mode is disabled, either admin, visitor admin or employee role can log into the admin
dashboard. The features are available based on the logged in role as shown below.

Table 7.22 Admin dashboard features availability based on the user permission

Feature Admin Device admin Visitor admin Employee

Add user ‘/ \/ )( )(
Generate registration token ‘/ x )( x
Add event ‘/ \/ )( )(
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Admin dashboard is shown below.

1. Welcome note for the logged in

user

2. Default database password warning

notification

Add use

Register device

Add event

Recent employee activity

o v AW

Showing number of recent check-in,

checked-out employees.

7.6.1.1 Default database password warning

The database of the Admin client is
encrypted using default password
“123456”. The database warning
appears in the Admin dashboard to
change the encryption password as
below.

1. Change database password
button

NCheck

Welcome, Neurotechnology<—@
Administrator !

The NCheck Admin client database is currently
encrypted with the default pazsword. Please update it
1o & strong, secure password and keep it safe for data
TECOVErY PUrposes.

Close Change database password

2

Add user

Lo

Reglster devices

o

Add event

RECENT EMPLOYEE ACTIVITY
2 0

In Out

SO A ¢

Figure 7.59 Admin dashboard view

The NCheck Admin client database is currently
encrypted with the default password. Please update it
to a strong, secure password and keep it safe for data
recovery purposes.

@

» Close Change database password 4—@

Figure 7.60 Default database password warning notification

Change default database password as mentioned in Default database password warning section.

2. Close button

Continue with the default database password. If the password change required later, it can be done from
Encrypt the database option in the Settings.

7.6.1.1.1 Change default database password
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The default database password can be changed r
from the database encryption dialog shown Database enc:ryption
below.
The MCheck database is currently
1. New password encrypted with the dafault password.
The password must contain at least 6 Please update it to a strong, secure

password and keep it safe for data

characters with lowercase and recovery purposes.

uppercase letter and a number.
2. Confirm password
Save password button
4. Cancel button

w

-

®7
D—
@

New password ‘

Confirm password ‘

= Cancel save password j—@

Figure 7.61 Database encryption dialog

7.6.1.2 Add user

Add a new employee to the system. Adding new employees consists of the following steps as follows.

1. Addemployee
Enroll biometrics
3. Generate registration token for a employee
This step is unavailable if the Offline operation mode is enabled.

In offline mode, the dashboard data will be sent to the server when synchronizing the client.

7.6.1.2.1 Add employee

Add new employee.
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Employee details dialog is shown below.

1.

Full name field

Full name of the employee. This is a mandatory
field.

Email address field

Email address if exist.

Employee code field

A unique identification for an employee. This is a
mandatory field.

Generate employee code button

Generate employee code.

Send invite email to new user option

Check this option to send invitation email, if user
enter email. To send invitation email, Email
notification settings should be configured in the
Notifications.

Continue button

Select this button to create the user from entered

111

7Y

NCheck

Add employee

Step 1outof 3

Full name

Email address

Employee Code

3 Cancel

A

= D Send invite email to new users

Generate employee code 4—@

Continue 4—‘@

v

Figure 7.62 Add employee dialog

information and open enroll biometric dialog as mentioned in Enroll biometrics section.

Cancel button

7.6.1.2.2  Enroll biometrics

Enroll biometrics for the created employee. The
enroll biometric dialog is shown below.

1. Skip step button
Skip enroll biometric and go to
Generate registration token for a
employee.
2. Biometric image upload options
a. Capturing biometrics
Capturing face, finger and iris
from the Admin clients. This
will open a capturing view for
selected biometric type. If a
peripheral is available,
biometric can be captured and
enrolled. Refer Biometric
capturing for enrollment
section for more details about
capturing biometric image.
b. Upload biometrics

@—P @) Face

-

Enroll biometrics

@ Take a photo

O Finger
O Iris

O Upload image

@

.

x:——®

Step 2 out of 3 Skip step—| 1

= Back Continue-ﬂ———@

y

Upload biometric image from the local file system. Refer Upload biometric images section for

more information.
c. Continue button

Continue to biometric upload according to the selected biometric image upload option
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d. Back button
Open Add employee again.

NCheck

Once the biometric enroll complete, a registration token will be generated for the employee to register a device as
mentioned in Generate registration token for a employee section.

7.6.1.2.2.1 Upload biometric images

Biometric images in the device file system can
be enrolled to a employee using this option.
Upload biometric images dialog is shown

below.

1.

Selected biometric image
Each selected image appears with the
delete button.

Add photos button

Select biometric images from the
local file system

Use image

Enroll images to the employee

Close button.

Once selected image enrolled, the enrolled
success dialog is shown below.

1.
2.

Uploaded images

Add more

Enroll biometrics again
Continue button

Close button

Upload face images X 4—®

Upload more images of the same person for more
accurate biometric authentication

a.,

-

i

I

Add photos ) Use Images

Figure 7.63 Upload face image dialog

Upload face images X

4

Upload more images of the same person for more
accurate biometric authentication

Well done!
face recognition data was updated.

Figure 7.64 Biometric images enrolled success dialog
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If images fail to ?nroll, a r.10t|f|cat|on will appear in Upload face images X @
the upload face images dialog as below.

Upload more images of the same person for more

1. Biometric image enrolls fail notification ‘ :
accurate biometric authentication

Showing number of images failed to

enroll. Failed to upload 1 face images. Please click on the
2 Image falled to enrO” @_b image to see the failure reason.
’ Close
Select on the image to get the failed
reason.

3. Add photos

Add images from the local file system
4. Useimages @_.

Once fixed the failed to enroll images
select this button to enroll.
5. Close button

Figure 7.65 Biometric image enroll fail

7.6.1.2.3  Generate registration token for a employee

This step is unavailable if the Offline operation mode is enabled

Generate registration token for the employee to register an

Register user device X
Attend client. The Register user device dialog is shown
belOW Step 3 outof 3
Please proceed with the employee device
1 QR COde VieW registration in one of the following ways:
QR code which contains registration token and E E
server URL. C 1 —
2. Registration token view
Click this view to copy the token to clipboard. E
3. Send email
Email registration token to the given email address. Share this QR cade with employee to scan and

register their device for time tracking.

To send the email, Email notification settings
should be configured in the Notifications.

™
[0 0666270 ID) send email
4. Registration token expiring date and time @—» 4—@
Click to copy to Email OR Code and
5. Close button lpboard Instructions

®_. Device registration token will be valid until
2024-11-15 13:44:30
@H Close

Figure 7.66 Register user device dialog
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7.6.1.3  Register device

NCheck

This step is unavailable if the Offline operation mode is enabled

Register NCheck client with the server. This feature will generate a registration token to register the device. There

are 3 steps to generate registration tokens.

1. Select registration mode
2. Select registration type
3. Registration token

7.6.1.3.1  Select registration mode

Select registration mode either user or group as below.

Once selected, it will ask to select registration type as mentioned in section.

7.6.1.3.2  Select registration type

h

Register device

=)
=

User

O+

Group

Cancel

v

Figure 7.67 Registration mode
selection dialog

If the user registration mode is selected, register user
device dialog appears to select the employee as
shown below.

1. Select user field
Type username to select the user from the

Select user

Register user device

available.

2. Assign device
Generate registration token for the
selected employee. Refer Generate

T

©

registration token section for more details.

Assign device

o Back

Cancel <

-w

—@

3. Back button g

Open Select registration mode again.
4. Cancel button

Figure 7.68 Register user device dialog
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If the group registration mode is selected, register group
device dialog appears to select either employee group or

location

1.

7.6.1.3.3

Once select user/user group or location as mentioned in

as shown below.

Select group field

Select the employee group from the list of
employee groups.

Select location field

Select the location from the list of locations.
Assign device

Generate registration token for the selected
employee. Refer Generate registration token
section for more details.

Back button

Open Select registration mode again.

Cancel button

Generate registration token

NCheck

r Register group device 1
@—q—. Select group
+ X
@—ly) Select location I
v X
| \ssign device
@ = Back Cancel*—r——®

-

Figure 7.69 Register group device dialog

X

Register group device

Select registration type section, register device dialog will
show the generated registration token as below.

1.

7.6.1.4

Add an e

QR code view

QR code which contains registration token and
server URL.

Registration token view

Click this view to copy the token to clipboard.
Send email

Email registration token to the given email address.

To send the email, Email notification settings
should be configured in the Notifications.
Registration token expiring date and time
Close button

Add event

vent for an employee.

Please proceed with the shared device registraticn

in one of the following ways:
E 1 E
: r T

[=]

Scan QR code to register shared device for group
time tracking.

" -

I 03743215 I0) send email

Click to copy to
clipboard

Email QR Code and
Instructions

Device registration token will be valid until
2024-11-15 15:48:55

(ay—»

Figure 7.70 Register device dialog for

©

group
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Add event dialog is shown below. rF -
Add event
1. Username
Type to select employee.
2. Eventtype ( : ) X
Event type as check-in on check-out C
Event type
3. Date CHECKIN
Event date. The default is the current date.
4, Eventtime — Date .
The default time is current time ( : ) A 2024-11-11 B ‘
5. Time zone A
6. Shift . _ . S boss o) ‘
Select the shift from the list of shifts. L J
7. Cancel button @iﬂme zone(Optional)
8. Add button +0530
@7' Select shift(Optional)
Default shift -
@ P Cancel Add i——@
A y

Figure 7.71 Add event dialog

In offline mode, the dashboard data will be sent to the server when synchronizing the client.

7.7 Enroll biometrics

To identify employees/visitors at least one biometric should be enrolled to them self. This can be done either from
the web control panel as mentioned in Biometric authentication view section of User Management or NCheck
Admin/Attend client. NCheck Attend client can be used to capture/upload face and enroll to an employee/visitor.
NCheck Admin client can be used capture/upload face, finger and iris images and enrolling to an employee/visitor.

The following enrollment options are available based on the client.

Table 7.23 Enrollment options for clients

Enrollment option Admin client Attend client Attend client
(Employee group) (Employee)

Add user and enroll biometrics as mentioned ‘/ x x
in Add user section in Admin dashboard.

Capture web control panel when opening from ‘/ ‘/ x
client. When the web control panel is open
from the clients as mentioned in Login to
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control panel section, the biometric images
can be captured and enrolled for the selected
employee/visitor using the capture button of
the Biometric authentication view of the User
Management.

Self-enroll image. If the employee/visitor tries ‘/ x
to record events without enrolled images,

client will ask to enroll employee/visitor. In

Admin clients, to self-enroll employee/visitors,

a valid pass is required. For more details refer

Attendance capturing section for more details.

To capture biometric images, a peripheral should be available with the client.

Attend clients registered to an employe can be used to enroll face images using self-enroll feature.

If the employee That the Attend client ¥
registered has no face images enroll, the | Missing face data
Attend client will show below view before A

self-enroll templates. ! You need to clock in and out using facial

recognition. Please take a selfie now to

1. Start capture button
proceed.

Start to capture face images. Refer
Biometric capturing for enrollment AT
section for more details. { Cancel )
2. Cancel button —

Start capture

Figure 7.72 Missing face data

For more details about biometric capturing for enrollment, refer Biometric capturing for enrollment section.

7.7.1 Biometric capturing for enroliment

NCheck

Clients can capture biometric images for enrollment in the following ways if peripheral is available with the device.

1. Face capturing
2. lris capturing
3. Finger capturing
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Once capture is completed, image preview will show as Toke photo to continue X<—@
below.

1. Captured biometric image

2. Use the image button
Enroll image to the employee/visitor.

3. Recapture button
If the captured image is not good enough to
enroll, recapture an image.

4. Close button

Preview the photo

Make sure the device is set up correctly and
the lighting is appropriate for this photo.

@—. | Recapture ) Use this image 4‘_‘@

Figure 7.73 Capturing preview dialog

Before enrolling the image, make sure that the captured image is clear and has enough
lighting.
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Once the image is .enrolle'd, the biometric image Tuke phalo to.contintie X @
enrolled success dialog will show as before. T;

1. Enrolled image
2. Continue button
3. Add more
Enrolled another biometric image.
4. Close button

Well done!

Face recognition data was uploaded.

O ) R

Figure 7.74 Biometric image enrolled success dialog

If the enrolled fails, an error dialog will appear with the reason as below.
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Upload failed

Failed to extract the image in the server.

Please try again.

Figure 7.75 Biometric image enrollment
error dialog
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7.7.1.1  Face capturing

Face capturing dialog for face enrollment is shown below. Face captiire X @
r

1. Face preview
Admin client is identifying and capturing if a
face detected. In Attend client capturing button
will be shown to capture face manually.

2. Switch camera button

Camera resolution button

4. Close button

w

@—- = &<—i{2)

Figure 7.76 Face capturing dialog for enrollment

7.7.1.2  Finger capturing

Finger capturing is available for Admin clients only. Finger e e X"'—@
capturing dialog for enrollment is shown below.

1. Fingerprint preview
2. Fingerprint capturing status
Available statuses are
a. Fingerprint capturing @—»
Fingerprint capturing is in-progress.
b. Fingerprint scanner not available
Supportable fingerprint scanner is unavailable
with the device. Refer Fingerprint section for
more information about supportable
fingerprint scanners. - _
3. Close button

@—b Fingerprint capturing..

Figure 7.77 Finger capturing dialog for enrollment
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7.7.1.3  Iris capturing

Iris capturing available for Admin clients only. Iris capturing

Iris capture X‘—”@
dialog for enrollment is shown below.

1. Iris preview
2. Iris capturing status
Available statuses are

a. lIris capturing
Iris capturing is in-progress.

b. Iris scanner not available
Supportable fingerprint scanner is
unavailable with the device. Refer Iris
section for more information about
supportable fingerprint scanners.

3. Close button

@—> Iris capturing

Figure 7.78 Iris capturing dialog for enrollment

7.8 Recent events

The recent events view shows the following type of events recorded by clients.

1. Whitelist
Check-in, Check-out events are known as whitelist events.
2. Close match
The matching score calculated by matching algorithm for the captured image and the employee face
image is greater than the Recognition threshold for multiple employees.
3. Unidentified
Events that the event image is failed to match with any employee are known as unidentified events.
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Recently recorded events are showing in this view. Recent event list shown & Recentevents &
below.
Events Any ~
1. Recent event filter view (D—=|eensto 194659 @
2. Recent event list °
oh 24h
Check-in 7/
Shown Peral (gsGjiM)
2024-11-12 19:45:57
/s
2024-11-12 19:44:21
C /s
2024-11-12 19:44:02
Check-in /s
() Karl Mark (NjbF2X)
L’_‘ 2024-11-12 19:43:07
Vs

7.8.1 Recent event filter view

Recent events filter view is shown below.

1. Eventtype
a.  Whitelist
b. Close match
c. Unidentified
d. Any
2. Timeline selector
Using the timeline selector, the

NCheck

2024-11-12 19:43.03

Figure 7.79 Recent events view

®—b Events

Any v
@——b Events to 19:46:59 ©

®

Oh 24h

Figure 7.80 Recent evens filter view

timeline can be changed, and it will support 24 hours of period to backward. It will filter the events

according to the timeline selected

3. Timeline of the event

By default, this shows the current timeline, and timeline can be changed using the Timeline selector.

7.8.2 Recent event list

The recent event list shows a list of recent event views as shown below.

1. Event thumbnail of whitelist event

2. Eventtypeas
a. Check-in
b. Check-out

410




NCheck

c. Unidentified
d. Close match

3. Edit button
Edit button is available for Admin and surveillance clients only. The edit button is showing Admin mode of

the client is enabled. Refer Edit employee event section for more details.
4. Name and employee code of the whitelist event
Event date and time
6. The number of templates closely match with the event image

o

Check-in S @ R N
P (‘, Unidentified Vs
Karl Mark (NjbF2X) & & 2024-11-12 19:44:21
2024*11%219‘43:07 L 4. ( : )
@ Figure 7.82 Recent event view of close match event

Figure 7.81 Recent event view of whitelist event

7.8.3 Edit employee event

Edit event feature is available for Admin and surveillance clients only.

Once an event is recorded, the event can be edited if the device in Admin mode. Edit employee event dialog can be
open from the employee event feedback view as mentioned in Attendance view or from the recent event list as

mentioned in Recent events.
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Edit employee event dialog is shown below.

1.

7.83.1

NCheck

Identify X

Employee name
a. If the event is a whitelist event, name of ©, Kathrine dowd(YmLkSV)
the matching employee
b. If the event is an unidentified event, this @ {CheCk"”
will be empty.
c. If the event is a close match event, name (:) » : A

of the employee who has template with @ Eacturediimage:
highest matching score.

Event type

Event type as check-in or check-out

Employee search field

Type employee name or employee code to search

Event type

Selected image <—®

employee

Captured event image Matching images (4):

Selected Image Kathrine Kathrine vhhu
The selected/matched face image @—» YmLksv YmLkSV lig734

Matching face images list

Matching face images list. Refer Matching face
image view section for more details.

Record button

Record edited event. -

Figure 7.83 Edit employee event dialog

Matching face image view

Matching face image view is shown below.

PwnNE

Name of the employee ® Kathrine
Employee code ( : —=YmLKSV

Face image thumbnail

Matching score with the captured image.

The score calculated by matching algorithm with the captured
image.

Figure 7.84 Matching face image view

412



NCheck

8 REFERENCES

8.1 Scenario

Visit scenarios are predefined in the system. A scenario is used as a basis for creating a visit schedule. Visit scenario
defines the visitor and appointment information collected during the booking or registration. Additionally, it can
have scenario specific configurations.

NCheck has 10 default scenarios. Each scenario addresses different applications.

1. Personal
To meet person in the organization.
2. Place
To visit a place like museum, art gallery, church, temple, Government office.
3. Banking
To visit financial institution like bank, finance company, etc.
4. Events
To attends events such as seminar, classes, exhibitions.
5. Hotel

Visitor access of rooms, restaurants in hotels, restaurants, clubs in a hotel
6. Consultancy

To meet consultant like a lawyer, doctor, teacher, government officials.
7. Smart access

Access offices, building by Visitors with electronic ID cards or passports.
8. Simple biometrics

Allow access to any visitor with a printed/electronic token or biometric.
9. Payment

Pay bills, advances etc.
10. Travel and entertainments

Visit cinema, drama, lectures, seminar, games.

If an existing scenario is not available for a customer scenario, custom visit scenario can be requested.

Custom scenario is required if any of the predefined scenario does not fulfil the customer requirement. In such cases,
customers can request a custom scenario for their requirements. The customs scenario is provided as an extension
to the server with extension installation guidelines.

Refer Use extension section for more details about installing extension.

8.2 Schedule

8.3 Schedule quick view

Schedule quick view shows the overview of the schedule.
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Eall S

O I Thinkers Meete )
D—e | At ABC Company (pvt) Ltd ®
L% U-DJ From 18-10-2022 00:00 am to 19-10-2022¢—@

00:00 am

Figure 8.2 Schedule quick view for single appointment schedule

o 9 o Graphic designing coursee——Q@
CIFIAM N 4 ABC Company (ovo L2 SR
&] é-JJ Daily from 07-11-2022 to 14-11-2022(1 —@

week)

Figure 8.1 Schedule quick view for session appointment schedule

Schedule thumbnail

Schedule name

Schedule location

Schedule start and end date time
If the schedule is single appointment schedule, it will show appointment start and end date time. If the
schedule is a session schedule, it shows the period starts and end date.

8.4 Filter schedules

NCheck

Filter schedules simplify appointment creations from online or walk-in kiosks when there are large number of

schedules available. Filter schedule view is shown below. This page can be accessed from the following URL.

{server}:{port}/web/public/template/schedule_selection_public/html/{customer Code}

1.

Server
Server name

Port

Service port configured on the server.
Customer code
A unique id receives after successful signup for the cloud.
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Schedule From To
Al x 18-07-2022 [ ] 01-08-2022 |-
| Thinkers Meet Select>

Start from 18-07-2022 12:00 am to 19-07-
2022 12:00 am
Available for booking

T 007 2022 | 20r-2022 | wore.

Adam's Standup Comedy Show
'*

o
&ﬂbj At ABC Company (pvt) Ltd

Start from 18-07-2022 12:00 am to 19-07-
2022 12:00 am
Available for booking

EREA] 15012022 | 20072022 | wore|

Simpla Office - Employee
TN Access
o~
LIl Start from 18-07-2022 12:00 am to 19-07-
2022 12:00 am
Available for booking

ERET 15072022 ] 20072002 ] ore..]

Super City Apartment Access m
\f At Super City Building
( \ Start from 18-07-2022 12:00 am to 19-07-

2022 12:00 am
Available for booking

Bz o0 222 | oavzuzz | wore-]

° Submit residence documents
282
* # Start from 19-07-2022 12:00 am to 20-07-
2022 12:00 am
Available for booking

EEETA 20072022 § 21072022 ] or..]

° Visit human resource
28 ';
* Start from 18-07-2022 12:00 am to 19-07-
2022 12:00 am
Avallable for booking

Gz 5072022 | 20072022 wore|

Meeting room access
N4
\ Start from 12:00 pm to 10:00 pm on 18-07-
2022
Available for bookina

peves [l v

Start from 18-07-2022 12:00 am to 19-07-
2022 12:00 am
Available for bookina

~ Meet manager
At ABC Company (pvt) Ltd

1.

Figure 8.3 NCheck online filter schedules page

Filter view

2. Schedule list view

8.4.1

Filter view

Schedule From

All x

18-07-2022

To
= 01-08-2022 =

Figure 8.4 Filter view of online booking page

Schedule

Filter by schedule name
From

Schedules start date

3. To
Schedules end date

Search

NCheck
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4. Search button
Search schedules according to the selected
filters.
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8.4.2.1

8.4.2 Schedule list view

o Adam's Standup Comedy Show
Start from 18-07-2022 12:00 am to 19-07-
2022 12:00 am
Available for booking

G 15072022 ] 20012022 ] wor..]

o . | Thinkers Meet
FaR | AtABC Company (pvt) Ltd
% & Start from 18-07-2022 12:00 am to 19-07-
2022 12:00 am
Available for booking

G 15012022 | 20012022 | wore. |

Simpla Office - Employee
7 Access
A
T Start from 18-07-2022 12:00 am to 19-07-
2022 12:00 am
Availabie for booking

EEETA 072522 § 20072022 | o

Super City Apartment Access
\ ) At Super City Building
o=| <o
o« U™ Start from 18-07-2022 12:00 am to 19-07-
2022 12:00 am

Available for booking

) CED ENED S

o Submit residence documents
FaR | AtABC Company (pvi) Ltd
* @ Start from 19-07-2022 12:00 am to 20-07-
2022 12:00 am
Avatiiable for booking

BT 20012022 ] 21072022 ] wor..]

° Visit human resource
FaR A At ABC Company (pvt) Ltd
% p Start from 18-07-2022 12:00 am to 19-07-
2022 12:00 am
Availabie for booking

A 15072122 | 20072022 | wor..]

Meeting room access
BT AtABC Company (pvt) Ltd
o=| {Zo
& U™ Start from 12:00 pm to 10:00 pm on 18-07-

2022
Availabie for booking

@*Pmm-m

1. Schedule view
2. Schedules paging view

Schedule view

Meet manager
At ABC Company (pvt) Ltd
Start from 18-07-2022 12:00 am to 19-07-

2022 12:00 am
Available for bookina

Figure 8.5 Schedule list view

Available for booking

| Thinkers Meet

o2 o
@ o gy ¥ At ABC Company (pvt) Ltd

& p Start from 18-07-2022 12:00 am to 19-07-
2022 12:00 am

O I o e ] wourv ] o

1. Schedules detail view
2. Schedule date view

Figure 8.6 Schedule view

NCheck
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8.4.2.1.1 Schedule date view
Appointments date view shows the dates allows to book appointments. If the schedule is a single appointment

schedule, this allows to select appointment date. If schedule Is a session appointment schedule, this allows to
select the period appointments should be created.

(2022-10-19] [ More...p—@
20221019 | |

@

Figure 8.7 Schedule date view for single appointment schedule

O—EIRIENrr] (31-10-2022 | (More.. - p—@
31102022} { ,

®

Figure 8.8 Schedule date view for session appointment schedule

Appointment date view is shown below.

1. Select schedule date/period start date.
Schedule date quick view
Schedule date quick view is showing first 2 appointment dates/period start date of the schedule. To
browse all appointment dates/periods select the More button.
3. More button
More button allows to select appointment date/period from available as shown in Figure 8.9 and

Figure 8.10.
< OCTOBER 2022 >
Sun Mon Tue Wed Thu Fri Sat
39 01 -
24-10-2022
40 02 03 04 05 08 o7 02
31-10-2022
41 09 10 11 12 13 14 15

. . . . 07-11-2022
. . . . 14-11-2022 ~
® e 6 6

Figure 8.9 Available period list view

« @9 @ @

Figure 8.10 Calendar view to select appointment date
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8.4.2.1.2 Schedules detail view

Schedule detail vi o

E edu ethe ald ‘i'e"l"’ o _ | Thinkers Meet ®
shows  the details 242
about selected @U @

hedul d Start from 18-07-2022 12:00 am to 19-07-2022
scheaule ate to 12:00 am

book appointment.  (3)— @ 5a0 or bocking

1. Schedule Figure 8.11 Schedule detail view
quick view

2. Select
button

Select schedule date and proceed to appointment booking.

3.  Number of booked/available appointments
If the Slot occupancy is equal to 0, this view is showing number of booked appointments for selected
schedule date. If the Slot occupancy is greater than 0, this view shows the number of available
appointments to book for selected schedule date.

8.5 Time slots

When the Slot time is greater than 0 when creating schedules as mentioned in Add/edit visitor schedules section,
the time slots are available to select when creating appointment as below.

12:00 AM - 01.00 AM 03 03.00 AM - 04:00 AM D40 M AM - 06:00 AM
Slot ended Slol ended Slot ended
) . A c 10:00 AM - 11:00 AM 11:00 AM - 12:00 PM
C Slot ended 3 appointments. g
available

Lunch break

Figure 8.12 Time slot selection view

1. Unavailable time slot
The time slot is considered as unavailable if,
1. Slot end time has passed
Visitors are not allowed to book appointments for the slots already ended.
2. Time slot is fully booked
This applies if the Slot occupancy is greater than 0. Slot is unavailable if the number of
appointments for the slot is equals to Slot occupancy
3. Time slots start and end time fully overlap with break time
when the schedule has break time, which start and end time overlap with the slot start
and end time, visitors not allowed to book appointment for the time slot.
2. Selected time slot
3. Time slot view
Time slot view has shown in Figure 8.13.
i. Break time indicator
If the time slot starts and end time is overlap with break start and end time break
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time indicator will appear. Break time indicator is showing when admin/visitor
admin booking appointments as mentioned in New appointment section.

ii. Time slots start and end time

iii. Number of booked/available appointments
If the Slot occupancy is 0, then the number of booked appointments is showing. If
the Slot occupancy is greater than 0, number of available appointments are
showing.

@O—F—e® 12:00 - 13:000— —(:)
3 —}—#3 appointments
available

Figure 8.13 Time slot view
8.6 Seat selection
Seat selection is mandatory when booking an appointment if the schedule is created from travel and

entertainment scenario. Seats can be configured for schedule as mentioned in Pricing configuration. Once
configured the seat selection view will appear when booking the appointment as below.

®—+D A D B E Reserved Occupied Selected

® Front

I o O
0 o
® *LI00OMO000000
0 o o
OooMO00000
000000000

@ ® > REFRESH
p <
Selected seats
O— o - 2 x $20.00 $40.00
- 1x $10.00 $10.00
& J

Figure 8.14 Seat selection view

1. Seatlegend
Following types are available in the seat legend.
a. Seat categories

All seatings groups are showing in specific color with the group name as configured in the
Pricing configuration.
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b. Occupied seats
The seats already booked.
c. Reserved seats
The seats reserved by someone. Once a seat is reserved, it is not allowed select to book.
Reserved seats are shown in the Add/edit appointment detail section.
d. Selected seats
Selected seats for the appointment.
2. Seat direction
Seat selection view
4. Selected seat details
All selected seats appeared in this section including number of seats, pricing for each group.

w

Seat configuration can be customized as the customer requirement. Refer Use extension section for
more details.

8.7 Visitor form

The Visitor form is used to take the visitor details when booking appointments. Visitor form can be built as
mentioned in Visitor detail form builder section.

The custom form fields can be delivered to the system as an extension based on customer request.
Refer Use extension section for more detail.

8.8 Appointment completion

Once the appointment is made online and registration device, the appointment completion section will be
shown.
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‘ Adam's Standup Comedy Show - Completion

Adam's Standup Comedy Show LT ele A UREl

From 08:00:00 to 17:00:00 on 2023-05-25

Your details

nt start time: 04:00 pm 25-05-2023 End time:05:00 pm 25-05-2023

Your request for Adam's Standup Comedy Show has been accepled. You will receive the confirmation email shortly.

Name: Kathrine Dowd

‘ Phone 4067648776
Email kat.Dowd@gmail.com

Address 3146 Tibbs Avenue

Pricing details

DA 2 x $20.00 $40.00

Ticket

.DB 2 x $10.00 $20.00

Total amount: $60.00

Keep the following ticket for the visit

2023-05-25

Ops]0)|
® Adam's Standup Comedy :
Show S O] e

2CHRCAXBOL

<4 ABC Company (pvt) Ltd

I Dovioad okt

Schedule quick view

The appointment starts and end time.

Appointment completion status

There are 3 appointment completion statuses available.

a.

Pending approval

If Automatic approval of visit requests setting in the schedule is disabled, appointments
created by visitors will be shown as pending approval. The administrator should approve the
appointment to complete the appointment.

Pending payment

When schedule has a payment configured with payment gateway, payment pending
completion page is showing to complete the payment. Once payment is completed the
successful completion will be shown

Successful

The appointment is successfully created.

Fail

Fail to create appointment. This can happen when fail to complete the payment through the
payment gateway.

4. Visitor details
Pricing details

5.
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6. Action button
Action button appears depending on the appointment completion status. Following action buttons
are available by default.
a. Pay now button
Proceed to the payment gateway if configured.
b. Download ticket button
Download ticket button appears in the BOOKING PAGE to download the ticket if Allow
visitors to download pass setting is disabled in the schedule.
c. External executable trigger button
External executable trigger will be available once the external executable has configured for
the schedule as mentioned in Ticket printing view section.
d. Book again button
Redirect to book new appointment again.

Appointment completion page can be configured as per customer requirement.
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9 ERROR MESSAGES

All error messages showing in NCheck server configuration window, control panel, clients and APl are showing
in this chapter. In NCheck, all error messages are identified using error code as mentioned in Error code section
and error messages have been divided in to 3 basic error types as mentioned in Error types section. Refer Error
messages list section for all available error messages

9.1 Error code

Error code is a 4 digits unique number specified to identify error messages. Refer Error types section for more
details about error codes for each error type.

9.2 Error types

The following error types available across NCheck server and clients.

9.2.1 Communication errors

Error showing in connection failures of NCheck server and clients. Error code format of the communication
message is IXXX.

9.2.2 Application errors

NCheck server and clients specific errors are known as application errors. Error code format of the application
errors is 2XXX.

9.2.3 Validation errors

All input data from NCheck control panel and clients are validating before send to the server. It will ask to
review and correct the inappropriate data with certain error messages. Error code format of the validation
errors is 4XXX.

9.2.4 Unidentified errors

Errors other than Communication errors and Application errors are known as unidentified errors. Error code
format of the unidentified errors is 4XXX.

9.2.5 Common error messages

Errors could be appeared in any operation of NCheck control panel/clients are known as common errors. The
error code of common error message is X9XX.

9.3 Error messages list

Table 9.1 Error messages list of server and clients

Error code Error message Description
1001 Could not connect with MYSQL/MSSQL {server This message may appear if the entered
url}: {port} server. database server is not reachable/offline.

Contact NCheck support for more detail.
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1002

1003

1901

2001

2002

2003

2004

2005

2006

2007

2008

2009

2010

Could not connect with the email server {host
name}: {port}.

Unable to connect with the FTP server {server
name}

Unable to connect with the NCheck server {server
URL}

Trial license has expired.

License cannot be obtained

The license is already in use.

The license limit has exceeded. Please contact the
administrator/ NCheck_support for more details

No valid NCheck license has found.

Invalid SSL certificate file.

Invalid key store password or SSL key alias.

Invalid port number. Please select the valid port.

Port is used by another application.

Invalid SQLite database or password. Please
recheck the database file or password.

NCheck

Email server may offline or not reachable.

The FTP server is not reachable.

This message may appear, if

e The Server has stopped

e The server is not reachable by
clients in cloud or on-premises
mode.

After the 30-day trial period you must
obtain a valid license.

The license cannot be obtained if

1. The license is not valid

2. The internet is not available with
the device to verify the license with
the licensing server.

Refer License section for more details or
contact NCheck support .

This message may appear if the license file
is already in use with another device. In
this situation you may

1. Deactivate the license in the
current device from the
neurotechnology web site.

2. Purchase valid license from the
web site.

This message appears if the number of
available licenses in the multiple license
file/license dongle has exceeded.

The selected file, license code or dongle
has no valid license.

The selected SSL file should be a valid file
with system certificate and private key.

The key store password or SSL key alias of
the selected SSL certificate is invalid.

The selected port is not available.

The added port should not be used by
another application to user with NCheck
server.

This message may appear for the selected
SQLite database, if
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2011

2012

2013

2014

2015

2017

2018

2019

2020

2021

SQlLite database migration has failed with the
following errors.

1. Errorl
2. Error2

{database name} could not be found.

Invalid MYSQL/MSSQL username and password.

Data restore has failed. Invalid backup file.

Data restore has failed. Could not decrypt the file
with the given password.

Could not connect with the email server {host}:
{port}. Invalid username or password.

Invalid username or password.

Could not find the user associated with {email
address} email address.

Selected file is not a valid image file.

Employee code already exists.

NCheck

1. Selected SQLite database file is
not a database file
2. Database password is incorrect.

SQLite database migration has been
designed to migrate old databases to be
compatible with installed NCheck server.
Certain migration rules have been applied
in each version. In case of migration
failure, it will show the associate error
messages with version. Please contact the
NCheck for more details.

The database name is not available in the
MYSQL/MSSQL server.

This message may appear if,

1. Entered username has not existed

2. Username or Password is incorrect.

3. Entered wuser does not have
administrator privileges.

To restore backup, the backup file should
be available with all data

as mentioned in Restore database
section.

The backup decrypt password is
incorrect. Please try with the correct
password again.

This message may appear for the email
server if

1. The username has not existed
2. Incorrect username and password

This message may appear if

1. The username has not existed
Contact the administrator or NCheck
support for more details.

2. Incorrect password
Reset the password if you don not
remember the password.

This message may appear if the NCheck
could not be able to find the user
associated with the email when reset
password. Contact the Administrator for
more details.

All image files must be valid images file
with allowed image extensions.

Employee code could not be duplicated.
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2022

2023

2024

2025

2026

2027

2028
2029

2030

2031

2032

2033

2034

2035

2036

Barcode ID is already available for different user

RFID is already available for different user

Could not enroll selected face/finger/iris image.

Capture face with enough lighting

The biometric image has already been enrolled
for another user

User group code already exists.

The shift name has already existed.
The roster name has already existed.

The holiday name has already existed for the
selected date.

You already have applied for the leave(s) for start
date — end date.

Could not exceed the available number of leaves
for {leave type name} leave type.

A roster item already existed on {date} with {shift
name} shift and {user group name} user group.

{user 1, user 2...} user(s) have been added as
additional staff for the {shift name} shift on {date}.

Failed to email registration token.

The name of a peripheral configuration has
already existed.

NCheck

Barcode id could not be duplicated with
barcode id of another user.

RFID could not be duplicated with barcode
id of another user.

This error may appear if,

1. The Enrollment threshold has
not satisfied

2. The face/fingerprint image has
not satisfied the Face
confidence/Face
quality/Fingerprint quality.

Please contact NCheck support form
more details.

The face image should be clear enough for
extraction. If the captured image is not
clear this message will appear.

A biometric image could not be

The user group code could not be
duplicated.

Shift names could not be duplicated.
Roster name could not be duplicated.

Could not add same holiday for the same
date.

Multiple leaves could not be added on the
same day.

Cannot exceed the number of available
leaves in each leave type when add leaves.
Refer Configure leave type section to
change number of leaves in each leave
type or Configure leave type section to
change the leaves for user. Users, Contact
administrator for more details.

A roster item cannot be duplicated with
date, shift name and user group name.

Cannot duplicate user as additional staff
for the selected shift and date.

This message may appear if,

1. The Email notification settings
has not been configured.
2. No email is available for the user

The peripheral name could not be
duplicated.

427



2037

2038

2039

2040

2041

2042

2043

2044

2045

2046

2047

2048

2049

2050

Could not record events. The device has been
blocked

Could not enroll events. The device has been
blocked

Could not capture barcode. The device has been
blocked

Could not capture RFID. The device has been
blocked

The API has been blocked

Could not record events. The user has been
blocked

Could not record the event. Check-in time has
restricted

Could not record the event. Check-out time has
restricted

Could not email reports for the recipients

Invalid FTP file path

Invalid FTP username or password

Biometric re-extraction has failed on following
images.

1. {images list}

Your current subscription has blocked. Please
settle the outstanding amount and try again.

Customer has blocked. Please contact support.

NCheck

Clocked devices are not allowed for
enrolling biometrics and record events.
This message appeared when the devices
is blocked. Refer block/unblock device as
mentioned in Device detail view section
for more details.

This message appears when the API is
blocked. Refer block/unblock device as
mentioned in Device detail viewsection for
more details

Blocked users are not allowed to record
attendances. Refer Block/unblock section
for more details of block/unblock users.

Event cannot record when the check-in
time is not in the check-in restricted
interval. Please refer Add/edit shift
section for more details.

Event cannot record when the check-out
time is not in the check-out restricted
interval. Please refer Add/edit shift
section for more details.

This message may appear if the Email
notification settings has not configured.

This message appears if the selected FTP
path does not exist.

This message may appear if,

1. Username does not exist for the
given FTP
2. Incorrect password

This error may appear if,

1. The Enrollment threshold has
not satisfied

2. The face/fingerprint image has
not satisfied the Face
confidence/Face
quality/Fingerprint quality.

Please contact support for more details.

You are not allowed to change the plan
without paying outstanding amount of the
current plan.

The customer can be blocked, if
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2051

2052

2053

2054

2055

2056

2057

2058

2059

Failed to register with the NCheck server {server
URL}

Failed to register with the registration code

The registration token has already been used.
Please generate new registration code or contact
administrator.

Could not discover the NCheck server URL.

Device has not registered. Please register for the
device first.

The location is restricted. You are not allowed
record attendance from this location

You have already checked-in/checked-out. Please
try again in {number of seconds} seconds.

Attendances time has been restricted. Please
contact the administrator for more details.

No match was found. Please make sure that
face/fingerprint/iris templates have been
enrolled before record attendance.

NCheck

1. If the credit period of the
subscription has passed. Please pay
the outstanding amount to enable
the account.

If the customer account has been blocked
by NCheck system administrator. Please
contact NCheck support for more details.

Make sure that the server is running.

Make sure that the registration code is
correct. Delete the existing registration
code and generate new one in case you
cannot register.

The registration token can be used to
register a single device.

The server discovery button of the clients
in on-premises mode is working if the
server and clients are operating within the
same local area network. Otherwise, this
message will be shown.

The device should be enrolled before
record attendances. Please refer Register
clients section for more details.

User is not allowed to record attendances
in restricted locations. Refer Location
restrictions section for more details.

NCheck clients are not allowed to record
events in certain time interval defined by
the administrator to avoid duplicates
events.

The attendance time is restricted if

e No Valid shift is available for the
event

e Qvertime restriction has been
added

Please contact the administrator for more
details. Standalone users please contact
NCheck support.

The biometric used to record events does
not match with the enrolled biometrics in
the server. Please contact administrator
to enroll your face to record attendances.
Standalone users please contact NCheck
support.
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2060

2061

2062

2063

2064

2065

2066

2067

3001

3002

3003

3004

3005

Failed to identify the face/fingerprint/iris. Please
try again.

Data restore has failed. Invalid backup file.

Data import failed. Invalid password.

Data import failed. The selected file could not be
imported.

Could not record attendances. Invalid user id
input.
Could not record attendances. The peripherals

are not ready. Please try again.

Invalid password. Check the password again.

User not allowed to Check-in while on Restricted
Leave!

Mobile/telephone numbers are not valid for the
selected country/region. Please recheck again.

Email address is not valid.

Password does not match.

Password must contain at least 6 characters with
one number.

Barcode scanner could not be found.

NCheck

This message appears in case of face
extraction in the server side. Please
contact the administrator if you receive
this message continuously. Standalone
users please contact NCheck support.

To restore data successfully, any file(s) or
key value pairs in backup file(s) should not
be altered. Otherwise, data restore can
fail. Refer Backup data section for more
details.

The password must be correct to import
the file.

The CSV files guidelines must be fulfilled
as mentioned in Import and Export
information to import data successfully.

Attendances may fail if the employee
id/barcode/RFID does not match users.

NCheck Admin client may require time to
initialize/refresh all connected
peripherals.

The message could appear when trying to
sign in the client’'s standalone/offline
control panel.

User check-ins can be limited for the user
group premises. If the check-in count is
greater than the maximum occupancy for
group premises, check-in will be
restricted. Refer Maximum occupancy for
group premises setting for more details.

The telephone/mobile number should be
followed the certain format according to
the selected country/region.

The email address should be followed the
correct format.

Password and confirmation password
should be equal.

Every password has defined in NCheck
control panel and clients must contain 6
characters and one digit for enhance the
security.

This message may appear if

1. The connected barcode scanner is
not compatible with the device
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3006

3007

3008

3009

3010

3011

3012

RFID scanner Could not be found

The camera could not be found.

Fingerprint scanner could not be found

Iris scanner could not be found

Could not record overtime. Overtime should not

be greater than the max overtime hours.

Only 5 decimal places are allowed in latitude and

longitude values.

The current password is incorrect

NCheck

2. No barcode scanner has connected
with the device

Refer Id peripherals section for more
details.

This message may appear if

1. The connected RFID scanner is not
compatible with the device

2. No RFID scanner has connected
with the device

Refer Id peripherals section for more
details.

This message may appear if

1. The connected camera is not
compatible with NCheck

2. No camera has connected with
the device.

Refer Face section form more details.
This message may appear if,

1. The connected fingerprint
scanner is not compatible with
NCheck

2. No fingerprint scanner has
connected with the device.

Refer Fingerprint section for more details.
This message may appear if,

1. The connected Iris scanner is not
compatible with NCheck

2. No Iris scanner has connected
with the device.

Refer Iris section for more details

Overtime hours could not exceed the max
overtime hours.

For latitude and longitude values, 5
decimal places accuracy is allowed. Round
the values if it exceeds the 5 decimal
places.

To change the password of the clients
standalone control panel, the correct
current password should be given.
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4001

4002

4003

4004

Unidentified errors occurred during data backup.
Please contact administrator or NCheck support
for more details.

Unidentified errors occurred during data restore.
Please contact administrator or NCheck support
for more details.

Unidentified errors occurred during data import.
Please contact administrator or NCheck support
for more details.

Unidentified errors occurred during data export.
Please contact administrator or NCheck support
for more details.

NCheck

This message could appear when
unidentified error occurred within the
system. Contact administrator or NCheck
support for more details.

This message could appear when
unidentified error occurred in the system.
Contact administrator or NCheck support
for more details.

432



NCheck

10 LICENSE AGREEMENT

10.1 IMPORTANT - Read this License Agreement Carefully

10.2 By buying the software you indicate your acceptance of the Software
License Agreement.

10.3 Definitions and Interpretations

In this Agreement, unless the context otherwise requires:

e  “Software” means the product which is covered by this License Agreement and which is named as
NCheck Bio Attendance v6.0.

The following License terms govern your use of the Software unless you have concluded the separate agreement
with

Neurotechnology. By installing, you agree to be bound by the terms of this LA. If you do not agree to the terms
of this LA, you may not install, copy or otherwise use the Software.

10.4 Software Product License

Copyright laws and international copyright treaties, as well as other intellectual property laws and treaties
protect the Software. The Software is licensed, not sold.

10.4.1 Grant of License. Description of other Rights and Limitations

10.4.1.1 Use of the Software or the Software Components.

Neurotechnology grants you a personal, non-exclusive license to use the Software for the purpose of time
attendance based on fingerprint recognition technology. Installation, adaptation, redistribution in any
other manner than prescribed in this Agreement is forbidden and concludes the breach of this Agreement
provisions.

10.4.1.2 Installation

You may install the Software on a hard disk or other storage device; install and use the Software on a file server
for use on a network for the purposes of

e permanent installation onto hard disks or other storage devices
¢ use of the Software over such network; and make backup copies of the Software

10.4.1.3 Reproduction and redistribution

You may reproduce and redistribute software to the End Users, as many times as you have obtained Software
licenses.
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10.4.1.4 Restrictions.
10.4.1.4.1 Limitations on Reverse Engineering, Decompilation, and Disassembly.

You may not reverse engineer, decompile, or disassemble the Software. You must forbid your End Users
to reverse engineer, decompile or disassemble the Software. If you learn of any misuse of Software, you
shall notify Neurotechnology immediately.

10.4.1.4.2 Rental.

You may not lease or rent the Software.

10.4.1.4.3 Proprietary notices.

You may not remove any proprietary notices on the Software.

10.4.1.4.4 Transfer of rights.

Permanent or temporal transfer of all or any of your rights acquired due to this Agreement is forbidden without
Neurotechnology consent.

10.4.1.4.5 Export control.

You will not export or re-export Software without appropriate licenses, in case the law requires such licenses.

10.4.2 Ownership

The Software is owned and copyrighted by Neurotechnology. Your license confers no title to, or ownership
in the Software and is not sale of any rights of the Software. No one provision of this Agreement should
not be construed as an expression to assign or sell any copyrights or any other intellectual property rights
to the Software from Neurotechnology to you.

10.4.3 Copyright statement

All title and Neurotechnology owns copyrights in and to the Software and accompanying printed materials.
Copyright laws and International treaty provisions protect the Software. Therefore, you must treat the
Software products like any other copyrighted material (e.g., a book or musical recording). You may not
use or copy the Software or any accompanying written materials for any purposes other than what is
described in this Agreement. The Software is Copyright © 2010 Neurotechnology. All rights reserved. The
Software remains the sole and exclusive property of Neurotechnology at all times.

10.4.4 Technical Support

Neurotechnology agrees to provide technical support via Internet, using E-mail address provided in http:
//www.neurotechnology.com

10.4.5 Disclaimer of Warranty

Neurotechnology declares that the Software confirms to its published specifications and is delivered to
you free from any defects. However, the Software is provided on an “AS IS” basis, and Neurotechnology
shall in no event warrant the performance or results you may obtain by using the Software and disclaims
all any warranties express, implied or statutory with regard to Neurotechnology products.
Neurotechnology declares that the Software have no bugs or other non-conformances. However, if you
find any defects in the Software Neurotechnology’s liability is limited, to replacement of the Software,
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which will be fulfilled within the duration of 30 (thirty) days from the moment of information about such
defects of the Software. This disclaimer of warranty constitutes an essential part of the agreement.

10.4.6 Exclusion of Liability/Damages

The following is without prejudice to any rights you may have at law, which cannot legally be excluded or
restricted. You acknowledge that no promise, representation, warranty or undertaking has been made or
given by Neurotechnology (or any of its directors, officers, employees, affiliates or owners) to any person
or company on its behalf in relation to the profitability of or any other consequences or benefits to be
obtained from the delivery or use of the Software or other materials. You have relied upon your own skill
and judgment in deciding to acquire the Software and any accompanying manuals and other materials for
use by you. Except as and to the extent provided in this agreement, neither Neurotechnology nor any of
its directors, officers, employees, affiliates or owners will in any circumstances be liable for any other
damages whatsoever (including, without limitation, damages for loss of business, business interruption,
loss of business information or other indirect, incidental, special or consequential loss) arising out of the
use, or inability to use, or supply or non-supply, of the Software and any accompanying written materials
regardless of the basis of the claim and even if Neurotechnology, or an authorized Neurotechnology’s
representative has been advised of the possibility of such damages. Some states or jurisdictions do not
allow the exclusion or limitation of incidental, consequential or special damages, or the exclusion of
implied warranties or limitations on how long an implied warranty may last, so the above limitations may
not apply to you. Neurotechnology’s total liability under any provision of this agreement is in any case
limited to the amount actually paid by you for the Software.

10.4.7 Term

This Agreement will become effective upon your acceptance and continue in effect unless you cease to
use the Software. You may terminate this License Agreement at any time. In addition, without prejudice
to any other rights, this Agreement and the license granted hereunder will terminate automatically if you
fail to comply with the terms and conditions described herein. You agree that, upon such termination, you
will destroy or permanently erase all copies of the Software, and that you will immediately cease any
distribution of Licensee Products with incorporated the Software.

10.4.8 Entire Agreement

This License Agreement is the entire agreement between you and Neurotechnology relative to the
Software, and supersedes all prior statements, proposals or agreements relative to its subject matter,
written or oral. This Agreement may only be modified in writing signed by an authorized representative
of Neurotechnology.

10.4.9 Controlling Law and Sever ability

This License shall be governed by and construed in accordance with the laws of the Republic of Lithuania,
as applied to agreements entered into and to be performed entirely within Lithuania between Lithuanian
residents. If for any reason a court of competent jurisdiction finds any provision of this License, or portion
thereof, to be unenforceable, that provision of the License shall be enforced to the maximum extent
permissible so as to effect the intent of the parties, and the remainder of this License shall continue in full
force and effect.
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10.4.10 Third Party Software

NCheck

The following software (or certain identified files distributed with the software) may be included in this
product. The disclaimers and copyright notices provided are based on information made available by the
third-party licensors listed.

10.4.11 Server application

Table 10.1 License and agreements for third party softwares used in the server

third party component

Wro4j Maven Plugin

Apache Maven Resources
org.springframework.boot
org.springframework.security.oauth
org.springframework.security
mysql-connector-java

Zip4j

sqlite-jdbc

sqlite-dialect

Microsoft JDBC Driver For SQL Server
Facedj Core

Apache HttpClient
commons-dbcp
commons-net

commons-io

VIES Service Client

AWS SDK For Java
spring-kafka

guava

org.imgscalr

commons-csv

Apache Commons BeanUstils
Gson

License and agrrement
Apache License, Version 2.0
Apache License, Version 2.0
Apache License, Version 2.0
Apache License, Version 2.0
Apache License, Version 2.0
Mysqgl connector community licnese
Apache License, Version 2.0
Apache License, Version 2.0
Apache License, Version 2.0
MIT license

MIT license

Apache License, Version 2.0
Apache License, Version 2.0
Apache License, Version 2.0
Apache License, Version 2.0
Apache License, Version 2.0
Apache License, Version 2.0
Apache License, Version 2.0
Apache License, Version 2.0
Apache License, Version 2.0
Apache License, Version 2.0
Apache License, Version 2.0
Apache License, Version 2.0
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http://logging.apache.org/log4net/license.html
http://logging.apache.org/log4net/license.html
http://logging.apache.org/log4net/license.html
http://logging.apache.org/log4net/license.html
http://logging.apache.org/log4net/license.html
https://downloads.mysql.com/docs/licenses/connector-j-5.1-gpl-en.pdf
http://logging.apache.org/log4net/license.html
http://logging.apache.org/log4net/license.html
http://logging.apache.org/log4net/license.html
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
http://logging.apache.org/log4net/license.html
http://logging.apache.org/log4net/license.html
http://logging.apache.org/log4net/license.html
http://logging.apache.org/log4net/license.html
http://logging.apache.org/log4net/license.html
http://logging.apache.org/log4net/license.html
http://logging.apache.org/log4net/license.html
http://logging.apache.org/log4net/license.html
http://logging.apache.org/log4net/license.html
http://logging.apache.org/log4net/license.html
http://logging.apache.org/log4net/license.html
http://logging.apache.org/log4net/license.html

10.4.12

Table 10.2

third party component
Anchor.js

AngularlS
Angular-base64

Angular Dynamic Locale
Angular-iso-country-filter
Angular-localization
Angular-gettext
Angular-datatables
Angular-confirm

Angular-chart.js
Angular]S Google Maps
Angular-moment
Angular-notify
Angular-recaptcha
Angular-schema-form
Angular-spinner
Angular-translate

Angular)S-ui-router
Angular-ui-switch

Angularls - VisJS
bc-phone-number

Bootstrap
Bootstrap-formhelpers
Bootstrap Dropdowns
Enhancement

Chart.js

CodeMirror
DataTables

FullCalendar Admin

Html2canvas

Handlebars

International Telephone Input
JavaScript Cookie

jsPDF

JSZip

Jquery

Jquery.cookie

Web application

License and agrrement
MIT license

MIT license

MIT license

MIT license

MIT license

MIT license

MIT license

MIT license

Apache License 2.0

Apache License 2.0
MIT license
MIT license
MIT license
MIT license
MIT license
MIT license
MIT license

MIT license
MIT

MIT license
MIT license

MIT license
MIT license
MIT license

MIT license
MIT license
GPL v2 license and the BSD

3point
MIT license

MIT license
MIT license
MIT license
MIT license
MIT license
MIT license

MIT license

MIT license

NCheck

License and agreements for third party softwares used in the web Ul

Copyright

UMD contributors.
Google, Inc.

Nick Galbreath
Lucas Galfaso
Pedro Catré

Rahul Doshi

Ruben Vermeersch
Louis Lin

Jerome Touffe-Blin

Allen Kim

Uri Shaked and contributors
Chris Gross

VividCorte

Textalk

Uri Shaked and contributors
The angular-translate team,
Pascal Precht

Chris Jackson and others

Twitter, Inc.

Vincent Lamanna

Twitter, Inc and The Bootstrap
Authors

Chart.js Contributors

Marijn Haverbeke

Niklas von Hertzen
Yehuda Katz

Jack O’Connor
Klaus Hartl

James Hall

Klaus Hartl
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https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://www.apache.org/licenses/LICENSE-2.0
https://www.apache.org/licenses/LICENSE-2.0
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://www.gnu.org/licenses/old-licenses/gpl-2.0.en.html
https://opensource.org/licenses/BSD-3-Clause
https://opensource.org/licenses/BSD-3-Clause
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT

Jquery  Password  Strength
Meter for Twitter Bootstrap
Jquery-ui

jquery-validation
Lodash

Moment.js

Moment Timezone

ng-camera
ngDialog

ng-file-upload
ng-image-appear
ng-img-crop

ng-intl-tel-input
ng-image-input-with-preview
Object-path

pdfmake

Poisition.js

pvpCountryPicker

Schema Form File
Selection.js

Script.js

Scripts.js

timePickerPop.js

third party component
ui-grid-auto-scroll (Third party
library used for Ul-grid)
ui-grid-custom-scroller (Third
party library used for Ul-grid)
ui-grid-custom-cell-select
Validator.js

Vendor.js

Vis.js

Webcamijs

10.4.13

GPL v3 and MIT licenses

MIT license

MIT license
MIT license

MIT license

MIT license

MIT license
MIT license
MIT license
MIT license
MIT license
MIT license
MIT license
MIT license
MIT license

MIT license
MIT license
MIT license

MIT license
License and agrrement
MIT license

MIT license

MIT license
MIT license

Apache License 2.0 and MIT
license
MIT license

Attend client for Windows

NCheck

Jorn Zaefferer

JS Foundation and other
contributors
Benjamin Cabanes
Likeastore.com
danialfarid

Arun Michael Dsouza
Alex Kaul

rswebteam

Deiwin Sarjas

Mario Casciaro
Feross Aboukhadijeh

Pablo Villoslada Puigcerber

Netzwerkplan GmbH
Simon Reinisch

mytechtip
Copyright
stevezau

Marcelo Sauerbrunn Portugal

Cina Saffary

Almende B.V. and Contributors

Joseph Huckaby

Table 8.3:License and agreements for third party software’s used in Attend for Windows

third party component
CefSharp.Wpf

Deviceld

Extended.Wpf.Toolkit

License and agrrement
CefSharp.Wpf license

MIT license

Microsoft public license

(MS-PL)

Copyright
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https://www.gnu.org/licenses/gpl-3.0.en.html
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://www.apache.org/licenses/LICENSE-2.0
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://raw.githubusercontent.com/cefsharp/CefSharp/master/LICENSE
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MS-PL
https://opensource.org/licenses/MS-PL

Hardcodet.Notifylcon.Wpf

Help
logdnet
MahApps.Metro

MaterialDesignColors

MaterialDesignThemes

The Code Project Open
License

Apache License, Version 2.0
MIT License

Microsoft public license
(MS-PL)

MIT license

Microsoft.EntityFrameworkCore. = SQlite Microsoft Entity | .Sqlite
Framework core license

Newtonsoft.Json
Prism.Core
Prism.Unity

Prism.Wpf

10.4.14

Table 10.3 License and agreements for third party software’s used in the Admin client for Windows

third party component
BCrypt-Official

CefSharp.Wpf
Deviceld

Extended.Wpf.Toolkit
Hardcodet.Notifylcon.Wpf

Help
logdnet
MahApps.Metro

MaterialDesignColors

MaterialDesignThemes

Microsoft.EntityFrameworkCore.

Newtonsoft.Json
PDFsharp-MigraDoc-wpf

Prism.Core

MIT License

MIT License

MIT License

MIT icense

Admin client for Windows

License and agreement

CefSharp.Wpf license
MIT license

Microsoft public license (MS-PL)

The Code Project Open License

Apache License, Version 2.0
MIT License

Microsoft public license (MS-PL)

MIT license

SQLite Microsoft Entity Framework

core license
MIT License

MigraDoc Foundation License

MIT License

Copyright
rdez

.Sqlite

NCheck
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https://www.codeproject.com/info/cpol10.aspx
https://www.codeproject.com/info/cpol10.aspx
http://logging.apache.org/log4net/license.html
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MS-PL
https://opensource.org/licenses/MS-PL
https://opensource.org/licenses/MIT
https://raw.githubusercontent.com/aspnet/AspNetCore/2.0.0/LICENSE.txt
https://raw.githubusercontent.com/aspnet/AspNetCore/2.0.0/LICENSE.txt
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
https://raw.githubusercontent.com/cefsharp/CefSharp/master/LICENSE
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MS-PL
https://www.codeproject.com/info/cpol10.aspx
http://logging.apache.org/log4net/license.html
https://opensource.org/licenses/MIT
https://opensource.org/licenses/MS-PL
https://opensource.org/licenses/MIT
https://raw.githubusercontent.com/aspnet/AspNetCore/2.0.0/LICENSE.txt
https://raw.githubusercontent.com/aspnet/AspNetCore/2.0.0/LICENSE.txt
https://opensource.org/licenses/MIT
http://www.pdfsharp.net/MigraDoc_License.ashx?AspxAutoDetectCookieSupport=1
https://opensource.org/licenses/MIT

Prism.Unity

Prism.Wpf

NCheck

MIT License

MIT icense

10.4.15 Attend client for Android

Table 10.4 License and agreements for third party softwares used in Attend client for Android

third party component
Android Logging Log4j
CirclelmageView
Fabric

gson

Spring For Android Rest Template

License and agrrement
Apache License, Version 2.0
Apache License, Version 2.0
¢ Codehaus Classworlds license
GNU LESSER GENERAL PUBLIC LICENSE
BSD 3-Clause License
Eclipse Public License - v 1.0

Apache License, Version 2.0

Apache License, Version 2.0
Apache License, Version 2.0

10.4.16 Admin client for Android

Table 10.5 License and agreements for third party software’s used in Admin client for Android

third party component
Android Logging Log4j
Android Logging Log4j
CirclelmageView
CircularProgressBar
Apache Commons |10
Apache Commons Lang
Fabric

gson

Material Components for Android

multidex
CWAC-SafeRoom

Spring for Android Rest Template

License and agreement

Apache License, Version 2.0

Apache License, Version 2.0

Apache License, Version 2.0

Apache License, Version 2.0

Apache License, Version 2.0

Apache License, Version 2.0
e Codehaus Classworlds license
e GNU LESSER GENERAL PUBLIC LI
e BSD 3-Clause License

e Eclipse Public License -v 1.0
¢ Apache License, Version 2.0

Apache License, Version 2.0
Apache License, Version 2.0
Apache License, Version 2.0
Apache License, Version 2.0
Apache License, Version 2.0

10.4.17 Attend client for 10S

10.4.17.1 CryptoSwift

Copyright (C) 2014 Marcin Krzyzanowski <" marcin.krzyzanowski@gmail.com> This software is provided ‘as-is’,
without any express or implied warranty. In no event will the authors be held liable for any damages arising
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https://opensource.org/licenses/MIT
https://opensource.org/licenses/MIT
http://logging.apache.org/log4net/license.html
http://logging.apache.org/log4net/license.html
https://fedoraproject.org/wiki/Licensing/Plexus_Classworlds_License
https://www.gnu.org/licenses/lgpl-3.0.en.html
https://www.gnu.org/licenses/lgpl-3.0.en.html
https://opensource.org/licenses/BSD-3-Clause
https://www.eclipse.org/legal/epl-v10.html
http://logging.apache.org/log4net/license.html
http://logging.apache.org/log4net/license.html
http://logging.apache.org/log4net/license.html
http://logging.apache.org/log4net/license.html
http://logging.apache.org/log4net/license.html
http://logging.apache.org/log4net/license.html
http://logging.apache.org/log4net/license.html
http://logging.apache.org/log4net/license.html
http://logging.apache.org/log4net/license.html
https://fedoraproject.org/wiki/Licensing/Plexus_Classworlds_License
https://www.gnu.org/licenses/lgpl-3.0.en.html
https://opensource.org/licenses/BSD-3-Clause
https://www.eclipse.org/legal/epl-v10.html
http://logging.apache.org/log4net/license.html
http://logging.apache.org/log4net/license.html
http://logging.apache.org/log4net/license.html
http://logging.apache.org/log4net/license.html
http://logging.apache.org/log4net/license.html
http://logging.apache.org/log4net/license.html

NCheck

from the use of this software. Permission is granted to anyone to use this software for any purpose,including
commercial applications, and to alter it and redistribute it freely, subject to the following restrictions:

® The origin of this software must not be misrepresented; you must not claim that you wrote the original
software. If you use this software in a product, an acknowledgment in the product documentation is
required.

e Altered source versions must be plainly marked as such and must not be misrepresented as being the
original software.

* This notice may not be removed or altered from any source or binary distribution.

10.4.17.2 CocoaLumberjack

Copyright (c) 2010-2014, Deusty, LLC All rights reserved.

The distribution and use of this software in source and binary forms, with or without modification, are permitted
provided that the following conditions are met: * Redistributions of source code must retain the above copyright
notice, this list of conditions and the following disclaimer. * Neither the name of Deusty nor the names of its
contributors may be used to endorse or promote products derived from this software without specific prior
written permission of Deusty, LLC.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS “AS IS” AND ANY

EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT

SHALL THE COPYRIGHT OWNER OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCI-

DENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO,
PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR

BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN

CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
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11 CONTACT

You can contact NCheck team regarding issues and questions you have. Please send an email to NCheck support
with your query.
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12 COPYRIGHT

Copyright 2018 - 2026 Neurotechnology. All Rights Reserved.
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